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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q67-Q72):
NEW QUESTION # 67 
The human resources manager of a small accounting firm believes he may have been a victim of a phishing scam. The manager
clicked on a link in an email message that asked him to verify the logon credentials for the firm's online bank account.
Which digital evidence should a forensic investigator collect to investigate this incident?

A. Browser cache
B. Network traffic logs
C. Email headers
D. System logs

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The browser cache stores recently accessed web pages, images, and cookies, which may include phishing site content and related
activity. Investigators analyzing phishing attacks collect browser cache data to reconstruct the victim's web activity and detect
malicious sites.
* Cached web pages help corroborate victim statements and establish timelines.
* Browser history and cache are volatile and must be preserved promptly.
Reference:According to NIST SP 800-101 and forensic guides, browser cache is critical in investigating phishing and web-based
attacks.

NEW QUESTION # 68 
Which Windows component is responsible for reading the boot.ini file and displaying the boot loader menu on Windows XP during
the boot process?

A. NTLDR
B. BOOTMGR
C. BCD
D. Winload.exe

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
NTLDR (NT Loader) is the boot loader for Windows NT-based systems including Windows XP. It reads the boot.ini configuration
file and displays the boot menu, initiating the boot process.
* Later Windows versions (Vista and above) replaced NTLDR with BOOTMGR.
* Understanding boot components assists forensic investigators in boot process analysis.
Reference:Microsoft technical documentation and forensic training materials outline NTLDR's role in legacy Windows systems.

NEW QUESTION # 69 
Which storage format is a magnetic drive?

A. SATA
B. Blu-ray
C. SSD
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D. CD-ROM

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
SATA (Serial ATA) refers to an interface standard commonly used for connecting magnetic hard disk drives (HDDs) and solid-state
drives (SSDs) to a computer. The term SATA itself describes the connection, but most HDDs that use SATA as an interface are
magnetic drives.
* CD-ROM and Blu-ray are optical storage media, not magnetic.
* SSD (Solid State Drive) uses flash memory, not magnetic storage.
* Magnetic drives rely on spinning magnetic platters, which are typically connected via SATA or other interfaces.
This differentiation is emphasized in digital forensic training and hardware documentation, including those from NIST and forensic
hardware textbooks.

NEW QUESTION # 70 
Tom saved a message using the least significant bit (LSB) method in a sound file and uploaded this sound to his own website.
What is the carrier in this example?

A. The sound file
B. The message
C. Tom's website
D. The least significant bit method

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
In steganography, the carrier is the file or medium used to hide the secret message. In this example, the sound file is the carrier
because it contains the hidden message embedded using the least significant bit method. The message is the payload, and the website
is merely the distribution platform.
* LSB is the embedding technique, not the carrier.
* The message is the payload, not the carrier.
* The website is not involved in data hiding.
NIST and steganography references clearly define the carrier as the container holding the hidden data.

NEW QUESTION # 71 
A forensic scientist arrives at a crime scene to begin collecting evidence.
What is the first thing the forensic scientist should do?

A. Run antivirus scans
B. Seize the computer immediately
C. Photograph all evidence in its original place
D. Document user passwords

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Documenting the scene through photographs preserves the original state of evidence before it is moved or altered. This supports
chain of custody and evidence integrity, providing context during analysis and court proceedings.
* Photographic documentation is a standard step in forensic protocols.
* It ensures the scene is accurately recorded.
Reference:According to forensic investigation standards (NIST SP 800-86), photographing the scene is the initial action upon
arrival.

NEW QUESTION # 72
......
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