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Cisco Designing Cisco Security Infrastructure Sample Questions (Q69-Q74):
NEW QUESTION # 69 
Which tool is used by SOC analyst to quarantine an endpoint?

A. syslog
B. load balancer
C. Cisco XDR
D. flow collector
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Answer: C

Explanation:
Cisco XDR (Extended Detection and Response) gives SOC analysts the ability to detect, investigate, and quarantine compromised
endpoints. It integrates telemetry across endpoints, network, and cloud, enabling coordinated response actions.

NEW QUESTION # 70 
A telecommunications company recently introduced a hybrid working model. Based on the new policy, employees can work
remotely for 2 days per week if corporate equipment is used. The IT department is preparing corporate laptops to support users
during the remote working days.
Which solution must the IT department implement that provides secure connectivity to corporate resources and protects sensitive
corporate data even if a laptop is stolen?

A. Umbrella
B. Secure Client
C. Cisco Duo
D. ISE Posture

Answer: B

Explanation:
Cisco Secure Client (formerly AnyConnect) provides secure remote connectivity through VPN, ensuring encrypted access to
corporate resources. It also integrates endpoint security features, protecting sensitive corporate data even if a laptop is stolen.

NEW QUESTION # 71 
Refer to the exhibit. A software developer noticed that the application source code had been found on the internet. To avoid such an
incident from happening again, the developer applied a DLP policy to prevent from uploading source code into generative AI tool
like ChatGPT. When testing the policy, the developer noticed that it is still possible for the source code to be uploaded.
Which action must the developer take to prevent this issue?

A. Move the ChatGPT Source Code rule to the bottom.
B. Enable the rule.
C. Change the DLP action from Monitor to Block.
D. Modify the data classifications.

Answer: C

Explanation:
In the exhibit, the ChatGPT Source Code rule is configured with the action Monitor, which only logs activity but does not stop it. To
prevent source code from being uploaded, the action must be changed to Block. This enforces the policy and ensures data
exfiltration into generative AI tools is stopped.

NEW QUESTION # 72 
Which two solutions help ensure consistent policy enforcement across multi-cloud workloads?
(Choose two.)

A. SNMP traps
B. Static IP routing
C. Cloud-delivered Firewall (CDFW)
D. Cisco Secure Workload (Tetration)

Answer: C,D

Explanation:
Cisco Secure Workload provides workload visibility and policy enforcement across environments, while cloud-delivered firewalls
apply consistent security policies across multiple cloud platforms.



NEW QUESTION # 73 
Refer to the exhibit. In addition to SSL decryption, which firewall feature allows malware to be blocked?

A. DLP
B. URL Filtering
C. SSL Offloading
D. File Inspection

Answer: D

Explanation:
In the exhibit, SSL decryption is already enabled, which allows encrypted traffic to be inspected.
To block malware hidden within decrypted traffic, the next required feature is File Inspection. This function analyzes files passing
through the firewall to detect and stop malicious content.

NEW QUESTION # 74
......
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