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Refer to the exhibit.

You want to configure SD-WAN on a network as shown in the exhibit.

The network contains many FortiGate devices. Some are used as NGFW, and sone are installed with extensions such as
FortiSwitch. FortiAP. or Forti Ex tender.

What should you consider when planning your deployment?

A. Younmust use FortiManager to manage your SD-WAN topology.

B. You can build an SD-WAN topology that includes all devices. The hubs must be devices without extensions.

C. You can build an SD-WAN topology that includes all devices. The hubs can be FortiGate devices with Forti Extender.
D. You must build multiple SD-WAN topologies. Each topology must contain only one type of extension.

Answer: B

Explanation:

In Fortinet SD-WAN, hubs should not have extensions like FortiSwitch, FortiAP, or FortiExtender installed, as these can affect hub
functionality and scalability. While all device types can be included in the topology, the hubs must be "clean" FortiGate devices
without such extensions to ensure proper ADVPN and overlay management.

References:

[FCSS_SDW_AR-7.4 1-0.docx Q3]

Fortinet SD-WAN Reference Architecture Guide 7.4 - Hub requirements

NEW QUESTION # 53
Refer to the exhibit. Which SD-WAN rule and interface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24 to the
corporate server 10.2.5.2547



SD-WAN configuration on FortiGate

branchl_fgt # get router info routing-table all

S* 0.0.0.0/0 [1/0] wia 192.2.0.2, portl, [1/0]
[1/0] via 192.2.0.10, port2, [10/0]
o] 10.0.1.0/24 is directly connected, port5
B 10.1.0.0/24 [200/0] wvia 192.168.1.61 (recursive is directly connected, HUB1-VPN1), 1d03h58m, [1/0]
[200/0]) wvia 192.168.1.125 (recursive is directly connected, HUB1-VPN2), 1d03hS58m, ([1/0]
[200/0] wvia 192.168.1.189 (recursive is directly connected, HUB1-VPN3), 1d03hS58m, [1/0]
(o] 10.200.99.1/32 is directly connected, Branch-Lo
B 10.2.0.0/16 [200/0) wvia 192.168.1.61 (recursive is directly connected, HUB1-VPN1), 00:03:01, ([(1/0]
[200/0] wvia 192.168.1.125 (recursive is directly connected, HUB1-VPN2), 00:00:51, [1/0]
[200/0] wvia 192.168.1.189 (recursive is directly connected, HUB1-VPN3), 00:00:51, [1/0]
B 10.2.5.0/24 [200/0] wvia 192.168.1.61 (recursive is directly connected, HUB1-VPN3), 00:03:01, ([1/0]

branch_fgt # diag sys sdwan serviced

Service (3): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: fib
Shortcut priority: 2
Gen(3), TOS(0x0/0x0), Protocol (@) : sxci->65535) :dst(1->65535),4 Mode (sla), sla-compare-order
Members (3) :
1: Seq num(S/HUBL-VPN2 HUB1l), alive sla(0xl), gid(0), cfg_order(i), local cost(0), selected
2: seg_num(6 HUB1-VEN3gHUBL), "alive sla(0x1l), gid(0), cfg_order(2), local cost(0), selected
3: Seq num(4 "HUB1-VPN1 HUBl), alive sla(0x0), gid(0), cfg_order(0), local cost(0), selected
Src address(1l):
10.0.1.0-10.0.1.255

Dst address(l):
10.0.0.0-10.255.255.255

Service (4): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: fib
Shortcut priority: 2
Gen(2), TOS(0x0/0x0), Protocol(0): src(1->65535) :dst (1->65535), Mode(sla), sla-compare-order
Members (2) :
1: Seq_num(2 port2 underlay), alive sla(0x3), gid(0), cfg_order(1l), local cost(0), selected
2: Seq num(l portl underlay), alive sla(0x1), gid(0), cfg_order(0), local cost(0), selected
Src address(1):
10.0.1.0-10.0.1.255

Dst address(1l):

Al h

A. SD-WAN service rule 4 and portl or port2.
B. SD-WAN service rule 4 and interface port2.
C. SD-WAN service rule 3 and interface HUB1-VPN3.
D. SD-WAN service rule 3 and interface HUB1-VPN2.

Answer: B

Explanation:
The destination IP 10.2.5.254 falls within 10.2.0.0/16, which is covered by SD-WAN service rule
4. The output of service rule 4 shows port2 as the selected nterface, which FortiGate uses to steer the traffic.

NEW QUESTION # 54
Refer to the exhibit. An admmistrator checks the status of an SD-WAN topology using the FortiManager SD-WAN monitor menus.
Allmembers are configured with one or two SLAs. Which two conclusions can you draw from the output shown? (Choose two.)
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A. This SD-WAN topology contains only two branch devices.

B. One member of branch?_fgt is missing the SLAs.

C. branch2_fgt establishes six tunnels to the hubs and they are all up.
D. The template view should be used to see the hub devices.

Answer: A,.B

NEW QUESTION # 55
Refer to the exhibit.



BGP configuration

et
set
get
set
set

end

end

end

config router bgp

as €5000

router-id 10.200.99.253
ibgp-multipath enable
additional-path enable
additional-path-select 3
config neighbor-group

edit “VPN1"

sat
sat
naxt

edit “VPNZ"

5t
sat
next

edit “VPN3"

set
sat
next

config neighbor-range

edit 1
set
set

next

adit 2
sat
sat

next

edit 3
set
sat

next

soft-reconfiguration anable
remote-as 65000

soft-reconfiguration enable
remote-as 63000

soft-reconfiguration enable
remote-as 65000

prefix 192.168.1.0 255.255.255.192
neighbor-group “VPN1"

prefix 192.168.1.64 255.255.255.192

naighbor-group “Vpﬁ.';‘__ = Frr"_,IET

prefix 192.168.1.128 255.255.255.192
neighbor-group “VEN3"

The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP to advertise
prefixes from spokes to other spokes over the IPsec overlays, including additional paths. However, when looking at the spoke
routing table, the administrator does not see the prefixes from other spokes and the additional paths Which three settings must the
administrator configure inside each BGP neighbor group so spokes can learn the prefixes of other spokes and their additional paths?

(Choose three.)

Answer: A,B,C

Explanation:

A. Enable route-reflector-client.
B. Set adv-additional-pathto the number of additional paths to advertise.
C. Set additional-pathto send

D. Enable route-reflector-server
E. Set additional-pathto forward

The hub must send additional paths to spokes (set additional-path send).

The hub must treat each spoke as a route-reflector client so spoke routes are reflected to other spokes.
The hub must specify how many additional paths to advertise (set adv-additional-path <n>).

NEW QUESTION # 56

Refer to the exhibit.



BGP configuration

config router bgp
set as 65000
set router-id 10.200.99.253
set ibgp-multipath enable
set additional-path enable
set additional-path-select 3
config neighbor-group
edit “WPN1"
set soft-reconfiguration enable
set remote-as 65000
next
edit “VPNZ2”
set soft-reconfiguratién enable
set remote-as 65000
next
edit “VPN3*
set soft-reconfiguration enable
set remote-as 65000

next
end
config neighbor-range
edit A
set prefix 192.168.1.0 -
set neighbor-group “VP 1;”17|=l13ifoEETr
ngxt
Bdit 2
set prefix 192.168.1.64 255.255.255.192
set neighbor-group "“VPN2"
next
edit 3
set prefix 192.168.1.128 255.255.255.192
set neighbor-group “VPN3"
next
end

end

The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP to advertise
prefixes from spokes to other spokes over the IPsec overlays, including additional paths.

However, when looking at the spoke routing table, the administrator does not see the prefixes from other spokes and the additional
paths Which three settings must the administrator configure inside each BGP neighbor group so spokes can learn the prefixes of
other spokes and their additional paths? (Choose three.)

¢ A. Enable route-reflector-client.

B. Enable route-reflector-server

C. Set additional-path to send

D. Set adv-additional-path to the number of additional paths to advertise.
E. Set additional-path to forward

Answer: A,C,D

Explanation:

The hub must send additional paths to spokes (set additional-path send).

The hub must treat each spoke as a route-reflector client so spoke routes are reflected to other spokes.
The hub must specify how many additional paths to advertise (set adv-additional-path <n>).

NEW QUESTION # 57



Studyng for attending FCSS - SD-WAN 7.4 Architect exam pays attention to the method. The good method often can bring the
result with half the effort, therefore we in the exammnation time, and also should know some test-taking skill. The FCSS SDW_AR-
7.4 quiz guide on the basis of summarizing the past years, found that many of the questions, the answers have certain rules can be
found, either subjective or objective questions, we can find in the corresponding module of similar things in common. To this end, the
FCSS - SD-WAN 7.4 Architect exam dumps have summarized some types of questions in the qualification examination, so that
users will not be confused when they take part in the exam, to have no emphatic answers. It can be said that the template of these
questions can be completely applied. The user only needs to write out the routine and step points of the FCSS_SDW_AR-7.4 test
material, so that we can get good results in the exars.
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