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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q118-Q123):

NEW QUESTION # 118
A malicious actor uses multiple endpoints to target a single endpoint. Which of the following describes this threat?

e A Structured Query Language injection
¢ B. Brute-force attack

e C. On-path attack
e D. Distributed Denial of Service

Answer: D

Explanation:
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Using many separate systenms (endpoints) to attack one target is the defining characteristic of a Distributed Denial of Service (DDoS)
attack. Mike Meyers' Lab Manual defines DDoS as: "An attack on a computer or network device in which multiple computers send
data and requests to the device in an attempt to overwhelm it so that it cannot perform normal operations." That description exactly
matches the scenario: many endpoints are coordinated to flood one endpoint, preventing legitimate use.

This is different from an on-path (man-in-the-middle) attack, which intercepts traffic between two parties; SQL injection, which
targets databases via malicious input; and brute-force attacks, which attempt repeated authentication guesses. The key clue is
multiple endpoints working together, which implies distribution (often via botnets) and service disruption by volume. That is why the
correct classification is Distributed Denial of Service (D).

NEW QUESTION # 119

Multiple users are reporting audio issues as well as performance issues after downloading unauthorized software. You have been
dispatched to identify and resolve any issues on the network using best practice procedures.

INSTRUCTIONS

Quarantine and configure the appropriate device(s) so that the users' audio issues are resolved using best practice procedures.
Multiple devices may be selected for quarantine.

Click on a host or server to configure services.

Ifat any time you would like to bring back the mnitial state of the simulation, please click the Reset All button.

Answer:

Explanation:

See Explanation below for conplete solution.

Explanation:

Host 2, Host 3, Host 4 , Host 5 ,Host 6, Host 7, Host 8 , Media Server - Stop All unwanted and malicious service
(Persistance.j1zpxn Installer Service) from all the listed host and Media servers Refer screenshot below on the required service
started/stopped on host2, same service to be started and stopped across all host servers.

A screenshot of a computer Al-

A screenshot of a computer Al-

NEW QUESTION # 120
An administrator received an email stating that the OS they are currently supporting will no longer be issued security updates and
patches. Which of the following is most likely the reason the administrator received this message?

A. The OS will be considered end of life

B. The built-in security software is being removed from the next OS version
C. Support from the computer's manufacturer is expiring

D. A new version of the OS will be released soon

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

When an OS reaches its end of life (EOL), it no longer receives updates or support, including critical security patches.

From the Quentin Docter Study Guide:

"End-of-life means the manufacturer no longer supports the OS with updates or security patches, which exposes systeins to
vulnerabilities unless upgraded".

All-in-One Exam Guide adds:

"End-of-life notifications serve as a final warning that continued use of the OS will be insecure and unsupported. It's crucial for
administrators to plan migration”.

NEW QUESTION # 121
A technician follows proper malware removal procedures but cannot remove all malware. They decide to reload the OS. What
should they select?

e A Clean install



¢ B. Version upgrade
e C. Systemrestore
e D. OS repair

Answer: A

Explanation:

Aclean stallensures all malware is elimmated by completely wiping and reinstalling the OS. System restore or repair may leave
traces.

FromQUENTIN DOCTER - COMPTIA A+ COMPLETE study GUIDE:

"If malware cannot be completely removed, performa clean installation of the operating system. This ensures no remnants remain on
the machine."

NEW QUESTION # 122
Which of the following methods would make data unrecoverable but allow the drive to be repurposed?

A. Degaussing the device

B. Performing a low-level format
C. Deleting the partitions

D. Implementing EFS

Answer: B

Explanation:

A low-level format (also referred to as a zero-fill or full format) writes over every sector on a storage device, effectively destroying
the existing data and making recovery nearly impossible. Unlike degaussing, which renders the drive unusable, a low-level format
maintains the integrity of the device, allowing it to be repurposed or reused.

A). Deleting partitions does not fully erase data; it only removes references in the partition table.

B). EFS (Encrypting File System) encrypts files but does not securely wipe them

D). Degaussing destroys the magnetic structure of a drive, making it inoperable and not reusable.

Reference:

CompTIA A+ 220-1102 Objective 4.3: Given a scenario, implement basic change management best practices.

Study Guide Section: Drive sanitation methods - low-level format vs. degaussing vs. deletion

NEW QUESTION # 123
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