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A2 #24
During an enterprise incident response, what is the significance of chain of custody for digital evidence?
Response:

A. Tt details the process for employee termination following an incident

B. It provides a record of all individuals who handled the evidence, maintaining its integrity for legal proceedings
C. Itis used to track the stock prices of the company

D. It outlines the company's annual budget allocation for cybersecurity
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AE #25
How does sandboxing help in the detection of modern attacks?
Response:

A. Tt manages software updates across the organization.

B. It helps in creating backups of critical data.

C. It restricts internet access to prevent users from downloading malware.

D. It provides a controlled environment to execute and observe suspicious code without risking the main network.
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EE #26
What is the primary role of the system profiler command in macOS?
Response:

A. Editing user accounts

B. Modifying system preferences

C. Managing network settings

D. Reporting detailed hardware and software configuration

HE: D

HAE #27
Which of'the following is a foundational strategy for responding to a container-based incident?
Response:

A. Ignoring the incident

B. Shutting down the entire network

C. Patching all software immediately

D. Following a pre-defined incident response plan

o
"
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AR #28

Which features should be prioritized when developing an incident response strategy for macOS systens?
(Choose Two)

Response:

¢ A Long-termdata storage solutions
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¢ B. Efficient user notification systems
¢ (. Cross-platform compatibility
¢ D. Quick isolation of affected systens
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