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HMA #14

A network administrator working in an ABC organization collected log files generated by a traffic monitoring system, which may not
seem to have useful information, but after performing proper analysis by him, the same information can be used to detect an attack in
the network.

Which of the following categories of threat information has he collected?

A. Advisories

B. Low-level data

C. Strategic reports

D. Detection indicators

Ef#: D

HE #15

An organization suffered many major attacks and lost critical mformation, such as employee records, and financial information.
Therefore, the management decides to hire a threat analyst to extract the strategic threat intelligence that provides high-level
mformation regarding current cyber-security posture, threats, details on the financial impact of various cyber-activities, and so on.
Which of the following sources will help the analyst to collect the required intelligence?

A. Active canpaigns, attacks on other organizations, data feeds from external third parties
B. OSINT, CTI vendors, ISAO/ISACs

C. Campaign reports, malware, incident reports, attack group reports, human intelligence
D. Human, social media, chat rooms

EfE: B

E #16
In which of the following storage architecture is the data stored in a localized system, server, or storage hardware and capable of

storing a limited amount of data in its database and locally available for data usage?

A. Object-based storage
B. Distributed storage

C. Centralized storage
D. Cloud storage

IEf#E: A

HE#17

Joe works as a threat intelligence analyst with Xsecurity Inc. He is assessing the TI program by comparing the project results with
the original objectives by reviewing project charter. He is also reviewing the list of expected deliverables to ensure that each of those
is delivered to an acceptable level of quality.


https://www.xhs1991.com/312-85.html

Identify the activity that Joe is performing to assess a TI programs success or failure.

A. Conducting a gap analysis

B. Identifying areas of further improvement

C. Determining the costs and benefits associated with the program
D. Determmning the fulfilliment of stakeholders

Ef#: A

HM #18

Mario is working as an analyst in an XYZ organization in the United States. He has been asked to prepare a threat landscape report
to provide in-depth awareness and greater insight into the threats his organization is facing.

‘Which of the following details should he include to prepare a threat landscape report?

¢ A Attribution of an attack to specific threat actor or group

¢ B. Attacker's motivation and intention behind the attack

e C. History of an attack and location where it was performed

¢ D. A summary of threat actors most likely targeting the organization along with their motivations, intentions, and TTPs

Ef#E: D

A -

A Threat Landscape Report provides a high-level overview of the current and emerging threats that could affect an organization. It
typically includes information about threat actors, motivations, tactics, techniques, and procedures (TTPs).

Such reports help management and technical teans understand who is targeting them, why, and how, enabling better risk assessment
and preparedness.

Why the Other Options Are Incorrect:

* B. Attribution of an attack: Focuses on identifying a specific attacker, which is only part of a broader report.

* C. Attacker's motivation and intention: Important, but limited in scope compared to a full threat landscape overview.

* D. History and location of attack: Provides context but lacks the broader threat intelligence perspective.

Conclusion:

The threat landscape report should summarize the likely threat actors, their motives, intentions, and TTPs to give a complete
understanding of the threat environment.

Final Answer: A. A summary of threat actors most likely targeting the organization along with their motivations, intentions, and TTPs
Explanation Reference (Based on CTIA Study Concepts):

CTIA emphasizes that a threat landscape report includes adversary profiles, motivations, and techniques to provide contextual
awareness of the threat environment.
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