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PR #264

A developer is writing an AWS Lambda fimction. The developer wants to log key events that occur while the Lambda fimction runs.
The developer wants to include a unique identifier to associate the events with a specific function invocation. The developer adds the
following code to the Lambda finction:

function handler (event, context) {

} amazon
‘Which solution will meet this requirement?
e A Obtain the request identifier from the AWS request ID field in the event object. Configure the application to write logs to a

file.
¢ B. Obtam the request identifier from the AWS request ID field in the context object. Configure the application to write logs to
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standard output.

¢ (. Obtain the request identifier from the AWS request ID field in the event object. Configure the application to write logs to
standard output.

¢ D. Obtain the request identifier from the AWS request ID field in the context object. Configure the application to write logs to
a file.

EX: B

R A -

Explanation

httpsz/docs.aws.amazon.convlambda/latest/dg/nodejs-context. html
httpsz/docs.aws.amazon.convlambda/latest/dg/nodejs-logging html

There is no explicit information for the runtime, the code is written in Node.js.

AWS Lambda is a service that lets developers run code without provisioning or managing servers. The developer can use the AWS
request ID field in the context object to obtain a unique identifier for each function invocation. The developer can configure the
application to write logs to standard output, which will be captured by Amazon CloudWatch Logs. This solution will meet the
requirement of logging key events with a unique identifier.

References:

* [What Is AWS Lambda? - AWS Lambda]

* [AWS Lambda Function Handler in Node.js - AWS Lambda]

* [Using Amazon CloudWatch - AWS Lambda]
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A healthcare company uses AWS Amplify to host a patient management system. The system uses Amazon API Gateway to expose
RESTful APIs. The backend logic of the system is handled by AWS Lammbda fimctions. One of the Lambda finctions receives
patient data that includes personally identifiable information (PII). The Lambda fimction sends the patient data to an Amazon
DynamoDB table. The company must encrypt all patient data at rest and in transit before the data is stored in DynamoDB. Which
configuration will meet these requirements?

¢ A. Configure the Lambda function to use AWS KMS keys with the AWS Database Encryption SDK to encrypt the patient
data before sending the data to DynamoDB.

e B. Use an AWS Step Functions workflow to transfer the data to an Amazon SQS queue. Configure a Lambda finction to
encrypt the data in the queue before sending the data to the DynamoDB table.

e C. Configure a DynamoDB stream on the table to invoke a Lambda finction. Configure the Lambda function to use an AWS
KMS key to encrypt the DynamoDB table and to update the table.

e D. Use AWS managed AWS KMS keys to encrypt the data in the DynamoDB table.

EE: A
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Encrypting PII at rest and in transit before storing it in DynamoDB ensures end-to-end security.

Using the AWS Database Encryption SDK with KMS keys allows the Lambda function to encrypt data before transmission,
meeting security and compliance requirements.
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A developer updates an AWS Lambda fimction that an Amazon API Gateway API uses. The API is the backend for a web
application.

The developer needs to test the updated Lambda fimction before deploying the Lambda fimction to production. The testing must not
affect any production users of the web application.

Which solution will meet these requirements in the MOST operationally efficient way?

e A Create a new test API stage in API Gateway. Add stage variables to deploy the updated Lambda function to only the test
stage. Test the updated Lambda function by using the new stage URL.

e B. Create a new AWS CloudFormation stack to deploy a copy of the entire production API and Lambda function. Use the
stack's API URL to test the updated Lambda function.

e (. Create a canary release deployment for the existing API stage. Deploy the API to the existing stage. Test the updated
Lambda fimction by using the existing URL.

e D. Update the API Gateway API endpoint type to private. Deploy the changes to the existing API stage. Test the API by
using the existing URL.
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A developer has code that is stored in an Amazon S3 bucket. The code must be deployed as an AWS Lambda function across
multiple accounts in the same AWS Region as the S3 bucket an AWS CloudPormation template that runs for each account will
deploy the Lambda function.

What is the MOST secure way to allow CloudFormaton to access the Lambda Code in the S3 bucket?

¢ A. Grant the CloudFormation service row the S3 GetObfect permission. Add a Bucket policy to Amazon S3 with the
principal of "

¢ B. Use a service-based link to grant the Lambda finction the S3 GetObject permission Add a resource of ™** to allow access
to the S3 bucket.

e C. Use a service-based link to grant the Lambda function the S3 ListBucket and GetObject permissions by explicitly adding
the S3 bucket's account number in the resource.

¢ D. Grant the CloudFormation service role the S3 ListBucket and GetObject permissions. Add a bucket policy to Amazon S3
with the principal of "AWS" (account numbers)

ER: A
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Explanation

This solution allows the CloudFormation service role to access the S3 bucket from any account, as long as it has the S3 GetObject
pernission. The bucket policy grants access to any principal with the GetObject permission, which is the least privilege needed to
deploy the Lambda code. This is more secure than granting ListBucket permission, which is not required for deploying Lambda
code, or using a service-based link, which is not supported for Lambda finctions.

78 #268

A company needs to harden its container images before the images are in a running state. The company's application uses Amazon
Elastic Container Registry (Amazon ECR) as an image regjistry. Amazon Elastic Kubernetes Service (Amazon EKS) for compute,
and an AWS CodePipeline pipeline that orchestrates a continuous integration and continuous delivery (CI/CD) workflow.
Dynamic application security testing occurs in the final stage of the pipeline after a new image is deployed to a development
namespace in the EKS cluster. A developer needs to place an analysis stage before this deployment to analyze the container image
earlier in the CI/CD pipeline.

Which solution will meet these requirements with the MOST operational efficiency?

e A Create a new CodePipeline stage that occurs after source code has been retrieved from its repository. Run a security
scanner on the latest revision of the source code. Fail the pipeline if there are findings.

e B. Create a new CodePipeline stage that occurs affer the container image is built. Configure ECR basic image scanning to
scan on image push. Use an AWS Lambda function as the action provider. Configure the Lambda function to check the scan
results and to fail the pipeline if there are findings.

¢ (. Add an action to the deployment stage of the pipeline so that the action occurs before the deployment to the EKS cluster.
Configure ECR basic image scanning to scan on image push. Use an AWS Lambda function as the action provider. Configure
the Lambda function to check the scan results and to fail the pipeline if there are findings.

e D, Build the container image and run the docker scan command locally. Mitigate any findings before pushing changes to the
source code repository. Write a pre-commit hook that enforces the use of this workflow before commit.

Z%: B

fE R A -

The solution that will meet the requirements with the most operational efficiency is to create a new CodePipeline stage that occurs
after the container image is built. Configure ECR basic image scanning to scan on image push. Use an AWS Lambda finction as the
action provider. Configure the Lambda function to check the scan results and to fail the pipeline if there are findings. This way, the
container image is analyzed earlier in the CI/CD pipeline and any vulnerabilities are detected and reported before deploying to the
EKS cluster. The other options either delay the analysis until after deployment, which increases the risk of exposing insecure images,
or perform analysis on the source code instead of the container image, which may not capture all the dependencies and
configurations that affect the security posture of the image.
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