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¢ Security Fundamentals: This section enphasizes critical security practices, covering Security Basics to

understand threats, Data Security for protecting sensitive information, Network Security for securing
bEY 71 connections, and System Security to safeguard systens. I'T administrators gain practical knowledge to
maintain secure IT environments and defend against vulnerabilities.

¢ DevOps Fundamentals: In this topic, IT engineers explore DevOps Basics, focusing on collaboration

between development and operations teans. It covers Containers for efficient deployment, Deployment
ey 72 Environments for managing application lifecycles, and Git Concepts for version control. This section
prepares professionals to streamline workflows and support rapid development.
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¢ Supporting Applications and Developers: This topic introduces Software Project Management principles

for effective project execution, Software Application Architecture for designing robust systems, and
FEy 23 Functional Analysis to understand requirements. It also discusses Open-source Software and Licensing,
offering insights into collaborative development. This section enhances the ability to support software
development initiatives effectively.
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‘Which practice most effectively reduces the risk of account compromise from stolen credentials?

A. Disabling password complexity requirements

B. Enforcing multifactor authentication

C. Requiring users to change passwords every seven days
D. Sharing service account credentials among team members

Ff#E: B

L2

Multifactor authentication requires an additional independent factor beyond the password, so a stolen password alone is insufficient
to access the account. Extremely frequent password rotation tends to encourage weak, predictable passwords, and credential
sharing eliminates accountability.

R #117
What is the most appropriate permission model for a backup client writing to a remote back up storage to help ensure backups are
protected from unauthorized modification or deletion?

A. Read-only permissions

B. Write-Once, Read-Many permissions
C. No permissions

D. Read and write permissions

EfE: B

AR :

Wirite-Once, Read-Many (WORM) permissions allow backup data to be written and subsequently read, but prevent modification
or deletion. This helps protect backups from accidental changes, malicious tampering, and ransonware attacks, ensuring the integrity
and recoverability of stored backup data.

ZHM#118

The Linux kernel uses a:

e A dual architecture
B microkernel architecture
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¢ B. hybrid microkernel architecture
¢ C. monolithic architecture

IEf: C

HE #119
A user types a command name and receives "command not found," even though the executable exists in /opt/tools. Which
environment variable should be examined first?

A. LANG
B. PATH

C. SHELL
D. HOME

Ef#: B
R

The PATH variable defines the ordered list of directories that the shell searches for executables.
If /opt/tools is not included in PATH, the shell cannot locate the binary unless the full path is specified.

H #120
A system admmistrator wants to check the status of the ssh service, ensure it starts at boot, and then restart it immediately. Which of
the following sequence of systemctl commands accomplishes this?

e A systemctl status ssh
systemctl enable ssh
systemctl restart ssh

¢ B. enable sshd
restart sshd
status sshd

e (. service ssh verify
chkconfig ssh on
service ssh refresh

e D. systemctl check ssh
systemctl autostart ssh
systemctl reload ssh

EE: A

L2

systemctl status ssh displays the current status of the SSH service, systemctl enable ssh configures the service to start automatically
at boot, and systemctl restart ssh immediately restarts the service. This sequence fulfills all the stated requirements using the standard
systemctl interface.
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