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Fortinet FCSS - FortiSASE 25 Administrator Sample Questions (Q49-Q54):
NEW QUESTION # 49 
What are two requirements to enable the MSSP feature on FortiSASE? (Choose two.)

A. Add FortiCloud premium subscription on the root FortiCloud account.
B. Enable multi-tenancy on the FortiSASE portal.
C. Configure MSSP user accounts and permissions on the FortiSASE portal.
D. Assign role-based access control (RBAC) to IAM users using FortiCloud IAM portal.

Answer: A,D

NEW QUESTION # 50 
Refer to the exhibits.
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A FortiSASE administrator has configured an antivirus profile in the security profile group and applied it to the internet access policy.
Remote users are still able to download the eicar.com-zip file from https://eicar.org.
Which configuration on FortiSASE is allowing users to perform the download?

A. Intrusion prevention is disabled.
B. Application control is exempting all the browser traffic.
C. Deep inspection is not enabled.
D. Web filter is allowing the URL.

Answer: C

Explanation:
The SSL inspection mode is set to certificate inspection, which only inspects SSL/TLS headers and does not allow full scanning of
encrypted content. Without full (deep) inspection, the antivirus profile cannot scan or block malicious files (like eicar.com-zip)
delivered over HTTPS, allowing the download to proceed.

NEW QUESTION # 51 
A customer wants to upgrade their legacy on-premises proxy to a could-based proxy for a hybrid network. Which FortiSASE
features would help the customer to achieve this outcome?

A. SD-WAN and inline-CASB
B. secure web gateway (SWG) and inline-CASB
C. SD-WAN and NGFW
D. zero trust network access (ZTNA) and next generation firewall (NGFW)

Answer: B

Explanation:
For a customer looking to upgrade their legacy on-premises proxy to a cloud-based proxy for a hybrid network, the combination of
Secure Web Gateway (SWG) and Inline Cloud Access Security Broker (CASB) features in FortiSASE will provide the necessary
capabilities.
Secure Web Gateway (SWG):
SWG provides comprehensive web security by inspecting and filtering web traffic to protect against web-based threats.
It ensures that all web traffic, whether originating from on-premises or remote locations, is inspected and secured by the cloud-based
proxy.
Inline Cloud Access Security Broker (CASB):
CASB enhances security by providing visibility and control over cloud applications and services.
Inline CASB integrates with SWG to enforce security policies for cloud application usage, preventing unauthorized access and data
leakage.
FortiOS 7.2 Administration Guide: Details on SWG and CASB features.
FortiSASE 23.2 Documentation: Explains how SWG and inline-CASB are used in cloud-based proxy solutions.

NEW QUESTION # 52 
Which two additional components does FortiSASE use for application control to act as an inline-CASB? (Choose two.)

A. Web filter with inline-CASB
B. SSL deep inspection
C. intrusion prevention system (IPS)
D. DNS filter

Answer: B,C

NEW QUESTION # 53 
An organization wants to block all video and audio application traffic but grant access to videos from CNN Which application
override action must you configure in the Application Control with Inline-CASB?

A. Pass
B. Permit



C. Allow
D. Exempt

Answer: C

Explanation:
(https://docs.fortinet.com/document/fortisase/24.4.75/sia-agent-based-deployment-guide/568255/configuring-application-control-
profile

NEW QUESTION # 54
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