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ISACA AAISM Exam Syllabus Topics:

Topic Details

¢ Al Risk Management: This section of the exam measures the skills of Al Risk Managers and covers
assessing enterprise threats, vulnerabilities, and supply chain risk associated with Al adoption, including
risk treatment plans and vendor oversight.

Topic 1

¢ Al Governance and Program Management: This section of the exam measures the abilities of Al Security

Governance Professionals and focuses on advising stakeholders in implementing Al security through
Topic 2 governance frameworks, policy creation, data lifecycle management, program development, and incident
response protocols.

¢ Al Technologies and Controls: This section of the exam measures the expertise of Al Security Architects

and assesses knowledge in designing secure Al architecture and controls. It addresses privacy, ethical, and
Topic 3 trust concerns, data management controls, monitoring mechanisis, and security control implementation
tailored to Al systemrs.
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You may strand on somme issues at sometimes, all confusions will be answered by the bountiful contents of our AAISM exam
materials. Wrong choices may engender wrong feed-backs, we are sure you will come a long way by our AAISM practice
questions. In fact, a lot of our loyal custormers have became our friends and only relay on our AAISM study braindumps. As they
always said that our AAISM learning quiz is guaranteed to help them pass the exam

ISACA Advanced in Al Security Management (AAISM) Exam Sample
Questions (Q159-Q164):

NEW QUESTION # 159
Which of the following technologies can be used to manage deepfake risk?

A. Systematic data tagging

B. Adaptive authentication

C. Blockchain

D. Multi- factor authentication (MFA)

Answer: C

Explanation:

The AAISM study material highlights blockchain as a control mechanism for managing deepfake risk because it provides immutable
verification of digital media provenance. By anchoring original data signatures on a blockchain, organizations can verify authenticity
and detect tampered or synthetic content. Data tagging helps organize but does not guarantee authenticity. MFA and adaptive
authentication strengthen identity security but do not address content manipulation risks. Blockchain's immutability and traceability
make it the recognized technology for mitigating deepfake challenges.

References:

AAISM Study Guide - Al Technologies and Controls (Emerging Controls for Content Authenticity) ISACA Al Governance
Guidance - Blockchain for Data Integrity and Deepfake Mitigation

NEW QUESTION # 160
A PRIMARY objective of responsibly providing Al services is to:

A. Improve the ability of Al models to learn from new data

B. Build trust for decisions and predictions made by Al models

C. Enable Al models to operate autonomously

D. Ensure the confidentiality and integrity of data processed by Al models

Answer: B

Explanation:

AAISM emphasizes that the primary objective of responsible Al is to establish and maintain trust in Al-driven decisions and
predictions. Trust is achieved through transparency, accountability, fairness, and governance.

While confidentiality and integrity are critical technical objectives, they are not the overarching purpose of responsible Al service
provision. Autonomy and learning ability are features of Al, but without trust, adoption and compliance falter. The correct answer is
that responsible Al services must focus on building trust in Al outcomes.

References:

AAISM Exam Content Outline - Al Governance and Program Management (Responsible Al Principles) Al Security Management
Study Guide - Trust and Ethical Al Adoption

NEW QUESTION # 161
A large language model (LLM) has been manipulated to provide advice that serves an attacker's objectives.
Which of the following attack types does this situation represent?

A. Privilege escalation
B. Evasion attack

C. Data poisoning

D. Model inversion
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Answer: B

Explanation:

AAISM categorizes the manipulation of an LLM at inference time, where crafted inputs cause outputs to serve attacker objectives,
as an evasion attack. Evasion attacks exploit weaknesses in the model's decision- making boundaries by altering queries to produce
compromised or misleading outputs. Privilege escalation refers to unauthorized access rights, data poisoning targets the training
phase, and model inversion reconstructs training data. In this case, manipulation of outputs to align with an attacker's goals reflects an
evasion attack.

References:

AAISM Exam Content Outline - Al Risk Management (Adversarial Attack Types) Al Security Management Study Guide - Evasion
and Manipulation Risks

NEW QUESTION # 162
Which of the following is the GREATEST benefit of performing Al security risk assessments?

A. The risk register is updated with the latest Al risk

B. The appropriate level of funding is secured for Al security risk

C. Appropriate privacy risk controls are implemented for Al models
D. Risk prioritization decisions are made for Al security

Answer: D

Explanation:

AAISM enphasizes that the core outcome of Al risk assessments is prioritization: mapping threat likelihood and business impact to
determine which risks to treat first, at what strength, and with which controls.

Implementing privacy controls (A), finding alignment (B), and updating registers (C) are important outputs, but the greatest benefit is
making defensible, prioritized decisions that align with risk appetite and optimize control selection and resource allocation.
References: Al Security Management™ (AAISM) Body of Knowledge - Al Risk Assessment & Treatment; Risk Appetite,
Tolerance, and Prioritization; Governance of Risk Decisions and Tracking,

NEW QUESTION # 163
Which of the following is the MOST effective action an organization can take to address data security risk when using generative Al
features in an application?

A. Rely on the Al provider's independent third-party audit reports for assurance

B. Establish policies and awareness training for acceptable use of Al

C. Require opt-out provisions for data usage in service agreements

D. Establish guidelines and best practices with third parties for intellectual property ownership

Answer: C

Explanation:

AAISM directs organizations to manage third-party Al risks through contractual and technical controls that explicitly govern data
use, retention, training/fine-tuning, isolation, and deletion. The most effective data- security action when consuming generative Al
features is to require enforceable opt-out provisions that prohibit the provider from using the organization's data for training or
secondary purposes and that mandate retention limits and secure deletion. Third-party audit reports (A) provide assurance but do
not guarantee provider behavior for your specific data; awareness policies (B) are necessary but msufficient to control external
processing; [P ownership guidelines (D) address legal rights, not data-security risk.

References: Al Security Management™ (AAISM) Body of Knowledge - Third-Party/Procurement Controls; Data Use & Retention
Clauses; Training/Fine-tuning Opt-Out; Secure Deletion and Purpose Limitation.

NEW QUESTION # 164
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