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Sample Questions (Q19-Q24):

NEW QUESTION # 19

Configure project permissions

Configure your OpenShift cluster to meet the following requirements: The following projects exist:

apollo manhattan gemini bluebook titan

The user account arnstrong is an administrator for project apollo and project gemini The user account wozniak can view project
titan but not admnister or delete it

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Solution:

$ oc new-project apollo

$ oc new-project manhattan

$ oc new-project gemini

$ oc new-project bluebook

$ oc new-project titan

$ oc adm policy add-role-to-user admin armstrong -n apollo
$ oc adm policy add-role-to-user admin armstrong -n gemini
$ oc adm policy add-role-to-user view wozniak -n titan

NEW QUESTION # 20

Configure a service account

Configure a service account in the apples project to meet the following requirements:
The name of the account is ex280sa

The account allows pods to be run as any available user

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Solution:

$ oc project apples

$ oc create sa ex280sa

$ oc adm policy add-sce-to-user anyuid -z ex280sa

NEW QUESTION # 21

Scale Application Manually

Task information Details:

Scale the httpd deployment to 5 replicas .

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Solution:

* Scale the deployment:

oc scale deployment httpd --replicas=5

* Verify:

oc get deployment httpd

oc get pods -1 app=httpd

* Confirm the desired, current, and available replica counts match.
This task checks direct workload scaling using the OpenShift CLI.



NEW QUESTION # 22

Manage Identity Provider

Task information Details:

Create the following HTPasswd users: bob, qwerty, john, armstrong, natasha, harry, susan .
Create a secret from the HTPasswd file in openshift-config .

Configure cluster OAuth to use the HTPasswd identity provider.

Restart the OAuth pods so the new authentication configuration takes effect.

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Solution:

* Create the initial HTPasswd file with the first user:
htpasswd -c -B -b /tmp/htpass.txt bob indionce

* Add the remaining users:

htpasswd -b /tmp/htpass.txt qwerty catalog

htpasswd -b /tmp/htpass.txt john john123

htpasswd -b /tmp/htpass.txt arnstrong natashal23
htpasswd -b /tmp/htpass.txt natasha arthstrong
htpasswd -b /tmp/htpass.txt harry harry123

htpasswd -b /tmp/htpass.txt susan susuanl23

* Create the secret in openshift-config :

oc create secret generic ex280-secure --from-file=htpasswd=/tmp/htpass. txt -n openshift-config
* Edit OAuth and add the HTPasswd identity provider:
oc edit oauth cluster

* Use a valid structure like this:

spec:

identityProviders:

- name: ex280-idp-secure

mappingMethod: claim

type: HTPasswd

htpasswd:

fileData:

namme: ex280-secure

* Save and exit.

* Restart OAuth pods:

oc delete pod -n openshift-authentication -1 app=oauth-openshift
* Verify:

oc get pods -n openshift-authentication

oc get oauth cluster -0 yaml

This task validates OpenShift local authentication configuration through HTPasswd and cluster OAuth integration.

NEW QUESTION # 23

Manage Cluster Project and Permission

Task information Details:

Create projects apollo , test , and demo .

Grant bob the cluster-admin role.

Prevent ordinary authenticated users from self-provisioning projects.
Allow john to create projects.

Give natasha view-only access to test and apollo .

Give armrstrong admin access to apollo .

Remove the kubeadmin user secret.

Answer:

Explanation:



See the solution below in Explanation.

Explanation:

Solution:

* Create the projects:

oc new-project apollo

oc new-project test

oc new-project demo

* Grant cluster-admin to bob:

oc adm policy add-cluster-role-to-user cluster-admin bob

* Disable normal self-provisioning for authenticated users:
oc adm policy remove-cluster-role-from-group self-provisioner systemauthenticated:oauth
* Allow john to self-provision:

oc adm policy add-cluster-role-to-user self-provisioner john
* Give natasha view access in test and apollo:

oc policy add-role-to-user view natasha -n test

oc policy add-role-to-user view natasha -n apollo

* Give armstrong admin in apollo:

oc policy add-role-to-user admin armstrong -n apollo

* Remove kubeadmin secret:

oc delete secret kubeadmin -n kube-system

* Verify permissions:

oc adm policy who-can create projectrequests

oc describe rolebinding.rbac -n apollo

oc describe rolebinding.rbac -n test

This task tests core OpenShift admmistration around project lifecycle control, cluster-level RBAC, and decommissioning default
bootstrap credentials.

NEW QUESTION # 24
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