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After providing a username and password, a user must input a passcode froma phone application. Which of the following
authentication technologies is used in this example?
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A. LDAP
B. MFA
C. SAML
D. SSO
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This is an example of Multi-Factor Authentication (MFA) because it requires:

Something you know (username/password)

Something you have (a phone-generated passcode)

Breakdown of Options:

A . SSO (Single Sign-On) - Allows one login for multiple services, but does not add a second authentication factor.

B . LDAP (Lightweight Directory Access Protocol) - Used for directory authentication, not MFA.

C . MFA (Multi-Factor Authentication) - [ Correct answer. Uses mulltiple authentication factors for better security.

D). SAML (Security Assertion Markup Language) - Used for federated identity management, not muilti-factor authentication.
Reference:

CompTIA Network—+ (N10-009) Official Study Guide - Domain 3.5: Implement authentication and authorization methods.

H #507
Which of the following is the best use case for PAT?

A. Using redundant internet service providers
B. Using a dual-stack IP scheme

C. Using a single public IP

D. Using BGP for internet routing

Ef#: C

fER L2

The correct choice is B. Using a single public IP . PAT (Port Address Translation) is a form of NAT that allows many internal
private IP addresses to share one public IP address by tracking sessions with port numbers. This is one of the most common edge-
network designs for homes, small offices, and many enterprise branch environments.

The reason PAT is so useful is that it conserves public IPv4 addresses. Internal hosts keep their private addressing, and when they
access external resources, the firewall or router translates those connections so they appear to come from one public address, while
still keeping each session unique through port mapping,

The other options are unrelated to PAT's primary purpose. BGP is a routing protocol for route exchange between networks.
Redundant ISPs deal with resiliency and multhoming, not port-based address translation.

A dual-stack IP scheme means running IPv4 and IPv6 together, which is separate from the NAT/PAT function.

This question is really asking what situation most naturally calls for PAT. When an organization wants multiple internal devices to
reach the internet without assigning each device its own public IPv4 address, PAT is the standard solution. That makes using a single
public IP the best answer.
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Which of'the following is most closely associated with a dedicated link to a cloud environment and may not include encryption?

A. VPN

B. Direct Connect
C. Captive portal
D. Internet gateway
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Direct Connect refers to a dedicated network connection between an on-premises network and a cloud service provider (such as
AWS Direct Connect). This link bypasses the public internet, providing a more reliable and higher-bandwidth connection. It may not
nherently include encryption because it relies on the security measures of the dedicated physical connection itself. In contrast, other
options like VPN typically involve encryption as they traverse the public internet.

Reference:



CompTIA Network+ full course material indicates that Direct Connect type services offer dedicated, private connections which
might not include encryption due to the dedicated and secure nature of the link itself.
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Which of'the following is a type of NAC that uses a set of policies to allow or deny access to the network based on the user's
identity?

e A 802.1X

¢ B. MAC filtering

e C.SSO
e D. Standard ACL
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The correct answer is 802.1X, which is an identity-based Network Access Control (NAC) framework emphasized in the
CompTIA Network+ N10-009 objectives under network security and access control. 802.1 X uses a policy-driven authentication
process to determine whether a user or device is allowed network access based on verified credentials, such as usernames,
passwords, or digital certificates.

802.1X operates using three main components: the supplicant (the client requesting access), the authenticator (the network device
such as a switch or wireless access point), and the authentication server (typically a RADIUS server). Once the user’s identity is
authenticated, predefined policies determine the level of access granted-full access, limited access, or denial. This makes 802.1X a
cornerstone of zero trust and enterprise- grade NAC implementations.

A standard ACL controls traffic based on IP addresses and ports, not user identity. MAC filtering allows or denies access based on
device MAC addresses, which can be easily spoofed and does not verify user identity.

SSO (Single Sign-On) simplifies authentication across multiple systems but does not control network-layer access.

Network+ highlights 802.1X as a secure, scalable solution for enforcing identity-based network access policies in both wired and
wireless environments.
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Which of'the following impacts the availability of a web-based customer portal?

¢ A. Rogue devices
¢ B. MAC flooding
¢ C. ARP spoofing

e D. DoS
EfE: D
fRan

A DoS (Denial of Service) attack directly targets availability, one of the core security goals (CIA triad) emphasized in Network+
(N10-009) security objectives. A web-based customer portal depends on reachable services (web servers, load balancers, DNS,
upstream bandwidth). In a DoS, an attacker attempts to overwhelm the portal or its supporting infrastructure-consuming bandwidth,
exhausting server resources, or saturating state tables-so legitimate users cannot connect or experience severe degradation. This is
the most direct and common scenario where "availability" is impacted for a public web service.

MAC flooding aims to overflow a switch's CAM table and can lead to traffic being broadcast out ports, which is more commonly
associated with enabling sniffing or disruption within a local switched network segment-not typically the primary attack described for
a web portal's availability. ARP spoofing is a local network man-in-the-middle/redirection technique affecting integrity/confidentiality
and potentially availability for local hosts, but it is not the best match for a public portal availability impact. Rogue devices can
mntroduce risk, but the option is broad and indirect; DoS is the clearest availability-focused threat.
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