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e Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
mternally versus those needing GitHub Support, and generating support bundles and diagnostics. It also

FH 1 mnvolves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI

¢ (D strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.

¢ Describe how GitHub is deployed, distributed, and licensed: This section of the exam measures skills of

GitHub Enterprise Administrators and highlights the deployment models of GitHub Enterprise Server,
FH 2 Enterprise Cloud, and GitHub AE. It covers licensing structures, billing for seat licenses and metered
services, support options, and monitoring license usage across users and machine accounts.

¢ Enable secure software development and ensure compliance: This section of the exam measures skills of

GitHub Enterprise Administrators and deals with applying GitHub’s security and compliance capabilities. It
=X 3 covers policies, auditing, scrubbing sensitive data, secret scanning, code scanning with CodeQL,
dependency management with Dependabot, and implementing security response plans. It also explores
authentication tokens, app security policies, and enterprise managed users.

e Manage access and permissions based on membership: This section of the exam measures skills of

DevOps Engineers and reviews how to manage organizations, teams, and repository permissions. It
=X 4 includes default permission settings, team synchronization through AD, scripting across mutltiple
organizations, and aligning enterprise policies with trust requirements. It also contrasts roles such as
organization members, owners, collaborators, and billing managers.
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HE #37
An organization wants to share a single API key required for their Actions workflows. They need to restrict its use to only a subset
of repositories. Where should they configure the secrets to minimize maintenance?

A. Repository secrets

B. Organization secrets

C. Development environment secrets
D. Environment secrets

HE:. B

Y.
By defining the API key as an organization secret, you centralize management and can grant access only to the subset of repositories
you choose - eliminating per-repo duplication while enforcing the desired scope.

EE #38
You are planning GitHub account management for a healthcare organization with strict compliance requirements. Which THREE of
the following statements accurately describe GitHub Enterprise Managed Users (EMU) accounts? (Choose three.)

A. EMU accounts can be used for both personal and enterprise repositories.

B. EMU accounts are owned by the organization and cannot be unlinked.

C. EMU accounts are managed through an identity provider such as Azure AD.
D. EMU accounts are created and managed by individual users.

E. EMU accounts restrict users to enterprise-related activities only

F. EMU accounts allow users to create and manage their own credentials.

dY: B,CE

Y.

Enterprise Managed User accounts are provisioned and authenticated exclusively through your identity provider (for exanple,
AzreAD), so the IdP handles their creation, attribute updates, and deprovisioning,

Managed user accounts cannot create public content or interact with repositories outside your enterprise; they're confined to private
and internal repos within the enterprise.

EMU accounts are owned and controlled by the enterprise (via the IdP) and cannot be converted into or unlinked as personal
accounts outside that enterprise.

HEE #39
‘Which Git operation is not included in the Git activity audit log?

A. Fetch

B. Push

C. Clone

D. Delete branch

He: D
3.

Delete branch operations aren't tracked as Git-activity events; the Git activity audit log only records Git events such as clone, fetch
(pull), and push.

EAE #40
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Which of'the following is true about outside collaborators in a GitHub organization?

A. They are granted explicit access to specific repositories.

B. They appear in the organization's internal member list.

C. They inherit organization-wide policies, such as SSO requirements.
D. They have access to all private repositories by default.

HE: A

MY
Outside collaborators aren't organization members; instead, they're granted explicit access - at read, write, or admin level - to only
the repositories you choose.

AE #41
A GitHub Enterprise administrator is planning to implement SAML SSO across their company. Which of the following correctly
distinguishes enterprise-wide SAML SSO from organization-level SAML SSO?

A. Enterprise-wide SAML SSO immediately removes users who fail to authenticate via the IdP.

B. Enterprise-wide SAML SSO requires less initial administrative overhead than organization-level implementation.
C. Enterprise-wide SAML SSO ensures users authenticate through the same IdP across all organizations.

D. Enterprise-wide SAML SSO allows different organizations to use different authentication methods.

e C

MY
Enterprise-wide SAML SSO enforces a single IdP across all member organizations-its configuration overrides any per-organization
SAML settings, so everyone must authenticate through the same provider.

EE #42
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