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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q70-
Q75):

NEW QUESTION # 70

You are experiencing intermittent connectivity issues in a FortiGate HA cluster deployed with Azure gateway load balancer. Traffic
is being dropped when it passes through the cluster. What is the cause of the issue?

(Choose one answer)1

A. The FortiGate firewalls are using the default maximum transmission unit (M2TU) size supported by Azure.
B. The Azure gateway load balancer is blocking large packets, causing traffic failures.

C. The Azure gateway load balancer is configured with an incorrect health probe port.

D. The protected VM are running an application that fragments packets.

Answer: A

Explanation:

Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:

According to theFortiOS 7.6 Azre Admmistration Guideand thePublic Cloud Securitydocumentation regarding Azure Gateway
Load Balancer (GWLB) mtegration:

* Encapsulation Overhead:Azure Gateway Load Balancer uses VXLAN(Virtual eXtensible LAN) to encapsulate the traffic before
sending it to the FortiGate- VM HA cluster. This encapsulation adds a header that typically consists of 50 bytes for regular [Pv4
traffic (Ethernet, IP, UDP, and VXLAN headers).

* MTU Mismatch (Option A):The default maximum transmission unit (MTU) in Azure is1500 bytes. Ifa protected VM sends a
packet at the maximum default size (1500 bytes), and the GWLB then adds the

50-byte VXLAN header, the resulting encapsulated packet becomes1550 bytes.

* Packet Drops:Ifthe FortiGate-VM's network interfaces are left at the default MTU of1 500 bytes, they will not be able to process
the 1550-byte encapsulated frames without fragmentation. Because many network paths or configurations (including Azure's fabric
for certain flows) may drop packets that require fragmentation or have theDon't Fragment (DF) flagset, this results in the observed
intermittent connectivity issues and dropped traffic.

* Required Resolution:To resolve this issue, administrators mustincrease the MTUon the FortiGate- VM interfaces (specifically the
one receiving GWLB traffic) to at least1570 bytesto accommodate both [Pv4 and IPv6 VXLAN overhead.

Why other options are incorrect:

* Option B:While an incorrect health probe port would cause the GWLB to mark the FortiGate as down, it would typically lead to a
complete loss of traffic flow through that instance rather than intermittent packet drops within an active flow.

* Option C:The GWLB itselfis the component adding the overhead; it is theFortiGate'sinability to receive the larger resulting frame
(due to its own default MTU setting) that causes the failure.

* Option D:Packet fragmentation by the application is a secondary effect. The primary "intermittent" issue described in GWLB
deployments is almost always related to thetunneling overheadexceeding the receiving interface's MTU.

NEW QUESTION # 71

As part of your organization's monitoring plan, you have been tasked with obtaining and analyzing detailed information about the
traffic sourced at one of your FortiGate EC2 instances.

What can you do to achieve this goal?

A. Use AWS CloudTrail to capture and then examine traffic from the EC2 instance.

B. Configure a network access analyzer scope with the EC2 instance as a match finding,

C. Create a virtual public cloud (VPC) flow log at the network interface level for the EC2 instance.
D. Add the EC2 instance as a target in CloudWatch to collect its traffic logs.

Answer: C

NEW QUESTION # 72
Refer to the exhibit. You are managing an active-passive FortiGate HA cluster in AWS that was deployed using CloudFormation.
You have created a change set to examine the effects of some proposed changes to the current infrastructure. The exhibit shows
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some sections of the change set.
‘What will happen if you apply these changes?
Change set configuration

"Changes": [
{

"Type": "Resource",

s RT R FChene: |

"ResourceType": "AWS::EC2::Instance"”,
"LogicalResourceId": “FGT A HA",
"PhysicalResourceld".: "#0cb1020adr1lb308b",
"Action{epo'AAMLY "}

"RepYacement": “True",

"ResourceChange": {
"ResourceType": "AWS::EC2::Instance",

"LogicalResourcelId": “FGT B HA",
"PhysicalResourcelId": "i0559e20adrlb3ba3"”,
"Action": "Modify",

"Replacement": ”“False",

A. The updated FortiGate VMs will not have the latest configuration changes.
B. Both FortiGate VMs will get a new PhysicalResourceld.

C. CloudFormation checks if you will surpass your account quota.

D. This deployment can be done without any traffic interruption.

Answer: B

NEW QUESTION # 73

Refer to the exhibit.

A senior administrator in a multinational organization needs to include a comment in the template shown in the exhibit to ensure that
administrators from other regions change the Amazon Machine Image (AMI) ID to one that is valid in their location.

How can the administrator add the required comment in that section of the file?

A. The administrator must convert the template file to YAML format to add a comment.

B. The administrator can add the comment starting with the # character next to the "Resources" section.
C. The administrator can include the comment with the aws cloudformation update-stack command.

D. The administrator must update the AWSTemplateFormatVersion to the latest version.

Answer: A

Explanation:

According to theFortiOS 7.6 AWS Administration Guideand theFortinet 7.4 Public Cloud Securitystudy materials regarding
infrastructure as code (IaC) for cloud deployments:

* JSON Format Limitations (Option B):The exhibit shows an AWS CloudFormation template nJSON (JavaScript Object
Notation) format. JSON, by its official specification,does not support comments.

There is no native syntax (like // or /* */) to include remarks that are ignored by the CloudFormation parser.

* YAML Support:To add descriptive comments-such as instructing other regional administrators to update the AMI ID-the
administrator must convert the template intoYAMLformat. YAML is a superset of JSON and specifically supports comments using
the#character.



* Best Practice for Multinational Deployments:For organizations operating across multiple AWS regions, using YAML is the
recommended standard because it allows for inline documentation, making templates more maintainable and easier for different
teans to understand regional requirements.

Why other options are incorrect:

* Option A:Coments are part of the template file itself, not a parameter or flag within the aws cloudformation update-stack CLI
command.

* Option C:While # is the correct character for comments in YAML, it isinvalid syntax in JSONand would cause the
CloudFormation stack creation to fail with a parsing error.

* Option D:The AWSTemplateFormatVersion "2010-09-09" is currently the only valid version for CloudFormation templates;
updating it does not add JSON comment support.

NEW QUESTION # 74
A network security admmnistrator is searching for a solution to secure traffic going in and out of the container infrastructure.
In which two ways can Fortinet container security help secure container infrastructures? (Choose two.)

A. FortiGate NGFW can inspect north-south container traffic with label-aware policies.

B. FortiGate NGFW and FortiWeb can be used to secure container traffic.

C. FortiGate NGFW can be placed between each application container for north-south traffic inspection.
D. FortiGate NGFW can connect to the worker nodes and protect the containers.

Answer: A.B

Explanation:

FortiGate NGFW can secure north-south container traffic (traffic entering or leaving the cluster) using label-aware policies to
enforce granular security.

FortiGate NGFW and FortiWeb together provide a comprehensive solution to protect containerized applications by securing both
network traffic and web application traffic.

NEW QUESTION # 75
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