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B A& (Q10-Q15):
B #10

Refer to the exhibit. Which two results occur if you run the script using the Device Database option? (Choose two.)
FortiManager script

Create New Script x
0/225
Type CLI Script -
Run script on Device Database hd
Validate on change »
Validation device platform o FortiGate-VMé&4 v
Script details Search + 3

config router prefix-list
edit public
configarule

edit 2

set prefix 91@.0.0/0
set action permit
pext

edit 2

set prefix 8.8.8.8/32
set action deny

end

[&) Format CLI script | 4 Revert All Changes

Advanced Device Filters >

F::RTINET

A. The successful execution of a script on the Device Database creates a new revision history.
B. The script history shows the successful installation of the script on the remote FortiGate.

C. The device Config Status is tagged as Modified.

D. The administrator must install these changes on a managed device using the Install Wizard.

EfE: C. D
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fiE 2

Running a script on the Device Database marks the configuration as modified but does not immediately apply changes to the device.
The admmistrator must use the Install Wizard to push and install these changes from the Device Database onto the managed device.

2R #11
Refer to the exhibit.

FortiManager address object

Edit Address - LAN

Category

Name LAN

Color & m

Tyoe @ Subnct |

IP/Netmask @ 172.16.5.0/255.255.255.0
Interface Dany

Static Route Configuration o

=ATINET

Comments
0/255

Add To Groups Cliek to select

Advanced Options >

Per-Device Mapping v
[ + Create New 1 [# Edit | | 5 | t Search... @ *
(0 Mapped Device ¢ Details < H
[0 BR1-FGT-1 [root] IP/Netmask: 10.10.10.5/255.255.255.255
O HQ-NGFW-1 [root] IP/Netmask: 172.16.5.20/255.255.255.255
0 @ Remote-Firewall [root] IP/Netmask: 21.21.2.5/255.255.255.255

Q Resolve from name

-

An administrator has created a firewall address object that is used in multiple policy packages for multiple FortiGate devices in an

ADOM.

After the mnstallation operation is performed, which IP/netmask will be installed on Remote-Firewall



[VDOMT1] for the LAN firewall address object?

A. 172.16.5.0/255.255.255.0

B. 10.10.10.5/255.255.255.255
C. 172.16.5.20/255.255.255.255
D. 21.21.2.5/255.255.255.255

Ef#: A

fiE ..

The exhibit shows the default value of the LAN address object as 172.16.5.0/255.255.255.0 . It also shows Per-Device Mapping
entries only for BR1-FGT-1 [root] , HQ-NGFW-1 [root] , and Remote-Firewall

[root] . There is no mapping shown for Remote-Firewall [VDOMI ] .

The FortiManager 7.6 Admmistrator Study Guide gives the exact rule: "The devices in the ADOM that do not have a dynamic
mapping for LAN have a default value." It also states that dynamic mappings are configured per device in the Per-Device Mapping
section.

Since Remote-Firewall [VDOM1] does not have its own mapping entry, it will use the object's default value

, which is 172.16.5.0/255.255.255.0 .

H #12
While attempting to push a NetFlow configuration script through the FortiManager policy package:
an administrator encounters an error stating that an object is unrecognized in line 4.

Starting leg (Run cn database) .

config wvdem I I II II |EI

edit AGEUSR
[line 4] > config sys interface [parameter(s) invalid, détails object unrecognized)
Failed to commit to DB, reason([line 4] > ceonfig sys interface [parameter(s) invalid. detail: cbject unrecognized]

Running script(NetFlow Configuration] &n| DBy failed

What must the administrator do to successfully apply the NetFlow configuration script and avoid the object unrecognized error?

A. Make sure the user running the script has full access to the VDOM--AGEUSR.
B. Use metadata variables if they use VDOMs in the script.

C. Run the script on the device database.

D. Create a normalized interface on the policy layer before running the script.

EfE: C
L

Ifyou try to run the script in the policy package DB, you'll get an error using metadata or a normalized interface.
However, if you run it at the Device DB level, the script is successful and makes the changes.

B #13
Refer to the exhibits.

Firewall policies

I Policy Package = 8, Install Wizard

B8 HQ-NGFW-1 o * Name From To Source Destination Schedule
Internal
Installation Targets 01 Internet B port4 B port2 : i =al e always
OO default
port2 port =al x
B Policy Blocks (0) O 2 FMG Administration v g 6 = all & VIP-FMG (@ always
m Internal FMG access B port4 B porté S all =l [8 always

E ﬁlﬂH“"“ — = — - :
l ®




Installation target

e Policy Package = &, Install Wizard ~ & ADOM Revisions () Tools ~

Q 5 Edin

B HQ-NGFW-1 O  Installation Target ¢ Config Status * Policy Package Status *
Firewall Policy

(] £ HQ-NGFW-1 v Synchronized A HQ-NGFW-1
Installation Targets

BR1-FGT-1 FortiTokens

(= BR1-FGT1 -

& Dashboard > Createnew | £ Refresh @ Q Searc
«f+ Network »
Type 2 Serial Number & Status ® User 5
B Policy & Objects
D Mobile Token FTKMOBAASACSCS6D Avallable
& Security Profiles
0 [ Mobile Token FTRMOB4AE 1BBB40Y Avallabie

L0 VPN >

£, User & Authentication

User Definition ri113Y HIIHH
[ | ||
L1 ]

An administrator needs to push a FortiToken Mobile to assign it to HR user in the HQ-NGFW-1.

However, when installing the policy package, they receive the following error message:
Copy device global objects

vdom copy failed:
error -999 -

Copy objects for wvdom root

“firewall policy™, "1, i1d=5532, COMMITEATL - invalid value - prop|user fortitoken]:
Mobile FortiToken FTKMOB4A9ACSCS6D 'used by user local HR user could not be found at
device

“user local", "FTKMOB4AOACSESED", id=5586, COMMIT FAIL - invalid value - prop[user

fortitoken): Mobile FortiToken B4AJACSCS local HR_user could not
be found at device - - ‘I T

Why is the admnistrator not able to install the FortiToken on the HQ-NGFW-1 firewall?

A. The administrator must use a user local meta field to assign FortiToken.

B. The administrator must use a valid FortiToken that exists on HQ-NGFW-1.

C. The administrator must use a metadata variable to assign the same FortiToken to multiple users in FortiManager.
D. The administrator must use per-device mapping to assign the FortiToken to HQ-NGFW-1.

Ef#: B

R«

The error occurs because the FortiToken used (FTKMOB4A9ACS5C56D) must already exist and be registered on the FortiGate
device HQ-NGFW-1. FortiManager cannot push or create new FortiTokens on the device; the token must be valid and present on
the FortiGate before it can be assigned to a user.

B #14

An administrator upgrades FortiManager with workspace mode per ADOM enabled to the latest version but notices that the
ADOM versions did not change.

Why were the ADOMSs not upgraded?

A. A user had all ADOMs locked before the upgrade, which stopped them from being upgraded.

B. The administrator did not run the database integrity check before performing the upgrade.

C. FortiManager does not automatically upgrade ADOMs after a firmware upgrade.

D. A FortiManager process task is stuck and blocking the ADOM upgrade, so the administrator must fix it.

EfE: C

fE L

The correct answer is B . The FortiManager 7.6 Administrator Study Guide gives the exact extract: "Also note when you upgrade
the FortiManager firmware version the existing ADOMs are not automatically upgraded." This directly explains why the
administrator saw the FortiManager upgrade complete while the ADOM versions remained unchanged.



The same section also explains that ADOM upgrades are a separate action: "You can upgrade an ADOM in System Settings >
ADOMEs" and "Can upgrade to one version higher at a time." In addition, the guide recommends: "upgrade all devices first, and then
upgrade the ADOM." So the issue is not workspace mode, locked ADOM, or a stuck task. The ADOM s simply require their own
manual upgrade step after the FortiManager firmware upgrade.

B #15
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