DCPLAH AGEA B DCPLAR E &K

1

P TR AEERARLNTMN AUENEATINN
- 3 v PTE S TS T T Iy TR i eaa

S

ek

E vy

o

s

Q}E’ S A g L b

BONUS! ! ! TopexamDCPLAX > 7' O —# # R TX v > v — F: https//drive.google.com/open?
id=1j700p3WLKFrUGOk96RK4cQwD__K896Ur

BNE2ESSy N7 —AI BELERBYY —2B8H3FT T, BV EAENZ tOREECEET
HY, 2—F— - TRLVERKE LD EARARTT. DCPLAT X FERE 70 DHREF—LTHY . &7
AMEAFOLA 7Y P EREOABRIBREBEL 7o NERT 220, MHrVHAREEEEFzy 27017 4
2= &0, BHEODCPLAREE L ¥ P RZ2—HF—DR—V IR RENETEHL. H 50 3FEEDODCPLA
ZEBMOBEEAEFCER Y L ZHEL £ 7.

MERBE . MO T ANy — T —RFHEOEBIB I 2EANORBERF VAT 2 & D cRE S
TWET. CORBRTUE. 724N —EERHE, 7— 2B 7L —L v —2 ., 754 Ny —FHEWE., 7—
RBEEHE, 5 ANV—BBEOFEREED I EYy OO THBAL T RBE A > 514 CERE N,
BERIROEM BRI TV ET,

DSCIRRET 54 Ny —Y—F 7 A7 )% — (DCPLA) REREIE. 754 N —BHIC BT 3 RmEEDMH &
AXNVETAMNTBLDUERSINTWET. CNE. HBOT7 S Ny —T7' 07 5428 L UEHET 3
PO DELABE AT VEBREARCEH#H T2/ 0— Vi@ on7n/ 55T, COREE. 754
Ny —DHEMROEMA2MEL T 2881 s EFECELIMENTE Y. DCPLAREDOEMF I HR D EH
THCEF R LT E T,

>>DCPLAH A B B 5 ] <<

DSCI DCPLAZ E B ¥ & DCPLAH &35 i v xf 5%

DSCIORERBMEBRIEE T ETARAD2L O oT0Ed. [TRERBEZFEYDY 7. CORE & ZE
Ll etsdh &9h. 128 ZIEDCPLARERB L ETT. Ch o3 &M AN LRBTT. £552ZHBL L
WTTHe CITHEWLWDIEDCPLARE T, CORBE% 2 2% 5. Topexam® DCPLARIEL I & % 72
BRECRBCAERT 2020 7.

DSCI Certified Privacy Lead Assessor DCPLA certification 58 X DCPLA &
B[R (Q77-Q82):

B #77
Categorise the following statement:
"For an identified data leakage scenario, security team is struggling to configure rules."

e A. Capability
e B. Visbility


https://drive.google.com/open?id=1j7O0p3WLkFrUG0k96RK4cQwD__K896Ur
https://www.jptestking.com/DCPLA-exam.html
https://www.topexam.jp/DCPLA_shiken.html
https://www.xhs1991.com/DCPLA.html

e (. Demonstration
e D. Enforcement
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The statement reflects an organization's difficulty in operationalizing privacy safeguards in response to a known threat scenario.
According to the DSCI Assessment Framework for Privacy (DAF-P©), "Capability" refers to an organization's ability to implement
and maintain technical, procedural, and administrative controls effectively.

A struggling security team in configuring rules for a known leakage scenario indicates a gap in technical expertise or resources, which
directly correlates with a lack of "Capability." This category assesses how prepared an organization is in deploying privacy controls,
managing incidents, and aligning security technologies with privacy requirements.

Thus, the challenge in configuring protective rules is best categorized under "Capability" as it denotes a functional nadequacy in
handling privacy-related incidents.

B #78
Section 43 A of the Information Technology (Amendment) Act, 2008 holds accountable for having reasonable
security practices and procedures in place to protection sensitive personal data.

A. Government

B. None of the above

C. Body corporates

D. Government and body corporates alike

Ef#: C
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Section 43A of the IT (Amendment) Act, 2008 states:

"When a body corporate, possessing, dealing or handling any sensitive personal data or information in a computer resource which it
owns, controls or operates, is negligent in implementing and maintaining reasonable security practices, and thereby causes wrongful
loss or wrongful gain, such body corporate shall be liable to pay damages." This clearly places the onus of compliance and data
security on body corporates.

B #79
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The company has a well-defined and tested Information security monitoring and incident management process in place. The process
has been in place since last 10 years and has matured significantly over a period of time.

There is a Security Operations Centre (SOC) to detect security incidents based on well-defined business rules.

The security incident management is based on ISO 27001 and defines incident types, alert levels, roles and responsibilities,
escalation matrix, among others. The consultants advised company to realign the existing monitoring and incident management to
cater to privacy requirements. The company consultants sought help of external privacy expert in this regard.

(Note: Candidates are requested to make and state assumptions wherever appropriate to reach a definitive conclusion) Introduction
and Background XYZ is a major India based IT and Business Process Management (BPM) service provider listed at BSE and
NSE. It has more than 1.5 lakh employees operating in 100 offices across 30 countries. It serves more than 500 clients across
mndustry verticals - BFSI, Retail, Government, Healthcare, Telecom among others in Americas, Europe, Asia-Pacific, Middle East
and Afiica. The company provides IT services including application development and maintenance, 1T Infrastructure management,
consulting, among others. It also offers IT products mainly for its BFSI customers.

The company is witnessing phenomenal growth in the BPM services over last few years including Finance & Accounting including
credit card processing, Payroll processing, Customer support, Legal Process Outsourcing, among others and has rolled out platform
based services. Most of the company's revenue comes from the US from the BFSI sector. In order to diversify its portfolio, the
company is looking to expand its operations in Europe. India, too has attracted company's attention given the phenomenal increase
in domestic IT spend esp. by the government through various large scale IT projects. The company is also very aggressive in the
cloud and mobility space, with a strong focus on delivery of cloud services. When it comes to expanding operations in Europe,
company is facing difficulties in realizing the full potential of the market because of privacy related concerns of the clients arising from
the stringent regulatory requirements based on EU General Data Protection Regulation (EU GDPR).

To get better access to this market, the company decided to invest in privacy, so that it is able to provide increased assurance to
potential clients in the EU and this will also benefit its US operations because privacy concerns are also on rise in the US. It will also
help company leverage outsourcing opportunities in the Healthcare sector in the US which would involve protection of sensitive



medical records of the US citizens.

The company believes that privacy will also be a key differentiator in the cloud business going forward. In short, privacy was taken
up as a strategic initiative in the company in early 2011.

Since XYZ had an internal consulting arm, it assigned the responsibility of designing and implementing an enterprise wide privacy
programto the consulting arm. The consulting arm had very good expertise in information security consulting but had limited
expertise in the privacy domain. The project was to be driven by CIO's office, in close consultation with the Corporate Information
Security and Legal functions.

If you were the privacy expert advising the company, what steps would you suggest to realign the existing security monitoring and
incident management to address privacy requirements especially those specific to client relationships? (250 to 500 words)

IEf#:
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As an external privacy expert, the first step I would suggest for XYZ company is to conduct a detailed assessment of their existing
security monitoring and incident management processes. This should include an analysis of how data is collected, stored, and
accessed; what kind of policies are currently in place; and any other relevant security measures. It should also identify areas where
additional process or technical changes may be required to meet privacy requirements.

Once the mitial assessment has been completed, I would recommend that XYZ take steps to ensure that its processes align with
applicable laws and regulations regarding data protection, such as EU GDPR. For example, they should update their policies around
data collection and storage so that they comply with GDPR's requirements on consent and purpose limitation. Additionally, XYZ
should ensure that their systens are secure and only authorized personnel can access the data.

Also I would suggest that XYZ develop a comprehensive incident response plan, indicating how they will address any data breaches
or other privacy incidents. The plan should include steps for notification to affected individuals or organizations, containment of the
incident, investigations into its cause and scope, and remediation efforts to prevent similar incidents in the future.

Lastly I would recommend that XYZ review their client contracts to ensure that they clearly describe the company's commitments
regarding data protection and security measures. This could include GDPR-compliant language on consent forns as well as clauses
committing to regularly audit and update processes as necessary. These contractual terms will help protect both XYZ and their
clients in the event of a privacy breach.

In conclusion, implementing these steps will help XYZ establish an effective privacy program that meets all applicable legal
requirerments, protects their clients' data, and provides them with a competitive edge in the market. Additionally, it will ensure that
they remain compliant and have appropriate measures in place to address any potential issues. By taking these proactive measures
now, XYZ can ensure that they continue to successfully operate in both the EU and US markets while protecting the privacy of its
customers.

I #80
In the landmark case the Honourable Supreme Court of India reaffirmed the status of Right to Privacy as a
Fundamental Right under Part III of the constitution.

A. Maneka Gandhi vs. Union of India

B. Justice K. S. Puttaswamy (Retd.) and Anr. vs. Union of India And Ors

C. M. P. Sharma and others vs. Satish Chandra, District Magistrate, Delhi, and others
D. Olga Tellis vs. Bombay Municipal Corporation

IEf#: B

TR

The landmark judgment in "Justice K. S. Puttaswamy (Retd.) and Anr. vs. Union of India And Ors" delivered on August 24, 2017,
reaffirmed that:

"The Right to Privacy is protected as an intrinsic part of the Right to Life and Personal Liberty under Article

21 and as a part of the freedons guaranteed by Part I1I of the Constitution." This case is foundational to the development of privacy
jurisprudence in India and has guided theformulation of the Indian Data Protection law.

HM #81
In which of the following cases would an organization be more prone to risk acceptance vs. risk mitigation?

A. The organization uses exclusively a quantitative process to measure risk
B. The organization's risk tolerance is low

C. The organization uses exclusively a qualitative process lo measure risk
D. The organization's risk tolerance is high
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