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o Network Security: This section of the exam measures the skills of Security Engineers and covers core
practices for protecting network infrastructure. It includes applying firewall rules, implementing access

=x 1 control measures, and designing secure segmentation strategies. The content emphasizes threat mitigation

techniques, secure configuration of networking devices, and adherence to compliance frameworks,

preparing professionals to safeguard both internal and external network assets effectively.

e Network Architecture Design: This section of the exam measures the skills of Network Architects and
covers the ability to design scalable, secure, and efficient network architectures. It focuses on
understanding design principles, selecting appropriate network components, and aligning architecture

FH 2 decisions with organizational needs. Candidates are expected to demonstrate a solid grasp of topology

planning, high-availability configurations, and integration of cloud and on-premise systens to ensure

reliability and performance.
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¢ Network Operations, Monitoring, and Performance: This section of the exam measures skills of Network
Operations Specialists and covers day-to-day operational management of network environments. It

=x 3 mnvolves configuring monitoring tools, analyzing performance data, and responding to alerts. Candidates are

evaluated on their ability to maintain network health, optimize throughput, and ensure consistent uptime by

applying best practices for proactive performance tuning and operations management.

¢ Network Troubleshooting: This section of the exam measures the skills of Network Support Engineers and

covers diagnosing and resolving connectivity and performance issues across various network layers. It
=X 4 focuses on identifying root causes, using diagnostic tools, and applying systematic troubleshooting
methodologies. The goal is to ensure that professionals can minimize downtime, restore service quickly,
and prevent recurring problems by maintaining a resilient and stable network environment.
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EE #81

A cafe uses a tablet-based point-of-sale system. Customers are complaining that their food is taking too long to arrive. During an
investigation, the following is noticed:

* Every kitchen printer did not print the orders

* Payments are processing correctly

* The cloud-based system has record of the orders

* This issue occurred when the cafe was busy

Which of the following is the best way to mitigate this issue?

A. Upgrading the kitchen printers' wireless dongles
B. Assigning the kitchen printers static I[P addresses
C. Adding an access point exclusively for the kitchen
D. Updating the application

e C

MH.

Comprehensive and Detailed Explanation From Exact Extract:

Since payments are working and orders are being recorded in the cloud, the issue likely lies in the local wireless network between
the tablets and the kitchen printers. Ifthe issue only occurs during high usage periods, it's likely a congestion or signal quality issue.
Adding a dedicated access point for the kitchen can isolate printer traffic and improve reliability.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Wireless Performance and Interference
Management":

"Segmenting traffic or deploying dedicated APs for mission-critical devices can reduce contention and ensure reliability in congested
wireless environments." Other options:

* A. App updates won't fix wireless interference.

* C. Dongle upgrades may help but don't isolate the traffic.

* D. Static IPs help with addressing, not with wireless reliability.

EE #82

A cloud engineer is planning to build VMs in a public cloud environment for a cloud migration. A cloud security policy restricts
access to the console for new VM builds. The engineer wants to replicate the settings for each of the VMs to ensure the network
settings are preconfigured. Which of the following is the best deployment method?

A. Custom SDK
B. CLI command
C. API script

D. IaC template

He: D

Y.
Comprehensive and Detailed Explanation From Exact Extract:
Infrastructure as Code (IaC) templates (e.g., Terraform, CloudFormation, ARM templates) allow for automated and repeatable VM



deployments with preconfigured settings, includingnetworking, without requiring console access. This approach ensures consistency,
security, and compliance.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Infrastructure as Code and Cloud Autormation':
"TaC enables declarative definition of cloud resources, supporting automated deployments that comply with organizational security
and configuration policies." Other options:

* B. SDKs require more complex coding and are less standardized.

* C. API scripts are procedural and require manual management.

* D. CLI is suitable for one-time use but not for repeatable deployments at scale.

HEE #83

A security architect needs to increase the security controls around computer hardware installations. The requirenents are:
* Auditable access logs to computer roons

* Alerts for unauthorized access attempts

* Remote visibility to the inside of computer rooms

‘Which of the following controls best meet these requirements? (Choose two.)

A. Security patrols
B. Motion sensors
C. Locks and keys
D. Video surveillance
E. Automated lighting
F. NFC access cards

He. DF

MY

Comprehensive and Detailed Explanation From Exact Extract:

Video surveillance (A) provides continuous monitoring and allows for real-time, remote visibility of secure locations, such as
computer roons. When integrated with analytics, video surveillance systems can detect movement after hours or unauthorized
access and generate immediate alerts. These systens also maintain video logs that can be audited later.

NFC access cards (B) allow controlled access to physical areas, generating time-stamped logs for each entry attempt. When
connected to an access control system, these cards can trigger alerts for unauthorized access attempts, such as the use of expired
credentials or access during restricted hours.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - Security Controls and Physical Security Section:
"Security access systems using NFC or smart cards allow traceability of personnel entry through electronic logs, while surveillance
systems provide visibility and support forensic investigations."

"Video surveillance allows real-time monitoring of physical environments and helps detect unauthorized presence or access in
sensitive locations."

A2 #84

A company is experiencing multiple switch failures. The network analyst discovers the following:
* Network recovery time is unacceptable and occurs after the shutdown of some switches.

* Some loops were detected in the network.

* No broadcast storm was detected.

Which of the following is the most cost-effective solution?

A. Implement tagging,
B. Add muitiple VLANS.

C. Inplement STP.
D. Add a new Layer 3 switch.

He: C

Y.

Comprehensive and Detailed Explanation From Exact Extract:

Spanning Tree Protocol (STP) is a Layer 2 protocol that prevents loop conditions in redundant switch topologies. It automatically
disables redundant links in a controlled way, allowing one active path at a time.

When a switch fails, STP recalculates and activates an alternate path. In this case, loops are detected, but no broadcast storms
occurred, indicating that STP is not in place or not configured properly. Implementing STP is a low-cost and effective solution to



resolve these issues.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Switching Technologies and Loop Prevention™
"STP prevents switching loops by dynamically identifying and disabling redundant paths. When a link failure occurs, STP re-
converges to restore network connectivity."

"STP is an essential protocol in redundant Layer 2 topologies to avoid broadcast and loop issues." Other options:

* A. A Layer 3 switch adds routing functionality but does not prevent Layer 2 loops.

* B. VLANs segment broadcast domains but do not inherently prevent physical loops.

* D. Tagging (e.g., VLAN tagging) helps with segmentation but not with loop prevention.

HEE #85

A company provides an API that runs on the public cloud for its customers. A fixed number of VMs host the APIs. During peak
hours, the company notices a spike in usage that results in network commumication speeds slowing down for all customers. The
management team has decided that access for all customers should be fair and accessible at all times. Which of the following is
themostcost-effective way to address this issue?

A. Enable throttling on APIs.

B. Increase the MTU on the VM.

C. Increase the number of VMs running APIs.
D. Use an allow list for customers using APIs.

HE: A

Y.
Implementing request throttling (rate limiting) lets you cap how many requests each customer can make per time unit. This ensures no
single user can saturate the API servers, providing fair access across all customers without the recurring costs of adding more VM.
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