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Questions (Q73-Q78):
NEW QUESTION # 73 
An employee sends an email message to a fellow employee. The message is sent through the company's messaging server.
Which protocol is used to send the email message?

A. SNMP
B. SMTP
C. IMAP
D. POP3

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
SMTP (Simple Mail Transfer Protocol) is the protocol used to send email messages from a client to a mail server or between mail
servers. It handles the transmission of outgoing mail. IMAP and POP3 are protocols used for retrieving email, not sending it. SNMP
is used for network management.
* IMAP and POP3 are for receiving emails.
* SNMP is unrelated to email delivery.
This is documented in RFC 5321 and supported by all standard email system operations, including forensic analyses.

NEW QUESTION # 74 
Which law requires both parties to consent to the recording of a conversation?

A. Health Insurance Portability and Accountability Act (HIPAA)
B. Electronic Communications Privacy Act (ECPA)
C. Wiretap Act
D. Stored Communications Act

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The Electronic Communications Privacy Act (ECPA) regulates interception and recording of electronic communications and
generally requires the consent of both parties involved in a conversation for legal recordings.
* This consent requirement protects privacy rights during investigations.
* Non-compliance can lead to evidence being inadmissible or legal penalties.
Reference:ECPA provisions are detailed in legal frameworks governing digital privacy and forensics.

NEW QUESTION # 75 
A company has identified that a hacker has modified files on one of the company's computers. The IT department has collected the
storage media from the hacked computer.
Which evidence should be obtained from the storage media to identify which files were modified?

A. Operating system version
B. File timestamps
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C. Private IP addresses
D. Public IP addresses

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
File timestamps, including creation time, last modified time, and last accessed time, are fundamental metadata attributes stored with
each file on a file system. When files are modified, these timestamps usually update, providing direct evidence about when changes
occurred. Examining file timestamps helps forensic investigators identify which files were altered and estimate the time of
unauthorized activity.
* IP addresses (private or public) are network-related evidence, not stored on the storage media's files directly.
* Operating system version is system information but does not help identify specific file modifications.
* Analysis of file timestamps is a standard forensic technique endorsed by NIST SP 800-86 (Guide to Integrating Forensic
Techniques into Incident Response) for determining file activity and changes on digital media.

NEW QUESTION # 76 
A computer involved in a crime is infected with malware. The computer is on and connected to the company's network. The forensic
investigator arrives at the scene.
Which action should be the investigator's first step?

A. Copy files to external media
B. Turn off the computer
C. Run malware removal tools
D. Unplug the computer's Ethernet cable

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Disconnecting the computer from the network by unplugging the Ethernet cable prevents further spread of malware and stops
external communication that could lead to data exfiltration. This containment step is vital before further evidence collection.
* Maintaining system power preserves volatile memory.
* Network disconnection is recommended by incident response guidelines.
Reference:NIST SP 800-61 recommends isolating affected systems from networks early in incident response.

NEW QUESTION # 77 
While collecting digital evidence from a running computer involved in a cybercrime, the forensic investigator makes a list of items that
need to be collected.
Which piece of digital evidence should be collected first?

A. Temporary Internet files
B. Chat room logs
C. Recently accessed files
D. Security logs

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
When collecting evidence from a running system, volatile and critical evidence such as security logs should be collected first as they
are most susceptible to being overwritten or lost. Security logs may contain valuable information on unauthorized access or malicious
activity.
* Chat room logs, recently accessed files, and temporary internet files are important but often less volatile or can be recovered from
disk later.
* NIST SP 800-86 and SANS Incident Response Guidelines prioritize the collection of volatile logs and memory contents first.
This approach helps ensure preservation of time-sensitive data critical for forensic analysis.
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