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Amazon AWS Certified Solutions Architect - Associate (SAA-C03) Sample
Questions (Q207-Q212):
NEW QUESTION # 207 
A user is planning to host a web server as well as an app server on a single EC2 instance which is a part of the public subnet of a
VPC.
How can the user setup to have two separate public IPs and separate security groups for both the application as well as the web
server?

A. Launch a VPC with ELB such that it redirects requests to separate VPC instances of the public subnet.
B. Launch VPC with two separate subnets and make the instance a part of both the subnets.
C. Launch a VPC instance with two network interfaces. Assign a separate security group to each and AWS will assign a
separate public IP to them.
D. Launch a VPC instance with two network interfaces. Assign a separate security group and elastic IP to them.

Answer: D

Explanation:
Explanation/Reference:
Explanation:
If you need to host multiple websites (with different IPs) on a single EC2 instance, the following is the suggested method from AWS.
Launch a VPC instance with two network interfaces.
Assign elastic IPs from VPC EIP pool to those interfaces (Because, when the user has attached more than one network interface
with an instance, AWS cannot assign public IPs to them.) Assign separate Security Groups if separate Security Groups are needed
This scenario also helps for operating network appliances, such as firewalls or load balancers that have multiple private IP addresses
for each network interface.
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/MultipleIP.html

NEW QUESTION # 208 
A website experiences unpredictable traffic. During peak traffic times, the database is unable to keep up with the write request.
Which AWS service will help decouple the web application from the database?

A. Amazon SQS
B. Amazon S3
C. Amazon EFS
D. AWS Lambda

Answer: A

NEW QUESTION # 209 
Typically, you want your application to check whether a request generated an error before you spend any time processing results.
The easiest way to find out if an error occurred is to look for an __________ node in the response from the Amazon RDS API.

A. Error
B. Incorrect
C. FALSE

Answer: A

NEW QUESTION # 210 
A user is accessing an EC2 instance on the SSH port for IP 10.20.30.40. Which one is a secure way to configure that the instance
can be accessed only from this IP?

A. In the security group, open port 22 for IP 10.20.30.40/24



B. In the security group, open port 22 for IP 10.20.30.40
C. In the security group, open port 22 for IP 10.20.30.40/0
D. In the security group, open port 22 for IP 10.20.30.40/32

Answer: D

Explanation:
In AWS EC2, while configuring a security group, the user needs to specify the IP address in CIDR notation. The CIDR IP range
10.20.30.40/32 says it is for a single IP 10.20.30.40. If the user specifies the
IP as 10.20.30.40 only, the security group will not accept and ask it in a CIRD format.
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html

NEW QUESTION # 211 
A company recently migrated its entire IT environment to the AWS Cloud. The company discovers that users are provisioning
oversized Amazon EC2 instances and modifying security group rules without using the appropriate change control process A
solutions architect must devise a strategy to track and audit these inventory and configuration changes.
Which actions should the solutions architect take to meet these requirements? (Select TWO )

A. Enable AWS CloudTrail and use it for auditing
B. Enable AWS Trusted Advisor and reference the security dashboard
C. Restore previous resource configurations with an AWS CloudFormation template
D. Use data lifecycie policies for the Amazon EC2 instances
E. Enable AWS Config and create rules for auditing and compliance purposes

Answer: A,E

Explanation:
A) Enable AWS CloudTrail and use it for auditing. AWS CloudTrail provides a record of API calls and can be used to audit
changes made to EC2 instances and security groups. By analyzing CloudTrail logs, the solutions architect can track who provisioned
oversized instances or modified security groups without proper approval.
D) Enable AWS Config and create rules for auditing and compliance purposes. AWS Config can record the configuration changes
made to resources like EC2 instances and security groups. The solutions architect can create AWS Config rules to monitor for non-
compliant changes, like launching certain instance types or opening security group ports without permission. AWS Config would
alert on any violations of these rules.

NEW QUESTION # 212
......
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