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R #126

A company must create annual snapshots of Amazon Elastic Block Store (Amazon EBS) volumes. The company must retain the
snapshots for 10 years. The company will uise AWS Key Management Service (AWS KMS) to encrypt the EBS volumes and
snapshots.

The encryption keys must be rotated automatically every year. Snapshots that were created in previous years must be readable after
rotation of the encryption keys.

Which type of KMS keys should the company use for encryption to meet these requirements?

A. Symmetric customer managed KMS keys with custom imported key material

B. Asymmetric AWS managed KMS keys with key material created by AWS KMS
C. Asymmetric AWS managed KMS keys with custom imported key material

D. Symmetric customer managed KMS keys with key material created by AWS KMS

IEf#: D

HA #127

A company uses an external identity provider to allow federation into different IAM accounts. A security engineer for the company
needs to identify the federated user that terminated a production Amazon EC2 instance a week ago.

What is the FASTEST way for the security engineer to identify the federated user?

e A Filter the IAM CloudTrail event history for the Terminatelnstances event and identify the assumed IAM role. Review the
AssumeRoleWithSAML event call in CloudTrail to identify the corresponding username.

e B. Search the JAM CloudTrail logs for the Terminatelnstances event and note the event time. Review the JAM Access
Advisor tab for all federated roles. The last accessed time should match the time when the instance was terminated.

e (. Review the IAM CloudTrail event history logs in an Amazon S3 bucket and look for the Terminatelnstances event to
identify the federated user from the role session name.


https://www.passtest.jp/SCS-C02-mondaishuu.html

¢ D. Use Amazon Athena to run a SQL query on the IAM CloudTrail logs stored in an Amazon S3 bucket and filter on the
Terminatelnstances event. Identify the corresponding role and run another query to filter the AssumeRoleWithWebldentity
event for the user name.

EfE: A

R -

The fastest way to identify the federated user who termmnated a production Amazon EC2 instance is to filter the [AM CloudTrail
event history for the TerminateInstances event and identify the assumed IAM role. Then, review the AssumeRoleWithSAML event
call in CloudTrail to identify the corresponding username. This method does not require any additional tools or queries, and it directly
Iinks the IAM role with the federated user.

Option A is incorrect because the role session name may not be the same as the federated user name, and it may not be unique or
descriptive enough to identify the user.

Option C is incorrect because the IAM Access Advisor tab only shows when a role was last accessed, not by whom or for what
purpose. It also does not show the specific time of access, only the date.

Option D is incorrect because using Amazon Athena to run SQL queries on the TAM CloudTrail logs is not the fastest way to
identify the federated user, as it requires creating a table schema and running multiple queries. It also assumes that the federation is
done using web identity providers, not SAML providers, as indicated by the AssumeRoleWithWebldentity event. References:

* AWS Identity and Access Management

* Logging AWS STS API Calls with AWS CloudTrail

* [Using Amazon Athena to Query S3 Data for CloudTrail Analysis]

HR #128

A company needs to improve its ability to identify and prevent JAM policies that grant public access or cross-account access to
resources. The company has implemented AWS Organizations and has started using AWS Identity and Access Management
Access Analyzer to refine overly broad access to accounts in the organization.

A security engineer must automate a response in the company's organization for any newly created policies that are overly
pernissive. The autormation must remediate external access and must notify the company's security team

Which combination of steps should the security engineer take to meet these requirements? (Select THREE.)

e A Create an AWS Batch job that forwards any resource type findings to an AWS Lambda finction. Configure the Lambda
function to add an explicit Deny statement in the trust policy for the IAM role. Configure the AWS Batch job to publish a
notification to an Amazon Simple Notification Service (Amazon SNS) topic.

¢ B. Create an Amazon Simple Queue Service (Amazon SQS) queue. Configure the queue to forward a notification to the
security team that an external principal has been granted access to the specific IAM role and has been blocked.

¢ C. In Amazon EventBridge, create an event rule that matches active [AM Access Analyzer findings and invokes AWS Step
Functions for resolution.

¢ D. Create an Amazon Simple Notification Service (Amazon SNS) topic for external or cross-account access notices.
Subscribe the security team's email addresses to the topic.

¢ E. In Amazon CloudWatch, create a metric filter that matches active IAM Access Analyzer findings and invokes AWS Batch
for resolution.

e F. Create an AWS Step Functions state machine that checks the resource type in the finding and adds an explicit Deny
statement n the trust policy for the IAM role. Configure the state machine to publish a notification to an Amazon
SimpleNotification Service (Amazon SNS) topic.

IEf#: C. D. F

BR #129

An AWS Lambda function was misused to alter data, and a security engineer must identify who invoked the fimction and what
output was produced. The engineer cannot find any logs created by the Lambda function in Amazon CloudWatch Logs.
Which of the following explains why the logs are not available?

A. The version of the Lambda fimction that was invoked was not current.

B. The Lambda function was invoked by using Amazon API Gateway, so the logs are not stored in CloudWatch Logs.
C. The execution role for the Lambda function did not grant permissions to write log data to CloudWatch Logs.

D. The execution role for the Lambda function did not grant permissions to write to the Amazon S3 bucket where
CloudWatch Logs stores the logs.

IEf: C



HA #130

A company has an organization in AWS Organizations that includes dedicated accounts for each of its business units. The company
is collecting all AWS CloudTrail logs from the accounts in a single Amazon S3 bucket in the top-level account. The company's IT
governance team has access to the top-level account. A security engineer needs to allow each business unit to access its own
CloudTrail logs.

The security engineer creates an IAM role in the top-level account for each of the other accounts. For each role the security engineer
creates an [AM policy to allow read-only permissions to objects in the S3 bucket with the prefix of the respective logs.

‘Which action must the security engineer take in each business unit account to allow an IAM user in that account to read the logs?

¢ A Forward the credentials of the IAM role in the top-level account to the IAM user in the business unit account.

¢ B. Use the root account of the business unit account to assume the role that was created in the top-level account. Specify the
role's ARN in the policy.

e C. Create an SCP that grants permissions to the top-level account.

e D. Attach a policy to the TAM user to allow the user to assume the role that was created in the top-level account. Specify the
role's ARN in the policy.

Ef#E: D

FEEHL:

To allow an IAM user in one AWS account to access resources in another AWS account using [AM roles, the following steps are
required:

Create a role in the AWS account that contains the resources (the trusting account) and specify the AWS account that contains the
IAM user (the trusted account) as a trusted entity in the role's trust policy. This allows users from the trusted account to assume the
role and access resources in the trusting account.

Attach a policy to the IAM user in the trusted account that allows the user to assume the role in the trusting account. The policy must
specify the ARN of the role that was created in the trusting account.

The IAM user can then switch roles or use temporary credentials to access the resources in the trusting account.

Verified Reference:

https/repost.aws/knowledge-center/cross-account-access-iam
httpsz/docs.aws.amazon.com/organizations/latest/userguide/orgs manage accounts_access.html
httpsz/docs.aws.amazon.com/IAM/latest/UserGuide/tutorial _cross-account-with-roles.html
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