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F5 BIG-IP Administration Data Plane Configuration Sample Questions (Q51-
Q56):

NEW QUESTION # 51

A web server administrator informs the BIG-IP Administrator that web servers currently load-balanced require encrypted traffic.
Starting next month, the web server administrator will offload SSL. Starting next month, the BIG-IP device will terminate SSL to
reduce web server load. The BIG-IP device is already using Client SSL, Client port, and iRules on HTTP traffic. What actions
should the BIG-IP Administrator take to achieve the desired configuration? (Choose one answer)

A. Remove the client SSL profile and configure the pool members to use HTTP

B. Remove the server SSL profile and configure the pool members to use HTTP

C. Remove the client SSL profile and change the Virtual Server to accept HTTP traffic
D. Remove the server SSL profile and change the Virtual Server to accept HTTP traffic

Answer: B

Explanation:

To solve this requirement, we must distinguish between the two "legs" of an SSL connection in a BIG-IP environment: Client-side
and Server-side.

Current State (SSL Bridging): The administrator states the servers currently require encrypted traffic. This means the BIG-IP is likely
performing "SSL Bridging." In this setup, a Client SSL profile terminates encryption from the user, and a Server SSL profile re-
encrypts the traffic before sending it to the back-end servers.

Target State (SSL Offloading): The requirement is to "offload SSL" to reduce web server load. This means the BIG-IP will continue
to handle the encryption for the users (keeping the Client SSL profile) but will communicate with the back-end servers using
unencrypted HTTP.

Why Option A is correct:

Remove the Server SSL profile: By removing this profile, the BIG-IP stops attempting to initiate an SSI/TLS handshake with the
pool members.

Configure Pool Members to use HTTP: The service port for the pool members must be changed (typically from port 443 to port 80)
so that the BIG-IP sends standard HTTP traffic to the servers.

Why other options are incorrect:

B & D: These suggest removing the Client SSL profile. If you remove this, the users can no longer connect via HTTPS, which
violates the requirement for encrypted commumication between the users and the BIG-1P.

C: Changing the Virtual Server to accept HTTP traffic would mean the user-to-BIG-IP connection is no longer encrypted, which is
the opposite of SSL termination/offloading,

NEW QUESTION # 52

A BIG-IP Administrator creates a new Virtual Server. The end user is unable to access the page. During troubleshooting, the
administrator learns that the connection between the BIG-IP system and server is NOT set up correctly. What should the
administrator do to solve this issue? (Choose one answer)

A. Set Address Translation to SNAT and have a self-IP configured in the saime subnet as the servers

B. Set Address Translation to Auto Map, configure a SNAT pool, and have pool members in the same subnet as the servers
C. Disable Address Translation

D. Set Address Translation to SNAT and configure a specific translation address

Answer: A

Explanation:

The issue described is a classic symptom of asymmmetric routing, which frequently occurs when the BIG-IP system and the back-end
servers reside on the same subnet (often referred to as a "one-arm'" deployment).

The Routing Problem: By default, the BIG-IP system preserves the original client source IP address when forwarding traffic to a
pool member. Ifthe server is in the same subnet as the client or if the server's default gateway is not the BIG-IP, the server will
attempt to send its response directly back to the client's IP address, bypassing the BIG-IP.

Stateful Failure: Since the BIG-IP is a Full Proxy, it maintains a state table. Because the response packet never returns through the
BIG-IP, the system cannot complete the three-way handshake or manage the application session, resulting in a connection failure for
the user.

The Solution (SNAT): Enabling Source Network Address Translation (SNAT) solves this by changing the source IP address of the



request to an [P address owned by the BIG-IP (typically a self-IP).

Requirement for Subnet Alignment: To ensure the server sends the response back to the BIG-IP, the translation address must be
reachable. By using a self-IP configured in the same subnet as the servers, the BIG-IP ensures that the server sees the request
coming froma local "neighbor." The server will then naturally send the response back to that self-IP, allowing the BIG-IP to translate
the packet back and forward it to the client.

Why other options are incorrect:

A: Disabling address translation would ensure the server-side traffic uses the client IP, making asymmetric routing inevitable in this
scenario.

B: This is technically contradictory; "Auto Map" specifically uses existing self-IPs and does not require or use a "SNAT pool"
configuration.

C: While using a specific translation address can work, it does not inherently guarantee the Layer 2/Layer 3 reachability mentioned in
the scenario as effectively as ensuring the self-IP is correctly placed in the server's subnet.

NEW QUESTION # 53
A Standard Virtual Server is configured with SNAT Automap. Backend servers must see the original client IP.
‘What should be configured?

A. Performance (HTTP) VS
B. HTTP profile with X-Forwarded-For
C. SNAT pool with client IP
D. HTTP Transparent profile

Answer: B

Explanation:
X-Forwarded-For inserts the original client IP into HTTP headers, preserving client identity while SNAT is enabled.

NEW QUESTION # 54
The BIG-IP Admmistrator is nvestigating whether better TCP performance is possible for a virtual server.
‘Which built-in profile should be tried first? (Choose one answer)

A. No option

B. f5-tcp-legacy

C. f5-tcp-mobile

D. f5-tcp-progressive

Answer: D

Explanation:

BIG-IP provides several built-in TCP profiles optimized for different traffic patterns and network conditions. When attempting to
improve general TCP performance, the recommended starting point is f5-tcp-progressive.

According to the BIG-IP Administration: Data Plane Configuration documentation:

5-tcp-progressive is designed as a balanced, general-purpose TCP optimization profile.

It dynamically adjusts TCP behavior to improve throughput and latency for most enterprise applications.

It is the recommended first-choice profile when tuning TCP performance before moving to more specialized profiles.

Why the other options are incorrect:

A . ©5-tep-legacy

This profile exists for backward compatibility and does not include modern TCP optimizations.

C . 5-tcp-mobile

This profile is optimized specifically for high-latency, lossy mobile networks and is not suitable for general-purpose environments.
D . No option

BIG-IP explicitly provides built-in TCP profiles for performance tuning; using none would forgo optimization opportunities.
Correct Resolution:

The admmistrator should first apply f5-tcp-progressive to evaluate potential TCP performance improvements before considering
more specialized profiles.

NEW QUESTION # 55



A BIG-IP Administrator creates an HTTP Virtual Server using an iApp template. After the Virtual Server is created, the user
requests to change the destination [P addresses. The BIG-IP Administrator tries to change the destination IP address from 10.1.1.1
to 10.2.1.1 in Virtual Server settings, but receives the following error: " The application service must be updated using an application
management interface. " What is causing this error?

A. The Application Service was NOT deleted before making the IP address change.
B. The Application Services have Strict Updates enabled.

C. The IP addresses used are NOT from the same subnet as the Self IP.

D. The IP addresses are already in use.

Answer: B

Explanation:

In F5 BIG-IP administration, iApps are designed to manage complex application configurations as a single unit. When an iApp is
deployed, it creates an " Application Service " object that owns all the associated LTM objects, such as Virtual Servers, Pools, and
Nodes. By default, these iApps are created with Strict Updates enabled. Strict Updates is a safety mechanism that prevents
administrators from making manual " out-of-band

" changes to the individual objects created by the iApp. The system enforces this because manual changes would be overwritten the
next time the iApp template is updated or re-entered.

‘When the administrator attempts to change the destination IP address directly on the Virtual Server object, the BIG-IP system
checks the " Strict Updates " flag, Ifit is set to " Enabled, " the system blocks the modification and generates the error message
stating the service must be updated via the application management interface.

To resolve this, the admmnistrator must navigate to the iApp > > Application Services menu, select the specific application service,
and go to the " Reconfigure " tab. Within the iApp configuration form, the destination IP can be safely changed. Alternatively, if the
admmistrator specifically wants to manage the objects manually and forgo the benefits of the iApp template management, they could
disable " Strict Updates " in the iApp propetties, though this is generally discouraged as it breaks the template ' s logic. The error is
not related to subnetting or duplicate IPs, but strictly to the configuration authority assigned to the iApp service.

NEW QUESTION # 56
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