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Lösungen (Q70-Q75):
70. Frage 
Refer to the exhibit containing the configuration snippets from the FortiGate. Customer requirements:
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* SSLVPN Portal must be accessible on standard HTTPS port (TCP/443)
* Public IP address (129.11.1.100) is assigned to portl
* Datacenter.acmecorp.com resolves to the public IP address assigned to portl The customer has a Let's Encrypt certificate that is
going to expire soon and it reports that subsequent attempts to renew that certificate are failing.
Reviewing the requirement and the exhibit, which configuration change below will resolve this issue?

A. 

B. 



C. 

D. 

Antwort: B

Begründung:
https://docs.fortinet.com/document/fortigate/7.4.1/administration-guide/822087/automatically-provision-a- certificate

71. Frage 
Refer to the exhibit.

An HTTPS access proxy is configured to demonstrate its function as a reverse proxy on behalf of the web server it is protecting. It
verifies user identity, device identity, and trust context, before granting access to the protected source. It is assumed that the
FortiGate EMS fabric connector has already been successfully connected.
You need to ensure that ZTNA access through the FortiGate will redirect users to the FortiAuthenticator to perform
username/password and multifactor authentication to validate access prior to accessing resources behind the FortiGate.
In this scenario, which two further steps need to be taken on the FortiGate? (Choose two.)

A. Create an authentication scheme with the "method" as SAML.
B. Create a firewall rule that allows access from the remote endpoint to the resources behind the FortiGate.
C. Create an authentication rule that sets the sso-auth-method to the FortiAuthenticator.
D. Create a SAML user/server object referring to the FortiAuthenticator.

Antwort: A,D

72. Frage 
What is the benefit of using FortiGate NAC LAN Segments?

A. It provides physical isolation without changing the IP address of hosts.
B. It provides support for multiple DHCP servers within the same VLAN.
C. It provides support for IGMP snooping between hosts within the same VLAN
D. It allows for assignment of dynamic address objects matching NAC policy.

Antwort: D

Begründung:



FortiGate NAC LAN Segments are a feature that allows users to assign different VLANs to different LAN segments without
changing the IP address of hosts or bouncing the switch port. This provides physical isolation while maintaining firewall sessions and
avoiding DHCP issues. One benefit of using FortiGate NAC LAN Segments is that it allows for assignment of dynamic address
objects matching NAC policy. This means that users can create firewall policies based on dynamic address objects that match the
NAC policy criteria, such as device type, OS type, MAC address, etc. This simplifies firewall policy management and enhances
security by applying different security profiles to different types of devices. References:
https://docs.fortinet.com/document/fortigate/7.0.0/new-features/856212/nac-lan-segments-7-0-1

73. Frage 
You are running a diagnose command continuously as traffic flows through a platform with NP6 and you obtain the following output:

Given the information shown in the output, which two statements are true? (Choose two.)

A. There are packet drops at the XAUI.
B. Host-shortcut mode is enabled.
C. Enable HPE shaper for the NP6 will change the output
D. Enabling bandwidth control between the ISF and the NP will change the output
E. The output is showing a packet descriptor queue accumulated counter

Antwort: A,E

Begründung:
The diagnose command shown in the output is used to display information about NP6 packet descriptor queues. The output shows
that there are 16 NP6 units in total, and each unit has four XAUI ports (XA0-XA3).
The output also shows that there are some non-zero values in the columns PDQ ACCU (packet descriptor queue accumulated
counter) and PDQ DROP (packet descriptor queue drop counter). These values indicate that there are some packet descriptor
queues that have reached their maximum capacity and have dropped some packets at the XAUI ports. This could be caused by
congestion or misconfiguration of the XAUI ports or the ISF (Internal Switch Fabric).
References:https://docs.fortinet.com/document/fortigate/7.0.0/cli-reference
/19662/diagnose-np6-pdq
The output is showing a packet descriptor queue accumulated counter, which is a measure of the number of packets that have been
dropped by the NP6 due to congestion. The counter will increase if there are more packets than the NP6 can handle, which can
happen if the bandwidth between the ISF and the NP is not sufficient or if the HPE shaper is enabled.
The output also shows that there are packet drops at the XAUI, which is the interface between the NP6 and the FortiGate's
backplane. This means that the NP6 is not able to keep up with the traffic and is dropping packets.
The other statements are not true. Host-shortcut mode is not enabled, and enabling bandwidth control between the ISF and the NP
will not change the output. HPE shaper is a feature that can be enabled to improve performance, but it will not change the output of
the diagnose command.

74. Frage 
A remote IT Team is in the process of deploying a FortiGate in their lab. The closed environment has been configured to support



zero-touch provisioning from the FortiManager, on the same network, via DHCP options. After waiting 15 minutes, they are
reporting that the FortiGate received an IP address, but the zero-touch process failed.
The exhibit below shows what the IT Team provided while troubleshooting this issue:

Which statement explains why the FortiGate did not install its configuration from the FortiManager?

A. The FortiGate was not configured with the correct pre-shared key to connect to the FortiManager
B. The configuration was modified on the FortiGate prior to connecting to the FortiManager
C. The DHCP server was not configured with the FQDN of the FortiManager
D. The DHCP server used the incorrect option type for the FortiManager IP address.

Antwort: D

Begründung:
C is correct because the DHCP server used the incorrect option type for the FortiManager IP address. The option type should be
43 instead of 15, as shown in the FortiManager Administration Guide under Zero-Touch Provisioning > Configuring DHCP options
for ZTP. Reference: https://docs.fortinet.com/document/fortimanager/7.4.0/administration-guide/568591/high-availability
https://docs.fortinet.com/document/fortimanager/7.4.0/administration-guide/568591/high-availability/568592/configuring-ha-options

75. Frage
......
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