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Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q53-
Q58):

NEW QUESTION # 53

An admmistrator created a new ADOM named Training for FortiGate devices only, and added the root FortiGate device ofa
Security Fabric group to the Training ADOM.

Given the administrator’s actions, which statement correctly describes the expected result for the downstream devices in the Security
Fabric?

A. The downstream devices show as unauthorized in the Training ADOM.
B. The downstream devices will appear in the root ADOM.

C. The downstream devices are automatically authorized.

D. The downstream devices must be added using the Add Device wizard.

Answer: A

Explanation:
All downstream fortigate in the sec fabric group will be added in unauthorized devices group in the same ADOM as the root.

NEW QUESTION # 54
An admmnistrator has enabled Service Access on FortiManager. What is the purpose of Service Access on the FortiManager
interface?

A. Tt allows FortiManager to determine the connection status of managed devices.

B. It allows administrative access to FortiManager.

C. It allows third-party applications to gain read/write access to FortiManager.

D. It allows FortiManager to respond to requests for FortiGuard services fiom FortiGate devices.

Answer: D

Explanation:
Select the Fortinet services that are allowed access on this interface. These include FortiGate Updates and Web Filtering, Service
access is not enabled on any port by default.

NEW QUESTION # 55
Refer to the exhibit.
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FortiManager CLI output il HTI n ET

| FortiManager # execute top
top - 13:08:23 up 1 day, 1:01, 0 users, load average: 2.40, 3.19, 3.34

| Tasks: 188 total, 2 running, 186 sleeping, 0 stopped, 0 zombie

%Cpu(s): 15.4 us, 1.7 sy, 0.0 ni, 76.9 id, 0.0 wa, 0.0 hi, 0.0 =i, 0.0 st

|

MiB Mem : 7955.5 total, 2235.6 free, 2895.6 used, 2824, lyw'Buff/cache
|MiB Swap: 2048.0 total, 2048.0 free, 0.0 Wusedy 4011.0 avail Mem
PID USER PR NI VIRT RES SCPU %MEM TIME+ S COMMAND
1163 root 20 0 I7.%6m 2.1m 7.l 0.1 0:00.05 R top
1 root 20 @h%02.2m 14.5m 0.0 0.7 0:11.67 S /bin/initXXXXXXXXXX
2 root 20 0 0.0Om 0.0m 0.0 0.0 0:00.00 S8 [kthreadd]
1462 root 20 0 303.2m 248.0m 0.0 s S | 0:14.72 S fwmsvrd
1463 root 20 0 288.2m 232.3m 0.0 2.9 0:16.47 s fgdlinkd
1465 root 20 0 383.7m 328.0m 0.0 4.1 0:15.26 S fgdsvr
1467 root 20 0 84.0m 23.6ém 0.0 0.3 0:00.06 S /bin/fgdhttpd
1468 root 20 0 63.9m 13.1m 0.0 0.2 0:13.00 s fgdupd
1469 root 20 0 63.5m 12.6ém 0.0 0.2 0:00.07 S fmtr svrd
| 1470 root 20 0 6.3m 3.5m 0.0 0.0 0:00.09 S /bin/webconsoled
| 1471 root 20 0 996.4m 850.6ém 0.0 10.7 0:00.01 S srchd
1475 root 20 0 996.4m 120.6m 0.0 - 0:00.00 8 fclinkd

What percent of ttbﬂa'lvaiﬂzible RAM]S being used by the proces§ in charge bf doWnloédmg the w-ei)‘and email ﬁltef dat;bases from
the public FortiGuard servers?

Al5
B.3.1
C.4.1
D.29

Answer: D

Explanation:

In the exhibit, the FortiManager CLI output displays the results of thetopcommand, which shows system processes, CPU usage, and
memory (RAM) usage. We are specifically looking for the process responsible for downloading theweb and email filter
databasesfrom the public FortiGuard servers. This process is typically handled by thefgdlinkdprocess.

Key information from the output:

* Thefgdlinkdprocess is listed with aPID of 1463.

* The%MEMcolumn shows that this process is using2.9%of the available RAM.

Evaluation of Options:

* A. 2.9: This iscorrect. Thefgdlinkdprocess, which handles the web and email filter database downloads, is using2.9%of the
available memory, as indicated in the%oMEMcolumn.

* B. 3.1: This is incorrect. The3.1%memory usage belongs to thefwmsvrdprocess, not the fgdlinkd process.

* C. 1.5: This is incorrect. Thel.5%memory usage belongs to thefclinkdprocess, not the fgdlinkd process.

* D. 4.1: This is incorrect. The4.1%memory usage belongs to thefgdsvrprocess, not the fgdlinkd process.

NEW QUESTION # 56
Which two statements about the integrity of databases on FortiManager are correct? (Choose two.)

A. Scheduled backups run database integrity commands automatically.

B. Not following the correct upgrade path may cause inconsistencies in the databases.

C. The diagnose cdb check adom+integrity command can correct issues related to looked devices.
D. The diagnose dvm check-integrity command attenpts to fix a corrupted file system.

E. You should fix all database integrity issues before performing a backup.

Answer: A,.B



NEW QUESTION # 57

Refer to the exhibit. An administrator is about to add the FortiGate device to FortiManager using the discovery process.
FortiManager is operating behind a NAT device, and the administrator configured the FortiManager NATed IP address under the
FortiManager system administration settings.

FortiGate

FortiManager

NAT Device

FortiManager-NATed IP address
config system admin sefifing
set mgmt-addr <FME=NATEW It@lﬂm&l\,-—
U L L h?LH—T
What is the expected result?

¢ A. During discovery, FortiManager sets the FortiManager NATed IP address on FortiGate.

¢ B. During discovery, FortiManager sets both the FortiManager NATed IP address and NAT device IP address on
FortiGate.

¢ C. During discovery, FortiManager uses only the FortiGate serial number to establish the connection.

¢ D. During discovery, FortiManager sets the NATed device IP address on FortiGate.

Answer: A

Explanation:

You can configure the FortiManger NATed IP address on FortiGate under the central management configuration. This allows
FortiGate to announce itself to FortiManager and try to re- establish the FGFM tunnel, if it is torn down. Configuring the
FortiManager NATed IP address on FortiGate allows both FortiManager and FortiGate to re-establish the FGFM tunnel. Also, if
you configure the FortiManager NATed IP address under the FortiManager system admmistrator settings, FortiManager sets this
address on FortiGate during the discovery process.

NEW QUESTION # 58
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