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Our clients come from all around the world and our company sends the products to them quickly. The clients only need to choose
the version of the product, fill in the correct mails and pay for our CISSP study materials. Then they will receive our mails in 5-10
mmutes. Once the clients click on the links they can use our CISSP Study Materials immediately. If the clients can’t receive the mails
they can contact our online customer service and they will help them solve the problem. Finally the clients will receive the mails
successfully. The purchase procedures are simple and the delivery of our CISSP study materials is fast.

CISSP practice exam will provide you with wholehearted service throughout your entire learning process. This means that unlike
other products, the end of your payment means the end of the entire transaction our ISC CISSP Learning Materials will provide you
with perfect services until you have successfully passed the Certified Information Systems Security Professional (CISSP) CISSP
exam
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Exam CISSP Preparation, Reliable CISSP Exam Tutorial

Our CISSP exam questions have been widely acclaimed among our customers, and the good reputation in industry prove that
choosing our study materials would be the best way for you, and help you gain the CISSP certification successfully. With about ten
years’ research and development we still keep updating our CISSP Prep Guide, in order to grasp knowledge points in accordance
with the exam, thus your study process would targeted and efficient.

ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q1763-Q1768):

NEW QUESTION # 1763
Application Level Firewalls create:

A. areal circuit between the workstation client and the server

B. a temporary circuit between the workstation host and the server
C. a virtual circuit between the workstation client and the server

D. a imaginary circuit between the workstation guest and the server

Answer: C

NEW QUESTION # 1764
Which of the following iters is NOT primarily used to ensure integrity?

¢ A. Redundant Array of Inexpensive Disks (RAID) system
¢ B. Cyclic Redundancy Check (CRC)
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e C. The Biba Security model
¢ D. Hashing Algorithms

Answer: A

Explanation:

RAID systems are mostly concerned with availability and performance.

All of the following were all concerned with integrity, only RAID was NOT mostly concerned with Integrity:

Cyclic Redundancy Check: A cyclic redundancy check (CRC) is a type of function that takes as input a data stream of unlimited
length and produces as output a value of a certain fixed size. The term CRC is often used to denote either the function or the
function's output. A CRC can be used in the same way as a checksum to detect accidental alteration of data during transmission or
storage. CRCs are popular because they are simple to implement in binary hardware, are easy to analyze mathematically, and are
particularly good at detecting common errors caused by noise in transmission channels.

Hashing Algorithims: In cryptography, a cryptographic hash finction is a hash function with certain additional security properties to
make it suitable for use as a primitive in various information security applications, such as authentication and message integrity. A
hash finction takes a long string (or 'message') of any length as nput and produces a fixed length string as output, sometimes termed
a message digest or a digital fingerprint.

Enlarge

Above you see a hash fimction at work

In various standards and applications, the two most-commonly used hash finctions are

MDS5 and SHA-1. In 2005, security flaws were identified in both algorithims. Many security professionals have started making use of
SHA-256 and SHA-512 which are stronger hashing algorithis.

The Biba Security Model:

The Biba Integrity Model was developed to circumvent a weakness in the Bell-LaPadula computer operating system protection
model which did not include the possibility of implicit deletion of security objects by writing to them.

In general, preservation of integrity has three goals:

Prevent data modification by unauthorized parties

Prevent unauthorized data modification by authorized parties

Maintain internal and external consistency (i.e. data reflects the real world)

The Biba model address only the first goal of integrity. The Clark-Wilson model address all

3 goals listed above.

References:

http//www.answers.com/topic/biba-integrity-model

http7//www.answers.com/message+digest?cat=technology

http//www.answers.comvtopic/hashing?cat=technology

NEW QUESTION # 1765
A gap analysis for the Transactions set does not refer to

e A the practice of and comparing that content to what is required by HIPAA, and ensuring there is a match.

¢ B. and requires that you study the specific format of a regulated transaction to ensure that the order of the information when
sent electronically matches the order that is mandated in the Implementation Guides.

¢ C. but does not require that you study the specific format of a regulated transaction to ensure that the order of information
when sent electronically matches the order that is mandated in the Implementation Guides.

e D. the practice of identifying the data content you currently have available through your medical software

Answer: C

NEW QUESTION # 1766
Which of the following fire extinguishing systens incorporating a detection systemis currently the most recommended water system
for a computer room?

A. Wet pipe
B. Deluge

C. Preaction
D. Dry pipe

Answer: C



Explanation:

The preaction system combines both the dry and wet pipe systemns, by first releasing the water into the pipes when heat is detected
(dry pipe), then releasing the water flow when the link in the nozzle melts (wet pipe).

This allows manual intervention before a full discharge of water on the equipment occurs.

This is currently the most recommended water system for a computer room

According to the ISC2 Official Study Guide:

All buildings should be equipped with an effective fire suppression system, providing the building with around the clock protection.
Traditionally, fire suppression systers employed arrays of water sprinklers that would douse a fire and surrounding areas.

Sprinkler systens are classified into four different groups: wet, dry, preaction, and deluge.

Wet systers have a constant supply of water in them at all times; these sprinklers once activated will not shut off until the water
source is shut off

Dry systems do not have water in them The valve will not release until the electric valve is stimulated by excess heat.

Pre-action systemns incorporate a detection system, which can eliminate concerns of water damage due to false activations. Water is
held back until detectors in the area are activated.

Deluge systems operate in the same finction as the pre-action system except all sprinkler heads are in the open position. Water may
be a sound solution for large physical areas such as warehouses, but it is entirely inappropriate for computer equipment. A water
spray can irreparably damage hardware more quickly than encroaching smoke or heat. Gas suppression systens operate to starve
the fire of oxygen. In the past, Halon was the choice for gas suppression systems; however, Halon leaves residue, depletes the ozone
layer, and can injure nearby personnel.

Shon Harris in her latest study guide says:

Four main types of water sprinkler systemns are available: wet pipe, dry pipe, preaction, and deluge.

* Wet pipe Wet pipe systems always contain water in the pipes and are usually discharged by temperature control-level sensors.
One disadvantage of wet pipe systems is that the water in the pipes may freeze in colder climates. Also, if there is a nozzle or pipe
break, it can cause extensive water damage. These types of systems are also called closed head systens.

* Dry pipe In dry pipe systens, the water is not actually held in the pipes. The water is contained in a "holding tank" until it is
released. The pipes hold pressurized air, which is reduced when a fire or smoke alarm is activated, allowing the water valve to be
opened by the water pressure. Water is not allowed into the pipes that feed the sprinklers until an actual fire is detected. First, a heat
or smoke sensor is activated; then, the water fills the pipes leading to the sprinkler heads, the fire alarm sounds, the electric power
supply is disconnected, and finally water is allowed to flow from the sprinklers. These pipes are best used in colder climates because
the pipes will not freeze.

* Preaction Preaction systems are similar to dry pipe systens in that the water is not held in the pipes, but is released when the
pressurized air within the pipes is reduced. Once this happens, the pipes are filled with water, but it is not released right away. A
thermal-fusible link on the sprinkler head has to melt before the water is released. The purpose of combining these two techniques is
to give people more time to respond to false alarms or to small fires that can be handled by other means. Putting out a small fire with
a handheld extinguisher is better than losing a lot of electrical equipment to water damage. These systens are usually used only in
data processing environments rather than the whole building, because of the higher cost of these types of systens.

* Deluge A deluge system has its sprinkler heads wide open to allow a larger volume of water to be released i a shorter period.
Because the water being released is in such large volumes, these systemns are usually not used in data processing environments.
Reference used for this question:

KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the Ten

Domains of Computer Security, John Wiley & Sons, 2001, Chapter 10: Physical security

(page 336).

and

Corporate; (Isc)2 (2010-04-20). Official (ISC)2 Guide to the CISSP CBK, Second Edition

((ISC)2 Press) (Kindle Locations 14379-14391). Taylor & Francis. Kindle Edition.

and

Harris, Shon (2012-10-25). CISSP All-in-One Exam Guide, 6th Edition (Kindle Locations

10245-10253). McGraw-Hill. Kindle Edition.

and

Harris, Shon (2012-10-25). CISSP All-in-One Exam Guide, 6th Edition (Kindle Locations

10256-10260). McGraw-Hill. Kindle Edition.

NEW QUESTION # 1767
Which category of UTP wiring is rated for 100BaseT Ethernet networks?

A. Category 5
B. Category 4
C. Category 1
D. Category 2



¢ E. Category 3
Answer: A

Explanation:
Category 5 unshielded twisted-pair (UTP) wire is rated for
transmissions of up to 100 Mbps and can be used in 100BaseT
Ethernet networks. It is the most commonly installed type of UTP at
this time. See Table.
Category 1 twisted-pair wire was used for early analog telephone communications and is not
suitable for data.
Category 2 twisted-pair wire, was used in AS/400 and IBM 3270 networks. Derived from IBM Type
3 cable specification.
Category 3 twisted-pair wire, is rated for 10 Mbps and was used in 802.3 10Base-T Ethernet
networks, and 4 Mbps Token Ring networks.
Category 4 twisted-pair wire, is rated for 16 Mbps and is used in 4/16 Mbps Token Ring LANSs.
Source: The Electrical Industry Alliance (EIA/TIA-568).

UTP Categories of Performance

RATED PERFORMANCE COMMON

UTP CAT IN MHZI APPLICATIONS
Catl Under 1 MHz Analog voice, ISDN BRI
Cat2 1 MHz IBM 3270, AS/400, Apple LocalTalk
Cat3 16 MHz » 10BaseT, 4 Mbps Token Ring
Cat4 20 MHz | S’ foi{eﬁ-Ff]ing
Cats 100 MHz \ N ortooReet/
NEW QUESTION # 1768

The Internet is increasingly becoming a platform for us to work and learn, while many products are unreasonable in web design, and
too much information is not properly classified. It's disorganized. Our CISSP study materials draw lessons from the experience of
failure, will all kinds of qualification examination has carried on the classification of clear layout, at the same time the user when they
entered the CISSP Study Materials page in the test module classification of clear, convenient to use a very short time to find what
they want to study, which began the next exercise.
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