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Topic Details

Topic 1

Installation and Initial Configuration: This section of the exam measures skills of System Engineers and
reviews installation prerequisites, methods of installing or removing PingAccess, and securing configuration
database passwords. It explains the role of run.properties entries and outlines how to set up a basic on-
premise PingAccess cluster.

Topic 2

Integrations: This section of the exam measures skills of System Engineers and explains how PingAccess
integrates with token providers, OAuth and OpenID Connect configurations, and site authenticators. It also
includes the use of agents and securing web, API, and combined applications through appropriate
integration settings.

Topic 3

General Maintenance and File System: This section of the exam measures the skills of System Engineers
and addresses maintenance tasks such as license management, backups, configuration imports or exports,
auditing, and product upgrades. It also includes the purpose of log files and an overview of the PingAccess
file system structure with important configuration files.

Topic 4
Security: This section of the exam measures skills of Security Administrators and highlights how to manage
certificates and certificate groups. It covers the association of certificates with virtual hosts or listeners and
the use of administrator roles for authentication management.

Topic 5
Product Overview: This section of the exam measures skills of Security Administrators and focuses on
understanding PingAccess features, functionality, and its primary use cases. It also covers how PingAccess
integrates with other Ping products to support secure access management solutions.

Topic 6

Policies and Rules: This section of the exam measures the skills of Security Administrators and focuses on
how PingAccess evaluates paths for applying policies and resources. It covers the role of different rule
types, their configuration, and the implementation of rule sets and rule set groups for consistent policy
enforcement.

Ping Identity Certified Professional - PingAccess Sample Questions (Q47-
Q52):
NEW QUESTION # 47 
An administrator is setting up PingAccess to terminate SSL for a proxied application. What action must the administrator take to
configure an existing certificate for that application?

A. Set the secure flag to Yes in the Site configuration
B. Assign the Key Pair to the Agent Listener
C. Enable Require HTTPS in the Application configuration
D. Assign the Key Pair to the Virtual Host

Answer: D

Explanation:
PingAccess terminates SSL at theVirtual Hostlevel. To configure an existing certificate, the administrator must assign the
appropriateKey Pair(which contains the certificate and private key) to the Virtual Host.
Exact Extract:
"SSL termination occurs on the engine listener through virtual hosts. Assign the certificate's key pair to the virtual host to secure
proxied applications."
* Option Ais correct - assign the key pair to the Virtual Host for SSL termination.
* Option Bis incorrect - Require HTTPS enforces secure access but does not configure SSL termination.
* Option Cis incorrect - Agent Listener is for PingAccess Agents, not proxied apps.
* Option Dis incorrect - secure flag affects cookie settings, not SSL certificates.
Reference:PingAccess Administration Guide -Virtual Hosts and Key Pairs



NEW QUESTION # 48 
How many administrators are supported using HTTP Basic Authentication in the Administrative Console?

A. 0
B. 1
C. 2
D. 3

Answer: C

Explanation:
When usingHTTP Basic Authentication(admin.auth=native), PingAccess only supports asingle administrative account(the default
admin user). For multiple administrators, SSO integration (e.g., OIDC) is required.
Exact Extract:
"When admin authentication is set to native (HTTP Basic), only one administrative user is supported. For multiple admins, configure
UI authentication with an OIDC provider."
* Option A (1000)is incorrect.
* Option B (1)is correct - only one basic auth admin account.
* Option C (10)andOption D (100)are incorrect.
Reference:PingAccess Administration Guide -Admin Authentication

NEW QUESTION # 49 
A change is made to the configuration that prevents user access to an application. No one claims to have made the change. Which
log file should the administrator use to determine who made the change?

A. pingaccess_engine_audit.log
B. pingaccess_agent_audit.log
C. pingaccess.log
D. pingaccess_api_audit.log

Answer: D

Explanation:
All administrative API calls that change PingAccess configuration are logged inpingaccess_api_audit.log.
This allows administrators to track who made configuration changes.
Exact Extract:
"Thepingaccess_api_audit.logfile contains entries for all administrative API calls and is used to audit configuration changes."
* Option A (pingaccess.log)contains runtime system messages but not detailed API audit entries.
* Option B (pingaccess_engine_audit.log)is specific to engine request/response audit logging.
* Option C (pingaccess_agent_audit.log)is used for PingAccess Agent traffic auditing, not administrative changes.
* Option D (pingaccess_api_audit.log)is correct - it tracks admin API modifications.
Reference:PingAccess Administration Guide -Log Files

NEW QUESTION # 50 
The performance testing team finds that an API hosted in a remote datacenter is experiencing higher response times compared to
similar APIs hosted onsite. Which option in PingAccess can be used to improve performance in this scenario?

A. Move the API to a separate Virtual Host
B. Reduce the number of attributes in the ID Token
C. Enable Cache Token on the OAuth Resource Server
D. Reduce the Key Roll Interval on the web session

Answer: C

Explanation:
When APIs are remote, latency is introduced by frequent token validation requests. EnablingCache Tokenon the OAuth Resource
Server reduces repeated validation calls and improves performance.
Exact Extract:
"The OAuth Resource Server configuration includes aCache Tokenoption that improves performance by reducing round trips for



token validation."
* Option Ais incorrect - key rolling affects cryptographic keys, not API latency.
* Option Bis incorrect - virtual hosts control external FQDNs, not performance.
* Option Cis incorrect - token attribute size does not significantly affect remote latency.
* Option Dis correct - caching tokens reduces validation overhead.
Reference:PingAccess Administration Guide -OAuth Resource Server Settings

NEW QUESTION # 51 
Where should an administrator adjustSameSite Cookiesettings?

A. Applications
B. Rules
C. Sites
D. Web Sessions

Answer: D

Explanation:
TheSameSiteattribute is applied to session cookies to control cross-site behavior. In PingAccess, session cookie configuration
(includingSameSite) is defined at theWeb Sessionlevel.
Exact Extract:
"Web session configuration includes cookie attributes such as name, domain, secure flag, HTTPOnly, and SameSite."
* Option A (Rules)is incorrect - rules govern access control, not cookies.
* Option B (Sites)defines backend connections, not session cookies.
* Option C (Applications)ties resources to sessions but does not define cookie behavior.
* Option D (Web Sessions)is correct - session cookie SameSite settings are configured here.
Reference:PingAccess Administration Guide -Web Session Cookies

NEW QUESTION # 52
......
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