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A customer wants to upgrade their legacy on-premises proxy to a could-based proxy for a hybrid network.
‘Which FortiSASE features would help the customer to achieve this outcome?

A. SD-WAN and inline-CASB

B. secure web gateway (SWG) and inline-CASB

C. zero trust network access (ZTNA) and next generation firewall (NGFW)
D. SD-WAN and NGFW

Answer: B

Explanation:

For a customer looking to upgrade their legacy on-premises proxy to a cloud-based proxy for a hybrid network, the combination of
Secure Web Gateway (SWG) and Inline Cloud Access Security Broker (CASB) features in FortiSASE will provide the necessary
capabilities.

* Secure Web Gateway (SWG):

* SWG provides comprehensive web security by inspecting and filtering web traffic to protect against web-based threats.

* It ensures that all web traffic, whether originating from on-premises or remote locations, is inspected and secured by the cloud-
based proxy.

* Inline Cloud Access Security Broker (CASB):

* CASB enhances security by providing visibility and control over cloud applications and services.

* Inline CASB mtegrates with SWG to enforce security policies for cloud application usage, preventing unauthorized access and
data leakage.

References:

FortiOS 7.6 Administration Guide: Details on SWG and CASB features.

FortiSASE 23.2 Documentation: Explains how SWG and iline-CASB are used in cloud-based proxy solutions.

NEW QUESTION # 80
What are the key differences between the FortiSASE BGP per overlay and BGP on loopback routing design methods? (Choose
one answer)

e A. BGP per overlay establishes a single iBGP session per hub on a loopback interface, while BGP on loopback requires
mode-cfg for IP address assignment and uses multiple iBGP sessions per tunnel.

e B. BGP per overlay simplifies hub configuration without mode-cfg, while BGP on loopback establishes multiple iBGP
sessions for each tunnel to increase advertised routes.

e C. BGP per overlay can use separate iBGP sessions for each spoke-to-hub tunnel with mode-cfg enabled for IP address
assignment, while BGP on loopback uses a single iBGP session per hub terminating on a loopback mterface to simplify
configuration and reduce advertised routes.

e D. BGP per overlay is used for loopback interfaces to reduce routes, while BGP on loopback is the default method requiring
separate iBGP sessions for each spoke.

Answer: C

Explanation:

FortiSASE supports two main routing design methods for Secure Private Access (SPA) when connecting to a FortiGate SD-WAN
hub:

* BGP per Overlay (Traditional/Default Method): In this configuration, a separate iBGP session is established over every individual
[Psec overlay (tunnel) between the FortiSASE PoP and the hub. These sessions terminate on the tunnel interface IP addresses. To
facilitate this, the hubs typically use the [Psec VPN mode-cfg feature to dynamically assign tunnel IP addresses to the SASE PoPs.
For every LAN prefix, the system generates multiple BGP routes-one for each overlay-which increases the total number of routes
advertised across the network.

* BGP on Loopback (Modern Alternative): This newer design establishes only a single iBGP session between the spoke and the
hub, regardless of how many physical or logical overlays (tunnels) connect them. The session is terminated on a loopback interface
on both sides.

* Key Advantages of BGP on Loopback:

* Reduced Complexity: It significantly simplifies the BGP configuration because there are fewer neighbors to manage.2

* Tmproved Scalability: It greatly reduces the volume of routes advertised, as only a single BGP route is generated for each LAN
prefix, making it the preferred choice for large-scale deployments.

* Resiliency: The BGP session remains active as long as the loopback is reachable via any of the available overlays, meaning no
BGP convergence is required if a single overlay fails.



NEW QUESTION # 81
‘What happens to the logs on FortiSASE that are older than the configured log retention period? (Choose one answer)

A. The logs are backed up on FortiCloud.
B. The logs are indexed and can be stored in a SQL database.
C. The logs are deleted from FortiSASE. 1
D. The logs are compressed and archived.

Answer: C

Explanation:

In a FortiSASE environment, log management is governed by a cloud-native storage policy that prioritizes performance and resource
availability.

* Retention Policy Framework: All FortiSASE instances come with log retention enabled by default.

The standard log retention period is 30 days, though administrators can customize this policy to any duration between 2 and 30
days. This policy applies across all log types, including traffic, security, and event logs.

* Automatic Deletion (A): When logs exceed the configured retention threshold, FortiSASE automatically deletes the older logs from
the platform2 This automatic purging is necessary to fiee up storage space on the cloud infrastructure and maintain compliance with
the organization's data lifecycle settings.

* Persistence and Recovery: Once logs are deleted due to the expiration of the retention period, they are generally unrecoverable
from the FortiSASE platform

* Long-Term Storage Solutions: Because FortiSASE is not designed as a long-term archival solution, customers who need to store
logs for months or years for regulatory compliance should configure log forwarding to an external server, such as a FortiAnalyzer or
a remote Syslog server.

* Analysis of Incorrect Options: * Option B and D: While traditional FortiAnalyzer deployments use SQL indexing and separate
"Archive" (raw/compressed) vs. "Analytics" (SQL) tiers, FortiSASE uses a simplified cloud storage model where data is purged
rather than archived or tier-shifted upon expiry.

* Option C: While FortiSASE is part of the FortiCloud ecosystem, it does not automatically "back up" expired logs to another
FortiCloud service; the deletion is final unless external forwarding is active.

NEW QUESTION # 82
When accessing the FortiSASE portal for the first time, an administrator must select data center locations for which three FortiSASE
components? (Choose three.)

A. Sandbox

B. Points of presence

C. Logging

D. Identity & access management (IAM)
E. Endpoint management

Answer: A,CE

Explanation:
When first accessing the FortiSASE portal, the administrator must select data center locations for endpoint management, logging,
and sandbox services to ensure optimized performance and compliance with data residency requirements.

NEW QUESTION # 83
Which statement best describes the Digital Experience Monitor (DEM) feature on FortiSASE? (Choose one answer)

A. It monitors the FortiSASE POP health based on ping probes.

B. It provides end-to-end network visibility from all the FortiSASE security PoPs to a specific SaaS application.
C. It is used for performing device compliance checks on endpoints.

D. It gathers all the vulnerability information from all the FortiClient endpoints.

Answer: B

Explanation:
The Digital Experience Monitor (DEM) feature in FortiSASE is a specialized monitoring tool ntegrated into the SASE cloud to



ensure optimal application performance and user satisfaction.2

* Purpose and Visibility: DEM is designed to provide end-to-end network visibility by monitoring the health and performance of the
connections between the global FortiSASE security Points of Presence (PoPs) and specific SaaS applications (such as Microsoft
365, WebEx, or Dropbox).

* Performance Metrics: It identifies and helps troubleshoot issues related to latency, jitter, and packet loss. By leveraging vantage
points within the SASE infrastructure, administrators can determine if a performance bottleneck resides within the local network, the
SASE backbone, or the SaaS provider's environment.

* Integration: This feature is often powered by FortiMonitor, allowing for synthetic transaction monitoring (STM) to simulate user
interactions and proactively spot performance issues before they impact the hybrid workforce.

* Operational Efficiency: By providing comprehensive insights across users and PoPs, DEM reduces the time required to resolve
"slowness" complaints, which are common in remote work scenarios.

Comparison of Other Features:

* Option A: While FortiSASE monitors PoP health, DEM's primary value is the end-to-end path to the application.

* Option B: Compliance checks are a function of Endpoint Profiles and ZTNA tagging rules, not the monitoring dashboard.

* Option D: Vulnerability management is handled by the Vulnerability Scan feature within the managed FortiClient settings.

NEW QUESTION # 84
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