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GIAC Network Forensic Analyst (GNFA) 2 GNFA A5k [ E (Q10-Q15):
R #10

A network administrator notices that an internal web server is being accessed from multiple external sources in an unusual pattern.
What security proxy feature would help in identifying and mitigating this attack?
Response:

A. Data compression

B. Application-layer filtering
C. Port forwarding

D. DNS caching

EfE: B

HA#11

Which of the following hashing algorithms belong to the SHA-2 family?
(Select two.)

Response:

A. SHA-1
B. MD5

C. SHA-512
D. SHA-256

_—I.Eﬁ: C\ D

HA #12

A security analyst is tasked with identifying unauthorized devices connecting to a company's Wi-Fi network. What is the best
approach to detecting unauthorized connections?

Response:

A. Using Nmap to scan open ports

B. Enabling WPA3 authentication

C. Disabling SSID broadcasting

D. Monitoring MAC addresses in the access point logs

Ef#: D

HME#13
What is the primary purpose of a VLAN in network architecture?
Response:

A. To increase network speed

B. To encrypt network traffic

C. To logically segment networks without requiring physical separation
D. To replace firewalls in enterprise environments

Ef#: C

HPH #14
Which of'the following best describes a Zero Trust network architecture?
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Response:

¢ A. A network that relies only on firewalls for security

¢ B. A security model where all traffic inside the network is considered trusted
e C. A security model that requires continuous authentication and verification
¢ D. A traditional perimeter-based security model

Ef#: C
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