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o Identify supported protocols: This topic outlines the network and application protocols supported by
bEY 71 FortiGate and Google Cloud deployments.

o Identify threats and challenges in the public cloud: This area focuses on common security risks, compliance
ey 72 issues, and operational challenges faced in public cloud environments.

e Identify Google Cloud security components: This topic covers built-in security services such as IAM,
bEY 73 Cloud Armor, Security Command Center, and encryption features.

¢ Examine use cases for deploying FortiGate: This topic explains practical deployment scenarios such as
hEY 74 perimeter security, segmentation, and secure connectivity.
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Explain different HA architectures in Google Cloud: This section covers high availability design models
bEYZS used to ensure redundancy and fault tolerance.

Explain Fortinet licensing models: This topic describes Fortinet licensing options, subscription models, and
hEY 76 usage-based licensing in cloud environments.

Define public cloud service terms: This section explains key terminology such as laaS, PaaS, SaaS,
bEY 77 regions, zones, and shared responsibility models.

Explain the concept of the public cloud: This topic covers the fundamentals of public cloud computing,
FEY 78 including shared infrastructure, on-demand resources, and scalability over the internet.

Secure Google Cloud: This topic covers security best practices, controls, and tools used to protect
hEY 79 workloads and data within Google Cloud.

Describe traffic flow for FortiGate Google Cloud architectures: This section outlines how traffic moves
bEY 710 through FortiGate instances in various Google Cloud deployment models.

Understand various load balancing operations: This section explains how load balancers distribute traffic,
ey 711 perform health checks, and ensure service availability.

Identify Fortinet products on Google Cloud Marketplace: This topic covers available Fortinet security
bEY 7 12 solutions that can be deployed directly from the Google Cloud Marketplace.

Identify FortiGate architectures: This section describes different FortiGate deployment architectures
bEY 713 supported in Google Cloud environments.
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Youneed to deploy a new Windows server in Google Cloud to offload web traffic from an existing web server in a different zone.
As the customer, which two actions must you take to secure the new ComputeEngine instance? (Choose two.)

IEf#: B. D
R e«

A. Change the proxy load balancer to an application load balancer.

B. Assign firewall rules to the compute engine instance.

C. Implement a web application firewall.

D. Configure Google Cloud IAM to limit Windows administrator access.

Assigning firewall rules controls network traffic to the instance, protecting it from unauthorized access.
Configuring IAM to limit administrative access ensures only authorized users can manage the Windows server, enhancing security.

HE #13

An administrator wants to use the FortiGate automation stitch feature to quarantine compromised hosts.
Which native Google Cloud service should the administrator integrate with FortiGate to achieve this?

e A. Google Cloud App_ Engine
¢ B. Google Cloud IAM

e C. Google Cloud Run functions
¢ D. Google Cloud Interconnect

EfE: C
R :




Google Cloud Run allows you to run serverless containerized fnctions that can be triggered by FortiGate automation stitches to
performactions such as quarantining compromised hosts. It is the native service best suited for automating responses in cloud

environments.

B #14

An organization is planning to deploy two FortiGate VM in two different regions.

Which two Google Cloud core components can span both FortiGate VMs in both regions? (Choose two.)

A. Google Cloud subnet

B. Google Cloud virtual private cloud
C. Google Cloud zone

D. Google Cloud project

Ef#: B. D
fiE L.

A Google Cloud VPC can span muiltiple regions, allowing FortiGate VM in different regions to be part of the same network.
A Google Cloud project provides the administrative boundary that can include resources across muiltiple regions and VPCs, enabling

centralized management of both FortiGate VM.

B #15
Refer to the exhibit.

North-south traffic inspection
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instance? (Choose two.)

A. South-bound
B. West-bound
C. East-bound

D. North-bound

Which two types of traffic flow must the FortiGate cluster inspect, if the client at 198.51.100.10 sends traffic to the Workload A



Eﬁ: A\ C

fiE it

South-bound traffic refers to traffic coming from outside the network (the client 198.51.100.10) into the internal environment.
East-bound traffic refers to traffic moving laterally within the internal network, such as between VPCs or workloads, which the
FortiGate cluster can inspect for internal threats.

B #16
Refer to the exhibit.

Google Cloud

"’"f VPC C

Virtual Private Cloud

-

L4

e VPC.Peering

8 R o B

Virtual Private Clouc Virtual Private Cloud

‘Which action must the admmistrator take to route traffic from VPC B to VPC A?

A. The administrator must create a new VPC peering connection between VPC A and VPC B.

B. The administrative must configure a custom route in VPC B and point the gateway to VPC A.

C. The admnistrator must deploy a FortiGate VM with at least three network interfaces.

D. The administrator must configure a custom route in VPC B and point the gateway to the VPC peering service.

F
B

: C

il

Because VPC peering is non-transitive, traffic cannot route from VPC B to VPC A via VPC C. To enable routing between VPC A
and VPC B through VPC C, a FortiGate VM with multiple network interfaces can act as a firewallrouter to manage traffic between
the three VPCs.
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