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NEW QUESTION # 973 
To justify the establishment of an incident management team, an information security manager would find which of the following to be
the MOST effective?

A. Need for constant improvement on the security level
B. Need of an independent review of incident causes
C. Assessment of business impact of past incidents
D. Possible business benefits from incident impact reduction

Answer: D
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Explanation:
Business benefits from incident impact reduction would be the most important goal for establishing an incident management team.
The assessment of business impact of past incidents would need to be completed to articulate the benefits. Having an independent
review benefits the incident management process. The need for constant improvement on the security level is a benefit to the
organization.

NEW QUESTION # 974 
Which of the following contributes MOST to the effective implementation of an information security strategy?

A. Endorsement by senior management
B. Regular security awareness training
C. Reporting of security metrics
D. Implementation of security standards

Answer: A

NEW QUESTION # 975 
When training an incident response team, the advantage of using tabletop exercises is that they:

A. enable the team to develop effective response interactions
B. remove the need to involve senior managers in the response process
C. provide the team with practical experience in responding to incidents
D. ensure that the team can respond to any incident

Answer: C

Explanation:
Section: INCIDENT MANAGEMENT AND RESPONSE

NEW QUESTION # 976 
The MOST important reason for an information security manager to be involved in the change management process is to ensure that:

A. security controls are updated regularly.
B. potential vulnerabilities are identified.
C. security controls drive technology changes.
D. risks have been evaluated.

Answer: C

Explanation:
Section: INFORMATION SECURITY PROGRAM MANAGEMENT

NEW QUESTION # 977 
When developing a tabletop test plan for incident response testing, the PRIMARY purpose of the scenario should be to:

A. provide participants with situations to ensure understanding of their roles
B. challenge the incident response team to solve the problem under pressure
C. give the business a measure of the organization's overall readiness
D. measure management engagement as part of an incident response team

Answer: D

Explanation:
Explanation
Explanations
Tabletop scenarios that need to be completed with one hour per scenario using full escalation as per decision trees to accurately
simulate and evaluate responses of each team member and the processes within the playbooks.
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