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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q258-Q263):
NEW QUESTION # 258 
A city's power management system relies on SCADA infrastructure. Recent anomalies include inconsistent sensor readings and
intermittent outages. Security analysts suspect a side-channel attack designed to extract sensitive information covertly from SCADA
devices. Which investigative technique would best confirm this type of attack?

A. Assessing SCADA user interfaces for unauthorized access or misuse.
B. Measuring unusual physical or electrical fluctuations during device operation at the hardware level.
C. Identifying weak cryptographic configurations in device communications.

Answer: B

Explanation:
According to the Certified Ethical Hacker (CEH) IoT, OT, and SCADA Security module, side-channel attacks exploit indirect
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information leaks such as power consumption, electromagnetic emissions, timing variations, or thermal output rather than software
vulnerabilities.
Option A is correct because monitoring hardware-level anomalies is the primary method for detecting side- channel exploitation.
CEH materials emphasize that these attacks bypass traditional security controls.
Option B relates to cryptographic weaknesses, not side-channel analysis.
Option C addresses interface misuse, not covert data leakage.
CEH highlights that SCADA systems are especially vulnerable due to legacy hardware and limited monitoring capabilities.

NEW QUESTION # 259 
Eve is spending her day scanning the library computers. She notices that Alice is using a computer whose port
445 is active and listening. Eve uses the ENUM tool to enumerate Alice's machine. From the command prompt, she types the
following command:
What is Eve trying to do?

A. Eve is trying to connect as a user with Administrator privileges
B. Eve is trying to enumerate all users with Administrative privileges
C. Eve is trying to escalate privilege of the null user to that of Administrator
D. Eve is trying to carry out a password crack for user Administrator

Answer: D

Explanation:
The command shown is a Windows batch loop that attempts to mount a hidden administrative share (c$) on a remote machine
(\10.1.2.3) using the username "Administrator" and a list of passwords from the file hackfile.
txt.
* for /f "tokens=1 %%a in (hackfile.txt) # Reads one password per line from the file
* do net use * \10.1.2.3\c$ /user:"Administrator" %%a # Tries to authenticate to the share using the Administrator account and each
password This is a classic brute-force password attack attempting to crack the Administrator account using a wordlist.
From CEH v13 Official Courseware:
* Module 4: Enumeration
* Module 6: Malware and Password Cracking Techniques
CEH v13 Study Guide states:
"Tools and scripts that automate login attempts using SMB shares and administrative credentials can be used to brute force user
accounts. An attacker attempts access using a list of passwords (dictionary attack)." Incorrect Options:
* A: The connection attempt is made, but the success is dependent on password cracking.
* B: This command does not enumerate users.
* D: No null session involved; this is a brute-force attempt, not privilege escalation.
Reference:CEH v13 Study Guide - Module 4: Enumeration # Brute-force TechniquesMicrosoft TechNet: net use command
documentation

NEW QUESTION # 260 
Based on the below log, which of the following sentences are true?
Mar 1, 2016, 7:33:28 AM 10.240.250.23 - 54373 10.249.253.15 - 22 tcp_ip

A. SSH communications are encrypted; it's impossible to know who is the client or the server.
B. Application is SSH and 10.240.250.23 is the server and 10.249.253.15 is the client.
C. Application is SSH and 10.240.250.23 is the client and 10.249.253.15 is the server.
D. Application is FTP and 10.240.250.23 is the client and 10.249.253.15 is the server.

Answer: C

Explanation:
Mar 1, 2016, 7:33:28 AM 10.240.250.23 - 54373 10.249.253.15 - 22 tcp_ip Let's just disassemble this entry.
Mar 1, 2016, 7:33:28 AM - time of the request
10.240.250.23 - 54373 - client's IP and port
10.249.253.15 - server IP
- 22 - SSH port



NEW QUESTION # 261 
Multiple internal workstations and IoT devices are compromised and transmitting large volumes of traffic to numerous external
targets under botnet control. Which type of denial-of-service attack best describes this situation?

A. An internal amplification attack using spoofed DNS responses
B. A direct botnet flood without spoofing intermediary services
C. An attack where compromised internal devices participate in a botnet and flood external targets
D. An attack relying on spoofed IP addresses to trick external servers

Answer: C

Explanation:
This scenario represents a Botnet-Based Distributed Denial-of-Service (DDoS) attack, as described in CEH v13 Network Attacks.
Compromised internal devices become part of a botnet and are used to launch attacks against external targets.
CEH v13 notes that botnets frequently include IoT devices and employee workstations, making insider- originated DDoS activity a
serious concern.

NEW QUESTION # 262 
Your company, SecureTech Inc., is planning to transmit some sensitive data over an unsecured communication channel. As a cyber
security expert, you decide to use symmetric key encryption to protect the data. However, you must also ensure the secure
exchange of the symmetric key. Which of the following protocols would you recommend to the team to achieve this?

A. Utilizing SSH for secure remote logins to the servers.
B. Switching all data transmission to the HTTPS protocol.
C. Implementing SSL certificates on your company's web servers.
D. Applying the Diffie-Hellman protocol to exchange the symmetric key.

Answer: D

Explanation:
The protocol that you would recommend to the team to achieve the secure exchange of the symmetric key is the Diffie-Hellman
protocol. The Diffie-Hellman protocol is a key agreement protocol that allows two or more parties to establish a shared secret key
over an unsecured communication channel, without having to exchange the key itself. The Diffie-Hellman protocol works as
follows12:
* The parties agree on a large prime number p and a generator g, which are public parameters that can be known by anyone.
* Each party chooses a random private number a or b, which are kept secret from anyone else.
* Each party computes a public value A or B, by raising g to the power of a or b modulo p, i.e., A = g
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