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Fortinet FCP_FGT_AD-7.6 Prüfungsplan:

Thema Einzelheiten

Thema 1

Routing: This section of the exam measures the skills of firewall administrators and covers the configuration
of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.

Thema 2

Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate
inspection modes, and configure web filtering policies. The ability to implement application control for
monitoring and regulating network application usage, configure antivirus profiles to detect and block
malware, and set up Intrusion Prevention Systems (IPS) to shield the network from threats and
vulnerabilities is also assessed.
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Thema 3

Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

Thema 4

Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

Thema 5

VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to
implement SSL VPNs to grant secure remote access to internal resources and configure IPsec VPNs in
either meshed or partially redundant topologies to ensure encrypted communication between distributed
network locations.
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50. Frage 
Refer to the exhibit.
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Which two statements are true about the routing entries in this database table? (Choose two.)

A. The default route on port2 is marked as the standby route.
B. The port2 interface is marked as inactive.
C. All of the entries in the routing database table are installed in the FortiGate routing table.
D. Both default routes have different administrative distances.

Antwort: A,D

Begründung:
The routing table in the exhibit shows two default routes (0.0.0.0/0) with different administrative distances:
* The default route through port2 has an administrative distance of 20.
* The default route through port1 has an administrative distance of 10.
Administrative distance determines the priority of the route; a lower value is preferred. Here, the route through port1 with an
administrative distance of 10 is the preferred route. The route through port2 with an administrative distance of 20 acts as a standby
or backup route. If the primary route (port1) fails or is unavailable, traffic will then be routed through port2.
Regarding the statement that the port2 interface is marked as inactive, there is no indication in the routing table that port2 is inactive.
Similarly, all the routes displayed are not necessarily installed in the FortiGate routing table, as the table could include both active and
backup routes.
References:
FortiOS 7.4.1 Administration Guide: Default route configuration
FortiOS 7.4.1 Administration Guide: Routing table explanation

51. Frage 
Which two statements about the Security Fabric rating are true? (Choose two.)

A. Security Rating Insights are available only in the Security Rating page.
B. A license is required to obtain an executive summary in the Security Rating section.
C. The Security Posture category provides PCI compliance results.
D. The root FortiGate provides executive summaries of all the FortiGate devices in the Security Fabric.

Antwort: C,D

52. Frage 
An administrator needs to analyze and resolve port conflicts between SSL VPN and HTTPS administrative access on the same



interface.
In which two ways can this be done? (Choose two.)

A. Change the port number for either the SSL VPN service or the HTTPS administrative service if both are on the same
interface.
B. Disable SSL VPN if HTTPS administrative access is using port 443 on any interface.
C. Keep port 443 for both SSL VPN and HTTPS administrative access on the same interface without any problems.
D. Run SSL VPN on one interface using port 443 and enable HTTPS administrative access on a different interface, also using
port 443.

Antwort: A,D

Begründung:
You can keep port 443 for SSL VPN on one interface and also use port 443 for HTTPS admin access on a different interface.
Since the services are bound to different interfaces, no conflict occurs.
If both SSL VPN and HTTPS admin access are required on the same interface, you must change the port number for one of the
services to avoid a port conflict.

53. Frage 
Refer to the exhibits.



An administrator wants to add HQ-ISFW-2 in the Security Fabric. HQ-ISFW-2 is in the same subnet as HQ- ISFW. After
configuring the Security Fabric settings on HQ-ISFW-2, the status stays Pending.
What can be the two possible reasons? (Choose two.)

A. Management IP must be set to 10.0.13.254.
B. SAML Single Sign-On must be set to Manual.
C. HQ-ISFW-2 must be authorized on HQ-ISFW.
D. Upstream FortiGate IP must be set to 10.0.11.254.

Antwort: C,D

Begründung:
The Upstream FortiGate IP should match the IP address of the Fabric Root interface, which is 10.0.11.254, not 10.0.13.254.
The new device (HQ-ISFW-2) must be authorized on the Fabric Root (HQ-ISFW) before it can join the Security Fabric, otherwise
the status remains pending.

54. Frage 
An administrator configured a FortiGate device to act as a collector for agentless polling mode.



What must the administrator add to the FortiGate device to retrieve AD user group information?

A. LDAP server
B. RADIUS server
C. TACACS server
D. Keycloak server

Antwort: A

Begründung:
In agentless polling mode, FortiGate directly queries Active Directory to obtain user and group information. To do this, the
administrator must configure an LDAP server on the FortiGate, which allows it to retrieve user group membership details from AD.

55. Frage
......
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