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Splunk Enterprise Certified Architect Sample Questions (Q99-Q104):
NEW QUESTION # 99 
A new Splunk customer is using syslog to collect data from their network devices on port 514. What is the best practice for
ingesting this data into Splunk?

A. Use a Splunk forwarder to collect the input on port 514 and forward the data.
B. Use a Splunk indexer to collect a network input on port 514 directly.
C. Configure syslog to send the data to multiple Splunk indexers.
D. Configure syslog to write logs and use a Splunk forwarder to collect the logs.

Answer: D
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Explanation:
Explanation
The best practice for ingesting syslog data from network devices on port 514 into Splunk is to configure syslog to write logs and use
a Splunk forwarder to collect the logs. This practice will ensure that the data is reliably collected and forwarded to Splunk, without
losing any data or overloading the Splunk indexer. Configuring syslog to send the data to multiple Splunk indexers will not guarantee
data reliability, as syslog is a UDP protocol that does not provide acknowledgment or delivery confirmation. Using a Splunk indexer
to collect a network input on port 514 directly will not provide data reliability or load balancing, as the indexer may not be able to
handle the incoming data volume or distribute it to other indexers. Using a Splunk forwarder to collect the input on port 514 and
forward the data will not provide data reliability, as the forwarder may not be able to receive the data from syslog or buffer it in case
of network issues. For more information, see [Get data from TCP and UDP ports] and [Best practices for syslog data] in the Splunk
documentation.

NEW QUESTION # 100 
Which of the following is a good practice for a search head cluster deployer?

A. The deployer only distributes configurations to search head cluster members with splunk apply shcluster-bundle.
B. The deployer must distribute configurations to search head cluster members to be valid configurations.
C. The deployer only distributes configurations to search head cluster members when they "phone home".
D. The deployer must be used to distribute non-replicable configurations to search head cluster members.

Answer: C

NEW QUESTION # 101 
Stakeholders have identified high availability for searchable data as their top priority. Which of the following best addresses this
requirement?

A. Increasing the number of search heads in the cluster.
B. Increasing the search factor in the cluster.
C. Increasing the replication factor in the cluster.
D. Increasing the number of CPUs on the indexers in the cluster.

Answer: B

Explanation:
Increasing the search factor in the cluster will best address the requirement of high availability for searchable data. The search factor
determines how many copies of searchable data are maintained by the cluster. A higher search factor means that more indexers can
serve the data in case of a failure or a maintenance event.
Increasing the replication factor will improve the availability of raw data, but not searchable data. Increasing the number of search
heads or CPUs on the indexers will improve the search performance, but not the availability of searchable data. For more
information, see Replication factor and search factor in the Splunk documentation.

NEW QUESTION # 102 
A Splunk architect has inherited the Splunk deployment at Buttercup Games and end users are complaining that the events are
inconsistently formatted for a web source. Further investigation reveals that not all weblogs flow through the same infrastructure:
some of the data goes through heavy forwarders and some of the forwarders are managed by another department.
Which of the following items might be the cause of this issue?

A. The indexers may have different configurations than the heavy forwarders.
B. The search head may have different configurations than the indexers.
C. The forwarders managed by the other department are an older version than the rest.
D. The data inputs are not properly configured across all the forwarders.

Answer: A

Explanation:
Explanation
The indexers may have different configurations than the heavy forwarders, which might cause the issue of inconsistently formatted
events for a web sourcetype. The heavy forwarders perform parsing and indexing on the data before sending it to the indexers. If the



indexers have different configurations than the heavy forwarders, such as different props.conf or transforms.conf settings, the data
may be parsed or indexed differently on the indexers, resulting in inconsistent events. The search head configurations do not affect
the event formatting, as the search head does not parse or index the data. The data inputs configurations on the forwarders do not
affect the event formatting, as the data inputs only determine what data to collect and how to monitor it. The forwarder version does
not affect the event formatting, as long as the forwarder is compatible with the indexer. For more information, see [Heavy forwarder
versus indexer] and [Configure event processing] in the Splunk documentation.

NEW QUESTION # 103 
(A high-volume source and a low-volume source feed into the same index. Which of the following items best describe the impact of
this design choice?)

A. High volume data is optimized by the presence of low volume data.
B. Low volume data may move out of the index based on volume rather than age.
C. Low volume data will improve the compression factor of the high volume data.
D. Search speed on low volume data will be slower than necessary.

Answer: B,D

NEW QUESTION # 104
......
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