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NEW QUESTION # 320

Peter, a Network Administrator, has come to you looking for advice on a tool that would help him perform SNMP enquires over
the network.

Which of these tools would do the SNMP enumeration he is looking for? Select the best answers.

A. SNScan

B. NMap

C. SNMPULtil

D. Solarwinds IP Network Browser
E. SNMPScan

Answer: A,C,D

NEW QUESTION # 321
‘Which Nmap switch helps evade IDS or firewalls?

A.-T

B.-D

C. -ON/-0X/-0G
D. -w/-R

Answer: B

Explanation:

In CEH v13 Module 03: Scanning Networks, Nmap's evasion techniques are discussed for bypassing or confusing Intrusion
Detection Systens (IDS) and firewalls.

The -D option in Nmap is used to enable decoy scanning, It inserts false [P addresses in the scan to obfuscate the true origin of the
scan.

This technique helps in masking the attacker's IP and can confuse IDS logs.

Option Clarification:

A). -n/-R: Disables DNS resolution (-n) or uses reverse DNS (-R), does not evade detection.

B). -ON/-0X/-0G: Output formats (normal, XML, grepable), not related to evasion.

C). -T: Controls timing (e.g., -T0 is stealthy, -T5 is aggressive), but not explicitly for IDS evasion.

D). -D: Correct. Used for IDS/firewall evasion by using decoy IPs.

Reference:

Module 03 - Scanning with Evasion Options

Nmap Official Docs: https://nmap.org/book/man-bypass-firewalls-ids.html

NEW QUESTION # 322

Jane is working as a security professional at CyberSol Inc. She was tasked with ensuring the authentication and integrity of messages
being transmitted in the corporate network. To encrypt the messages, she implemented a security model in which every user in the
network maintains a ring of public keys. In this model, a user needs to encrypt a message using the receiver's public key, and only
the receiver can decrypt the message using their private key. What is the security model implemented by Jane to secure corporate
messages?

A. Zero trust network

B. Secure Socket Layer (SSL)

C. Web of trust (WOT)

D. Transport Layer Security (TLS)

Answer: C

Explanation:

The scenario describes a decentralized cryptographic trust model where each user maintains a ring or database of public keys, and
comnumnications are encrypted using the recipient's public key. This aligns precisely with the Web of Trust (WOT) model.
According to the CEH v13 Official Courseware:

* Web of Trust (WOT) is a decentralized trust model used primarily in PGP (Pretty Good Privacy) environments.

*In WOT:

* Each user maintains a local keyring of trusted public keys.



* There is no central Certificate Authority (CA).

* Trust is built based on mutual verification and endorsement of public keys among users.

* It uses asymimetric cryptography: messages are encrypted using the receiver's public key and decrypted using the corresponding
private key.

* This model provides authentication (via digital signatures) and message integrity (via cryptographic hash functions).

Incorrect Options:

* A. Zero Trust Network is a security architecture that enforces strict access control but is not a cryptographic trust model

* B. TLS (Transport Layer Security) is a protocol for securing data in transit, commonly used in HTTPS, and relies on the PKI trust
model (not WOT).

* C. SSL (Secure Socket Layer) is an outdated version of TLS, also based on centralized certificate authorities.

Reference - CEH v13 Official Courseware:

* Module 20: Cryptography

* Section: "Public Key Infrastructure (PKI) and Trust Models"

* Subsection: "Web of Trust (WOT) Model"

* Study Guide Table: Comparison of Trust Models - PKI vs WOT vs Hybrid

Lab references in CEH Engage may also cover key signing and verifying concepts in decentralized environments.

NEW QUESTION # 323

Bella, a security professional working at an it firm, finds that a security breach has occurred while transferring important files.
Sensitive data, enployee usernames. and passwords are shared In plaintext, paving the way for hackers 10 perform successful
session hijacking. To address this situation. Bella Implemented a protocol that sends data using encryption and digital certificates.
Which of the following protocols Is used by Bella?

A. 1P

B. HTTPS
C. FTPS
D. FTP

Answer: C

Explanation:

The File Transfer Protocol (FTP) is a standard organization convention utilized for the exchange of PC records from a worker to a
customer on a PC organization. FTP is based on a customer worker model engineering utilizing separate control and information
associations between the customer and the server.[1] FTP clients may validate themselves with an unmistakable book sign-in
convention, ordinarily as a username and secret key, however can interface namelessly if the worker is designed to permit it. For
secure transmission that ensures the username and secret phrase, and scrambles the substance, FTP is frequently made sure about
with SSI/TLS (FTPS) or supplanted with SSH File Transfer Protocol (SFTP).

The primary FTP customer applications were order line programs created prior to working frameworks had graphical Uls, are as
yet dispatched with most Windows, Unix, and Linux working systens.[2][3] Many FTP customers and mechanization utilities have
since been created for working areas, workers, cell phones, and equipment, and FTP has been fused into profitability applications,
for example, HTML editors.

NEW QUESTION # 324
What is the least important information when you analyze a public IP address in a security alert?

A. ARP

B. Whois
C.DNS

D. Geolocation

Answer: A

NEW QUESTION # 325

ECCouncil exam simulation software is the best offline method to boost preparation for the ECCouncil 312-50v13 examination. The
software creates a 312-50v13 real practice test-like scenario where aspirants face actual 312-50v13 exam questions. This feature



creates awareness among users about Certified Ethical Hacker Exam (CEHv13) exam pattern and syllabus. With the desktop
ECCouncil 312-50v13 Practice Exam software, you can practice for the test offline via any Windows-based computer.
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