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EZ#178

A cloud engineer is designing a high-performance computing cluster for proprietary software. The software requires low network
latency and high throughput between cluster nodes. Which of the following would have the greatest impact on latency and throughput
when designing the HPC infrastructure?

e A Node OS
¢ B. Node size
e C. Node placement
e D. Node NIC

HqE: C

Y.

Node placement is critical in high-performance computing (HPC) clusters where low network latency and high throughput are
required. Proper placement of nodes within the network infrastructure, including proximity to each other and to key network

components, can significantly reduce latency and increase throughput. Ensuring that nodes are physically close and well- connected
can facilitate faster data transfer rates between them
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AE#179
A company recently adjusted its load-balancer encryption policies to support only TLSv1.3. Soon after the change was made,
several customers began reporting they could not access their website. Which of the following is the MOST likely cause of the issue?

A. The customers are using an unsupported OS.

B. There is a mismatch between the key and the certificate.
C. The load balancer was misconfigured.

D. The certificate is expired.

HE: A

MY

TLSvl1.3 is a newer version of the Transport Layer Security (TLS) protocol that is not supported by all operating systems. If the
customers are using an unsupported OS, they will not be able to connect to the website because their browsers will not be able to
negotiate a TLSv1.3 connection.

EHE #180
Which of the following commumication methods between on-premises and cloud environments would ensure minimal-to-low latency
and overhead?

A. peering

B. Site-to-site VPN
C. Peer-to-peer VPN
D. Direct connection

¥e: D

MH.

A direct connection between on-premises and cloud environments involves a dedicated, private connection that does not traverse
the public internet. This setup ensures mmnimal-to-low latency and overhead, providing more consistent network performance and
reliability compared to other methods like VPN or public internet connections, making it suitable for high-volume or latency-
sensitive applications.

EE2 #181
A company just learned that the data in its object storage was accessed by an unauthorized party. Which of the following should the
company have done to make the data unusable?

A. The company should have switched from object storage to file storage.
B. The company should have encrypted the data at rest.

C. The company should have hashed the data.

D. The company should have changed the file access permissions.

He:. B

dY:

Encrypting the data at rest is a crucial security measure to make the data unusable to unauthorized parties. If the object storage data
was accessed by an unauthorized party, having the data encrypted would ensure that the data remains confidential and inaccessible
without the proper encryption keys, thus mitigating the impact of the breach.

References: CompTIA Cloud+ resources and data security practices

AE #182
A cloud engineer wants to run a script that increases the volume storage size if it is below 100GB. Which of the following should the
engineer run?

e A Option A
e B.OptionD



e C.OptionC

e D. Option B
He: A
Y.

The correct script is Option A, which uses a conditional test to check if the volume size is less than 100GB. If'it is, then it performs a
resize operation; otherwise, it outputs a message indicating the volume is already the desired size. Reference: CompTIA Cloud+
Study Guide (Exam CV0-004) - Chapter on Automation
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