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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q11-Q16):
NEW QUESTION # 11 
You need to deploy a new Windows server in Google Cloud to offload web traffic from an existing web server in a different zone.
As the customer, which two actions must you take to secure the new ComputeEngine instance? (Choose two.)

A. Configure Google Cloud IAM to limit Windows administrator access.
B. Assign firewall rules to the compute engine instance.
C. Implement a web application firewall.
D. Change the proxy load balancer to an application load balancer.

Answer: A,B

Explanation:
Assigning firewall rules controls network traffic to the instance, protecting it from unauthorized access.
Configuring IAM to limit administrative access ensures only authorized users can manage the Windows server, enhancing security.

NEW QUESTION # 12 
Which architecture inspection type in Google Cloud is most closely associated with Google Cloud Interconnect?

A. East-west traffic inspection
B. Inbound north-south traffic inspection
C. Hybrid cloud inspection
D. Outbound north-south traffic inspection

Answer: C

Explanation:
Google Cloud Interconnect connects on-premises networks with Google Cloud, enabling hybrid cloud environments. Inspection
related to this connectivity focuses on hybrid cloud traffic flows.

NEW QUESTION # 13 
Refer to the exhibit.

An administrator configured GoogleCloud as an external fabric connector on FortiGate.
Which conclusion can you draw from the output?

A. The external fabric connector found multiple IP addresses assigned to Google Cloud instances.
B. The external fabric connector is misconfigured.
C. The external fabric connector shows that an administrator created three dynamic firewall addresses.
D. The external fabric connector is unable to find a valid Google Cloud project.

Answer: A

Explanation:
The output shows the connector successfully retrieved project information and instance IP addresses (GCP Lab got 3 addresses),



indicating it found multiple IPs assigned to Google Cloud instances.

NEW QUESTION # 14 
An administrator wants to use the FortiGate automation stitch feature to quarantine compromised hosts.
Which native Google Cloud service should the administrator integrate with FortiGate to achieve this?

A. Google Cloud IAM
B. Google Cloud Interconnect
C. Google Cloud App_ Engine
D. Google Cloud Run functions

Answer: D

Explanation:
Google Cloud Run allows you to run serverless containerized functions that can be triggered by FortiGate automation stitches to
perform actions such as quarantining compromised hosts. It is the native service best suited for automating responses in cloud
environments.

NEW QUESTION # 15 
You are tasked with deploying a load balancer in Google Cloud that does not terminate sessions arriving from outside the VPC and
that forwards traffic to the organization's internal web servers.
Which load balancer type should you deploy?

A. Internal passthrough load balancer
B. Proxy network load balancer
C. External passthrough load balancer
D. External application load balancer

Answer: C

Explanation:
An external passthrough load balancer forwards traffic without terminating sessions, preserving the original client connection, which is
ideal for forwarding traffic directly to internal web servers.

NEW QUESTION # 16
......
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