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Microsoft Security Operations Analyst Sample Questions (Q206-Q211):

NEW QUESTION # 206

You have a Microsoft 365 ES subscription that uses Microsoft Defender XDR and contains two users named Userl and User2.
You need to ensure that the users can perform searches by using the Microsoft Purview portal. The solution must meet the following
requirerments:

* Ensure that Userl can search the Microsoft Purview Audit service logs and review the Microsoft Purview Audit service
configuration.

* Ensure that User2 can search Microsoft Exchange Online mailboxes.

* Follow the principle of least privilege.

To which Microsoft Purview role group should you add each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

In Microsoft Purview, permissions to perform searches, audits, and investigations are managed through role groups within the
Microsoft Purview compliance portal. Each role group provides specific capabilities aligned with least privilege principles.

To allow a user to:

* Search the Microsoft Purview Audit logs, and

* Review the Audit configuration and settings,

...the required role group is Audit Reader.

According to Microsoft documentation:

"Menbers of the Audit Reader role group can search the audit log for user and admmn activities and view audit configuration
settings." This group grants audit-related permissions only - it does not grant access to other Purview or mailbox content, meeting the
least privilege requirement.

# Userl = Audit Reader

To allow a user to:

* Perform content searches across Microsoft Exchange Online mailboxes,

...the correct role group is Data Investigator.

Per Microsoft Purview documentation:

"Members of the Data Investigator role group can perform content searches across Exchange Online, SharePoint Online, and
OneDrive locations." Other options such as Communication Compliance Investigators or Insider Risk Management Investigators are
specific to their respective Purview solutions and not used for general content or mailbox searches.

# User2 = Data Investigator

NEW QUESTION # 207

You have a Microsoft 365 ES subscription that uses Microsoft Exchange Online.

You need to identify phishing email messages.

Which three cmdlets should you run in sequence? To answer, move the appropriate cmdlets from the list of cdlets to the answer
area and arrange them in the correct order.

Answer:

Explanation:
Explanation:

NEW QUESTION # 208

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a resource group named RG1. RGl1. You
need to configure just in time (JIT) VM access for the virtual machines in RG1. The solution must meet the following

* Limit the maximum request time to two hours.

* Limit protocol access to Remote Desktop Protocol (RDP) only.

* Minimize administrative effort.

‘What should you use?

e A. Azure Policy



¢ B. Azure AD Privileged Identity Management (PIM)
¢ C. Aaure Front Door
¢ D. Azre Bastion

Answer: B

NEW QUESTION # 209

You have a Microsoft 365 ES subscription that contains 200 Windows 10 devices enrolled in Microsoft Defender for Endpoint.
You need to ensure that users can access the devices by using a remote shell connection directly from the Microsoft 365 Defender
portal. The solution must use the principle of least privilege.

‘What should you do in the Microsoft 365 Defender portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Reference:

https:/docs.microsoft.com/en-us/microsoft- 365/security/defender-endpoint/respond-machine-alerts ?view—=0365-worldwide
https:/docs.microsoft.com/en-us/microsoft- 365/security/defender-endpoint/network-devices ?view—=0365-worldwide

NEW QUESTION # 210

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a storage account named storagel. You
receive an alert that there was an unusually high volume of delete operations on the blobs in storage1. You need to identify which
blobs were deleted. What should you review?

A. the related entities of the alert

B. the Azure Storage Analytics logs
C. the activity logs of storagel

D. the alert details

Answer: C

Explanation:

To identify which blobs were deleted, you should review the activity logs of the storage account. The activity logs contain information
about all the operations that have taken place in the storage account, including delete operations. These logs can be accessed in the
Aazure portal by navigating to the storage account, selecting

"Activity log" under the "Monitoring" section, and filtering by the appropriate time range. You can also use Azure Monitor and Log
Analytics to query and analyze the activity logs data.

References:

* httpsy/docs.microsoft.com/en-us/azure/storage/common/storage-activity-logs

* https:/docs.microsoft.com/en-us/azure/azure-monitor/platfornvactivity-log-azure-storage

NEW QUESTION # 211
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