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A conpany uses Amazon EC2 as its primary compute platform. A DevOps team wants to audit the company's EC2 instances to
check whether any prohibited applications have been installed on the EC2 instances.

Which solution will meet these requirements with the MOST operational efficiency?

e A Configure AWS Systems Manager on each instance Use Systers Manager Inventory Create AWS Config rules that
monitor changes from Systems Manager Inventory to identify prohibited applications.

e B. Configure AWS Systens Manager on each instance. Use Systems Manager Inventory. Filter a trail n AWS CloudTrail for
Systems Manager Inventory events to identify prohibited applications.

e (. Designate Amazon CloudWatch Logs as the log destination for all application instances Run an automated script across all
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instances to create an inventory of installed applications Configure the script to forward the results to CloudWatch Logs
Create a CloudWatch alarm that uses filter patterns to search log data to identify prohibited applications.

e D. Configure AWS Systems Manager on each instance Use AWS Systerms Manager Inventory Use Systems Manager
resource data sync to synchronize and store findings in an Amazon S3 bucket Create an AWS Lambda fimction that runs
when new objects are added to the S3 bucket. Configure the Lambda function to identify prohibited applications.

IEf#: D
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Configure AWS Systems Manager on Each Instance:

AWS Systems Manager provides a unified interface for managing AWS resources. Install the Systems Manager agent on each EC2
instance to enable mventory management and other features.

Use AWS Systens Manager Inventory:

Systems Manager Inventory collects metadata about your instances and the software installed on them. This data includes
mformation about applications, network configurations, and more.

Enable Systems Manager Inventory on all EC2 instances to gather detailed information about installed applications.

Use Systens Manager Resource Data Sync to Synchronize and Store Findings in an Amazon S3 Bucket:

Resource Data Sync aggregates nventory data from multiple accounts and regions into a single S3 bucket, making it easier to query
and analyze the data.

Configure Resource Data Sync to automatically transfer inventory data to an S3 bucket for centralized storage.

Create an AWS Lambda Function that Runs When New Objects are Added to the S3 Bucket:

Use an S3 event to trigger a Lambda fimction whenever new inventory data is added to the S3 bucket.

The Lambda fimction can parse the inventory data and check for the presence of prohibited applications.

Configure the Lambda Function to Identify Prohibited Applications:

The Lambda function should be programmed to scan the inventory data for any known prohibited applications and generate alerts or
take appropriate actions if such applications are found.

Example Lambda function in Python

mport json

import boto3

deflambda_handler(event, context):

s3 =boto3.client('s3")

bucket = event['Records'][0]['s3']['bucket ][ 'name']

key = event['Records'][0]['s3"]['object'|['key']

response = s3.get_object(Bucket=bucket, Key=key)

inventory data = json.loads(response['Body'].read().decode('utf-8"))

prohibited_apps = ['app1', 'app2']

for instance in inventory data['Instances']:

for app in instance[' Applications']:

if app['Name'] in prohibited _apps:

# Send notification or take action

print(f"Prohibited application found: {app['Name']} on instance {instance['Instanceld']}") return {'statusCode': 200, 'body'":
json.dumps('Check completed')} By leveraging AWS Systems Manager Inventory, Resource Data Sync, and Lambda, this solution
provides an efficient and automated way to audit EC2 instances for prohibited applications.

References:

AWS Systerrs Manager Inventory

AWS Systems Manager Resource Data Sync

S3 Event Notifications

AWS Lambda
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A company is using an AWS CodeBuild project to build and package an application. The packages are copied to a shared Amazon
S3 bucket before being deployed across multiple AWS accounts.

The buildspec.ym file contains the following;



phases:
build:
commands:
- go build -o_myapp
post_build:
commands:
- aws s3 cp --acl authenticated-read myapp s3://artifacts/

The DevOps engineer has noticed that anybody with an AWS account is able to download the artifacts.
What steps should the DevOps engineer take to stop this?

e A Create an S3 bucket policy that grants read access to the relevant AWS accounts and denies read access to the principal
Mg

e B. Modify the post_build command to use --acl public-read and configure a bucket policy that grants read access to the
relevant AWS accounts only.

e C. Modify the post_build command to remove --acl authenticated-read and configure a bucket policy that allows read access
to the relevant AWS accounts only.

e D. Configure a default ACL for the S3 bucket that defines the set of authenticated users as the relevant AWS accounts only
and grants read-only access.

EfE: C

s

When setting the flag authenticated-read in the command line, the owner gets FULL. CONTROL. The AuthenticatedUsers group
(Anyone with an AWS account) gets READ access. Reference: httpsz/docs.aws.

amazon.conyY AmazonS3/latest/userguide/acl-overview. html
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A DevOps teamuses AWS CodePipeline, AWS CodeBuild, and AWS CodeDeploy to deploy an application.

The application is a REST API that uses AWS Lambda functions and Amazon API Gateway Recent deployments have introduced
errors that have affected many customers.

The DevOps teamneeds a solution that reverts to the most recent stable version of the application when an error is detected. The
solution must affect the fewest customers possible.

‘Which solution Will meet these requirements With the MOST operational efficiency?

¢ A Set the deployment configuration in CodeDeploy to LambdaAllAtOnce Configure automatic rollbacks on the deployment
group Create an Amazon CloudWatch alarm that detects HTTP Bad Gateway errors on API Gateway Configure the
deployment group to roll back when the number of alarms meets the alarm threshold

¢ B. Set the deployment configuration in CodeDeploy to LambdaCanarylOPercentlOMinutes Configure manual rollbacks on
the deployment group Create a metric fiter on an Amazon CloudWatch log group for API Gateway to monitor HTTP Bad
Gateway errors. Configure the metric filter to Invoke a new Lambda function that stops the current eployment and starts the
most recent successful deployment

¢ (. Set the deployment configuration in CodeDeploy to LambdaCanary10Percent10Minutes. Configure automatic rollbacks
on the deployment group Create an Amazon CloudWatch alarm that detects HTTP Bad Gateway errors on API Gateway
Configure the deployment group to roll back when the number of alarms meets the alarm threshold

¢ D. Set the deployment configuration in CodeDeploy to LambdaAllAtOnce Configure manual rollbacks on the deployment
group. Create an Amazon Simple Notification Service (Amazon SNS) topc to send notifications every time a deployrment
fads. Configure the SN topc to Invoke a new Lambda function that stops the current deployment and starts the most recent
successful deployment

Ef#: C
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Option A is incorrect because setting the deployment configuration to LambdaAllAtOnce means that the new version of the
application will be deployed to all Lambda functions at once, affecting all customers. This does not meet the requirement of affecting
the fewest customers possible. Moreover, configuring automatic rollbacks on the deployment group is not operationally efficient, as it
requires manual intervention to fix the errors and redeploy the application.

Option B is correct because setting the deployment configuration to LambdaCanary10Percent1 0Minutes means that the new version



of the application will be deployed to 10 percent of the Lambda functions first, and then to the remaining 90 percent after 10
minutes. This minimizes the impact of errors on custorrers, as only 10 percent of them will be affected by a faulty deployment.
Configuring automatic rollbacks on the deployment group also meets the requirement of reverting to the most recent stable version of
the application when an error is detected. Creating a CloudWatch alarm that detects HTTP Bad Gateway errors on API Gateway is
a valid way to monitor the health of the application and trigger a rollback if needed.

Option C is incorrect because setting the deployment configuration to LambdaAllAtOnce means that the new version of the
application will be deployed to all Lambda functions at once, affecting all customers. This does not meet the requirement of affecting
the fewest customers possible. Moreover, configuring manual rollbacks on the deployment group is not operationally efficient, as it
requires human intervention to stop the current deployment and start a new one. Creating an SNS topic to send notifications every
time a deployment fails is not sufficient to detect errors in the application, as it does not monitor the API Gateway responses.

Option D is incorrect because configuring manual rollbacks on the deployment group is not operationally efficient, as it requires
human intervention to stop the current deployment and start a new one. Creating a metric filter on a CloudWatch log group for API
Gateway to monitor HTTP Bad Gateway errors is a valid way to monitor the health of the application, but invoking a new Lambda
function to performa rollback is unnecessary and complex, as CodeDeploy already provides automatic rollback functionality.
References:

AWS CodeDeploy Deployment Configurations

[AWS CodeDeploy Rollbacks]

Amazon CloudWatch Alarims
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A DevOps engineer is inplementing governance controls for a company that requires its infrastructure to be housed within the United
States. The engneer must restrict which AWS Regions can be used, and ensure an alert is sent as soon as possible if any activity
outside the governance policy takes place. The controls should be automatically enabled on any new Region outside the United
States (US).

‘Which combination of actions will meet these requirements? (Select TWO.)

e A Use an AWS Lambda finction that checks for AWS service activity and deploy it to all Regions. Write an Amazon
EventBridge rule that runs the Lambda finction every hour, sending an alert if activity is found in a non-US Regjon.

¢ B. Write an SCP using the aws: RequestedRegion condition key limiting access to US Regions. Apply the policy to all users,
groups, and roles

e C. Create an AWS Organizations SCP that denies access to all non-global services in non-US Regions.
Attach the policy to the root of the organization.

e D. Use an AWS Lambda function to query Amazon Inspector to look for service activity in non-US Regions and send alerts
if any activity is found.

e E. Configare AWS CloudTrail to send logs to Amazon CloudWatch Logs and enable it for all Regions.
Use a CloudWatch Logs metric filter to send an alert on any service activity in non-US Regions.

IEf#: C. E
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To implement governance controls that restrict AWS service usage to within the United States and ensure alerts for any activity
outside the governance policy, the following actions will meet the requirements:

A). Create an AWS Organizations SCP that denies access to all non-global services in non-US Regions. Attach the policy to the
root of the organization. This action will effectively prevent users and roles in all accounts within the organization from accessing
services in non-US Regions12.

B). Configure AWS CloudTrail to send logs to Amazon CloudWatch Logs and enable it for all Regions. Use a CloudWatch Logs
metric filter to send an alert on any service activity in non-US Regions. This action will allow monitoring of all AWS Regions and will
trigger alerts if any activity is detected in non-US Regions, ensuring that the governance team is notified as soon as possible3.
AWS Documentation on Service Control Policies (SCPs) and how they can be used to manage permissions and restrict access
based on Regions12.

AWS Documentation on monitoring Cloud Trail log files with Amazon CloudWatch Logs to set up alerts for specific activities3.

HR #291

A company is using AWS CodePipeline to deploy an application. According to a new guideline, a member of the company's
security team must sign off on any application changes before the changes are deployed into production. The approval must be
recorded and retained.

‘Which combination of actions will meet these requirements? (Select TWO.)



A. Create an AWS CloudTrail trail to deliver logs to Amazon S3.

B. Configure CodePipeline to write actions to an Amazon S3 bucket at the end of each pipeline stage.

C. Configure CodePipeline to write actions to Amazon CloudWatch Logs.

D. Create a CodePipeline manual approval action before the deployment step. Create a policy that grants the security team
access to approve manual approval stages.

E. Create a CodePipeline custom action to invoke an AWS Lambda finction for approval. Create a policy that gives the
security team access to manage CodePipeline custom actions.

IE%: A\ D

TR

To meet the new guideline for application deployment, the company can use a combination of AWS CodePipeline and AWS
CloudTrail. A manual approval action in CodePipeline allows the security team to review and approve changes before they are
deployed. This action can be configured to pause the pipeline until approval is granted, ensuring that no changes move to production
without the necessary sign-off. Additionally, by creating an AWS CloudTrail trail, all actions taken within CodePipeline, including
approvals, are recorded and delivered to an Amazon S3 bucket. This provides an audit trail that can be retained for compliance and
Teview purposes.

Reference:

AWS CodePipeline's manual approval action provides a way to ensure that a member of the security team can review and approve
changes before they are deployed1.

AWS CloudTrail ntegration with CodePipeline allows for the recording and retention of all pipeline actions, including approvals,
which can be stored in Amazon S3 for record-keeping?.
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