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F5 FSCAB3 Priifungsplan:

Thema Einzelheiten
¢ Apply procedural concepts required to modify and manage pools: This domain addresses managing server
Thema 1 pools including health monitors, load balancing methods, priority groups, and service port configurations.

e Apply procedural concepts required to modify and manage virtual servers: This domain covers managing
Therma 2 virtual servers including applying persistence, encryption, and protocol profiles, identifying iApp objects,
reporting iRules, and showing pool configurations.

FS BIG-IP Administration Data Plane Configuration FSCAB3
Priifungsfragen mit Losungen (Q74-Q79):

74. Frage
A BIG-IP Admnistrator adds new pool members into a highly utilized pool. Users report application failures.
‘Which pool-level setting should be checked?

A. Slow Ramp Time

B. Action On Service Down
C. Availability Requirement
D. Allow SNAT

Antwort: A

Begrindung;
Slow Ramp Time prevents new pool members from receiving full traffic immediately, avoiding overload.

75. Frage
Refer to the exhibit.

A BIG-IP Admnistrator needs to configure health monitors for a newly configured server pool named Pool B. Which health
monitor settings will ensure that all pool members will be accurately marked as available or unavailable?

A. HTTPS and HTTP with the Availability Requirement of at least one health monitor

B. HTTPS, HTTP, FTP, and ICMP, with the Availability Requirement of all health monitors
C. HTTPS, HTTP, FTP, and SSH, with the Availability Requirement of at least one monitor
D. HTTPS, HTTP, FTP, and SSH with the Availability Requirement of all health monitors

Antwort: C

Begrindung;

The pool member list in the exhibit shows servers listening on four distinct service ports: 80 (HTTP), 21 (FTP), 443 (HTTPS), and
22 (SSH). To accurately monitor a pool where members provide different services, the administrator must apply monitors that
correspond to each of those specific services.

The key to this configuration is the Availability Requirement (also known as "Monitor Rule"). If the administrator sets the requirement
to "All health monitors," every single monitor (HTTP, HTTPS, FTP, and SSH) must pass for a member to be marked "Up." This
would cause an immediate failure: for example, a server listening only on port 80 would fail the HTTPS, FTP, and SSH checks,
resulting in the member being marked "Down" even if the HTTP service is healthy.

To ensure accuracy, the administrator should apply all four relevant monitors and set the Availability Requirement to at least one
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monitor. With this setting, the BIG-IP marks a member as "Up" if any of the assigned monitors return a successful response.
Therefore, the member at 10.200.50.210:80 will stay "Up" as long as the HTTP monitor passes, even though it fails the FTP,
HTTPS, and SSH monitors. This configuration allows a single pool to contain diverse service types while ensuring that the specific
port defined for each member is verified correctly. Option C is incorrect because ICMP only checks if the IP is alive, not if the
specific service port is functioning.

76. Frage
Users report that traffic is negatively affected every time a BIG-IP device fails over. The traffic becomes stabilized after a few
minutes. What should the BIG-IP Administrator do to reduce the impact of future failovers?

A. Configure a global SNAT Listener

B. Configure MAC Masquerade

C. Enable Failover Multicast Configuration
D. Set up Failover Method to HA Order

Antwort: B

Begrindung;

When a failover occurs in a standard BIG-IP High Availability (HA) pair, the newly active device takes over the floating IP
addresses (Virtual Servers, Self IPs). By default, the new active device sends Gratuitous ARP (GARP) messages to the local
network switch to inform it that these IP addresses are now associated with its own physical MAC addresses. However, network
switches and intermediate routers often have ARP aging timers or security features that may delay the updating of their ARP tables,
leading to "black-holed" traffic or dropped packets for several seconds or minutes until the network infrastructure correctly relearns
the new path.

To eliminate this delay and ensure a seamless transition, a BIG-IP Administrator should Configure MAC Masquerade. MAC
Masquerade allows the administrator to assign a unique, "virtual' MAC address to a specific traffic group. Instead of using the
hardware-burned MAC address of the individual appliance, the active device uses this shared virtual MAC address for all
communication involving floating IPs. When a failover occurs, the standby device assumes control of the traffic group and begins
using the exact same virtual MAC address. Because the MAC address associated with the VIPs never changes from the switch's
perspective, there is no need for the switch to update its MAC address table or for the surrounding infrastructure to update its ARP
caches. This effectively elimnates the "stabilization period" reported by users, as the data plane transition happens almost
mstantaneously at Layer 2, maintaining continuous traffic flow without being hindered by external network re-convergence times.

77. Frage

A node is a member of multiple pools and hosts different applications. If one application becomes unavailable, only that pool
member should be marked down.

‘What should the BIG-IP Administrator deploy?

A. UDP monitor

B. ICMP + TCP monitor

C. TCP monitor

D. HTTP monitor with custom send/receive

Antwort: D

Begriindung;
Application-level monitors ensure that only the affected service is marked down, not the entire node.

78. Frage
A BIG-IP Administrator configures an SSH pool with five members.
Which health monitor should be applied?

A. UDP
B. HTTPS
C. HTTP
D. TCP

Antwort: D



Begrindung;
SSH is a TCP-based service. A TCP monitor validates service availability without requiring application-layer inspection.
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