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e Network access control: Focuses on OT Ethernet fundamentals and designing secure network
=x 1 segmentation strategies. It also includes configuring authentication methods to control and verify access to
the OT network.

e Asset management: Covers understanding OT standards and how Fortinet aligns with compliance
=X 2 requirerents in industrial environments. It also includes using the Fortinet Security Fabric to manage assets
and implementing device detection using FortiGate and FortiNAC.

o Network security: Explains how to apply security inspections specifically for industrial protocols and
=x 3 implement virtual patching to protect vulnerable systens. It also includes configuring automation to enhance
threat response and operational efficiency.

¢ Monitoring and risk assessment: Covers creating event handlers in FortiAnalyzer to monitor network
=X 4 activity and detect threats. It also includes performing risk assessments and analyzing security reports to
support ongoing risk management.
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(Q109-Q114):

HAE #109

Refer to the exhibit. An OT architect has implemented a Modbus TCP with a simulation server Conpot to identify and control the
Modus traffic in the OT network. The FortiGate-Edge device is configured with a software switch interface ssw-01.

Based on the topology shown in the exhibit, which two statements about the successful simulation of traffic between client and server
are true? (Choose two.)

SsW-01
10.10.4.1/24

FortiGate-Edge

Conpot server secondary device
10.10.X.100/24

Modbus client primary
10.10.3.100/24

A. The FortiGate-Edge device must be in NAT mode.

B. Port5 is not a member of the software switch.

C. NAT is disabled in the FortiGate firewall policy from port3 to ssw-01.
D. The FortiGate devices is in offline IDS mode.
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EE #110
An OT network administrator is trying to implement active authentication.
Which two methods should the administrator use to achieve this? (Choose two.)

A. Role-based authentication on FortiNAC

B. Local authentication on FortiGate

C. Two-factor authentication on FortiAuthenticator
D. FSSO authentication on FortiGate

Hg: B,C

ME.
Local authentication on a FortiGate and two-factor authentication via FortiAuthenticator both require the user to actively present
credentials (and an OTP), which is the essence of active authentication.

AE#111
You want to protect OT devices that are not updated against known vulnerabilities so you apply virtual patching to the firewall
policies. What must you check to confirm that the OT devices are virtually patched? (Choose one answer)

A. The Asset Identity List page

B. The output of the CLI command get rule otvp status

C. The OT View page

D. The output of the CLI command get virtual-patch profile
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The correct answer is C. The output of the CLI command get rule otvp status. In the Virtual Patching section, the study guide shows
the workflow where FortiGate queries FortiGuard for device-specific vulnerabilities, receives OT virtual patching signatures, maps



themto the device MAC address, and then explicitly displays the CLI verification command get rule otvp status together with fields
such as Rule-name, Vuln_type, and Cve. This is the direct confirmation mechanism shown in the guide for checking whether OT
devices have virtual patching rules associated with them.

The other options are less accurate for confirmation. The OT View page is for Purdue-level visualization, and the Asset Identity List
page shows device and asset information, but neither is presented in the guide as the command or control used to verify virtual
patching status. The study guide specifically uses get rule otvp status as the status check tied to virtual patching behavior.

HAE #112
Refer to the exhibit. An OT administrator ran a report to identify device nventory in an OT network.
Based on the report results, which report was run?

Active Rules » Windows Installed Patches ¥ Router/Switch Image Distribution x

Back Export 11

Device Name Device Type Vendor Device Type Model Device Hardware Model Device Image File Count

SJ-QA-AJ10S-JunOffice  Cisco 10S 1760 e 123:84 Bin 1
s72033-

SJ-Main-Cat6500 Cisco 10S WS-C6509 advipservicesk9_wan- 1

mz.122-33.SX!1.bin

ph-network-3560_1 Cisco 108 WS-C3560G-48PS-S €3560-advipservicesk9- 4
mz.122-25.SEE4.bin

A. A FortiSIEM incident report
B. A FortiSIEM CMDB report
C. A FortiSIEM analytics report
D. A FortiAnalyzer device report
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A2 #113

An OT architect has deployed a Layer 2 switch in the OT network at Level 1 in the Purdue model- process control. The purpose of
the Layer 2 switch is to segment traffic between PLC1 and PLC2 with two VLANS.

All the traffic between PLC1 and PLC2 must first flow through the Layer 2 switch and then through the FortiGate device in the
Level 2 supervisory control network.

Which statement about the traffic between PLC1 and PLC2 is true?

A. The Layer 2 switch routes any traffic to the FortiGate device through an Ethernet link.

B. In order to communicate, PLC1 nust be in the same VLAN as PLC2.

C. The FortiGate must be configured as a "Router on a stick" for intra-PLC commumnication.
D. The Layer 2 switch rewrites VLAN tags before sending traffic to the FortiGate device.

He. C

MY

With PLC1 and PLC2 in separate VLANSs on a Layer 2 switch, inter- VLAN traffic must be routed.

The FortiGate provides that routing and policy control by using VLAN subinterfaces on a single physical link ("router on a stick"), so
all PLC1+>PLC?2 traffic passes through it.
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