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B #206

Which security device allows customers to redirect traffic?

A. Web application firewalls

B. Cryptographic key management

C. Security information and event management
D. Intrusion detection and prevention systens

EfE: A

R -

A Web Application Firewall (WAF) allows customers to redirect traffic as part of securing cloud-hosted applications. Managing
Cloud principles explain that WAFs operate at the application layer and can inspect, filter, allow, block, or redirect HTTP and
HTTPS traffic based on defined security rules.

Traffic redirection is commonly used to route suspicious or malicious requests away from protected applications, forward traffic to
alternate services, or enforce secure communication paths. WAFs can also integrate with load balancers and content delivery
networks to manage traffic flow efficiently while protecting applications from attacks such as SQL injection, cross-site scripting, and
denial-of-service attempts.

The other options do not provide traffic redirection. SIEM systens aggregate and analyze logs, intrusion detection and prevention
systers focus on detection and blocking, and cryptographic key management handles encryption keys. Therefore, a web application
firewall is the correct answer.

R #207
A warning system identifies an impending disaster. When should failover occur to ensure continuity of operations?

A. Prior to the crisis event

B. Prior to the resumption of normal activities
C. During the crisis event

D. During the resunption of normal activities

EfE: A

fiR .-

Failover should occur prior to the crisis event when an impending disaster is identified. Managing Cloud principles explain that
proactive failover allows organizations to maintain service continuity by transitioning operations to alternate systens before disruption
occurs.

Early failover reduces downtime, minimizes data loss, and avoids the risks associated with reactive responses during an active crisis.
Cloud environments support automated or planned failover mechanisims that can be triggered by warning systers, ensuring seamless
continuity.

Failover during or affer the crisis increases the likelihood of service nterruption. Therefore, initiating failover before the event is the
correct approach.

E R #208

An organization that primarily uses a remote work model is reviewing the documentation of various insurance providers to become
eligble for cybersecurity insurance. Competitive insurance providers require the organization to implement security controls to ensure
only authorized personnel can access the network, data, emails, and other administrative information. Which commonly required
control should the organization implement before applying for cybersecurity insurance from these competitive insurance providers?

e A Application whitelisting
¢ B. Network segmentation
e (. Multifactor authentication (MFA)
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e D. Trusted platform module (TPM)
EM#: C

R -

Multifactor Authentication (MFA)is a commonly mandated control for obtaining cybersecurity insurance.

MFA requires users to present at least two independent factors-something they know (password), something they have (token), or
something they are (biometrics). This significantly reduces the risk of unauthorized access due to stolen or weak credentials.
Network segmentation and application whitelisting are valuable, but they are not universal insurance requirements. TPM is a
hardware component for securing local devices but does not protect remote access in distributed work models.

By enforcing MFA across VPN, cloud services, email, and administrative interfaces, organizations demonstrate strong access
control measures. Insurance providers recognize MFA as a foundational safeguard, reducing clains risk from credential-based
breaches. This makes MFA both a compliance requirement and a best practice.

M #209

An organization consists of many divisions. Its leadership team has gathered the managers and key team members in each division to
help create a disaster recovery plan. It studies the type of natural events that commonly occur and the risk involved for each location
in which the organization has a data center. What is the leadership team doing in this scenario?

A. Defining the disaster criteria

B. Running a disaster declaration process
C. Identifying the actions

D. Performing an asset inventory

Ef: A

R :

By analyzing natural events that could impact data centers and assessing the risks associated with each, the leadership team isdefining
the disaster criteria. This step determines what conditions or events qualify as disasters requiring activation of the recovery plan.

An asset inventory identifies systens, but here the focus is on external events. A disaster declaration process occurs during an actual

event, and identifying actions comes later when response strategies are created.

Defining disaster criteria is essential to avoid ambiguity during crises. It establishes thresholds such as

"category 4 hurricanes," "regional power outages exceeding 12 hours," or "seismic events over a set magnitude." Clear criteria ensure
consistent decision-making and timely activation of recovery procedures.

B #210
Which jurisdictional data protection was enacted in the United States to avoid forced disclosure from ISPs?

A. Stored Communications Act (SCA)

B. APPS

C. APPI1.1

D. General Data Protection Regulation (GDPR)

IEf#: A

AR :

The Stored Commumications Act (SCA) is a United States jurisdictional data protection law enacted to limit and regulate forced
disclosure of electronic communications by internet service providers. Managing Cloud principles describe the SCA as a legal
framework that governs how stored electronic communications and customer data may be accessed by government entities.

The act establishes requirements for warrants, subpoenas, and court orders before service providers can disclose stored data. This
protection is particularly relevant in cloud environments, where service providers store large volumes of customer data on behalf of
organizations.

The other options are incorrect. APP8 and APP11.1 are Australian Privacy Principles, and GDPR applies to the European Union.
Therefore, the Stored Comnmumnications Act is the correct U.S. jurisdictional protection.

B #211
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