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iR #391
Patches for two highly exploited vulnerabilities were released on the same Friday afternoon. Information about the systems and

vulnerabilities is shown in the tables below:
Which of the following should the security analyst prioritize for remediation?

e A brees
¢ B. maming
o C. rogers
e D. brady

ZX: D

fR R A -

Brady should be prioritized for remediation, as it has the highest risk score and the highest number of affected users. The risk score
is calculated by multiplying the CVSS score by the exposure factor, which is the percentage of systens that are vulnerable to the
exploit. Brady has a risk score of 9 x 0.8 = 7.2, which is higher than any other system Brady also has 500 affected users, which is


https://drive.google.com/open?id=1ehlvwVoo3ylVbQT1-EWFjEdPi9iqEfzF
https://www.newdumpspdf.com/CS0-003-exam-new-dumps.html
https://www.vcesoft.com/CS0-003-pdf.html
https://www.newdumpspdf.com/CS0-003-practice-test.html

more than any other system. Therefore, patching brady would reduce the most risk and impact for the organization. The other
systers have lower risk scores and lower numbers of affected users, so they can be remediated later.

il /8 #392

A company's legal and accounting teams have decided it would be more cost-effective to offload the risks of data storage to a third
party. The IT management team has decided to implement a cloud model and has asked the security team for recommendations.
‘Which of the following will allow all data to be kept on the third-party network?

A. SaaS
B. VDI
C. FaaS
D. CASB

ER: D

R RELES B -

The questions isn't asking which cloud model is to be used. It's asking which of the following choices will ALLOW (give permission,
authorization, unhindered access) to keep ALL DATA (could be PII or other sensitive data) on THIRD-PARTY NETWORK
(Cloud Service Provider's Network). Assummng the I'T Management team has chosen SaaS as their cloud model, this doesn't
mention how the data will be monitored, secured and other requirements to ensure the company is within compliance. What if the
cloud provider is located in a location that doesn't allow specific data to be stored i that location? With a CASB deployed either
locally or within the cloud the security team would be able to ensure policies are still enforced, monitor user activity, maintain logs,
etc. This means if you are in the US and for reasons you have data that contains PII on a citizen from another country that doesn't
allow the US to maintain or collect that data, the CASB would be able to prevent that data from being stored. Staying in compliance
and providing proper threat management allows all data to be kept on a third part network.

iR #393

A risk assessment concludes that the perimeter network has the highest potential for compromise by an attacker, and it is labeled as
a critical risk environment. Which of the following is a valid compensating control to reduce the volume of valuable information in the
perimeter network that an attacker could gain using active reconnaissance techniques?

A. A control that demonstrates that access to a systemis only allowed by using SSH

B. A control that demonstrates that all systems authenticate using the approved authentication method

C. A control that demonstrates that firewall rules are peer reviewed for accuracy and approved before deployment
D. A control that demonstrates that the network security policy is reviewed and updated yearly

ER: C

fRRERR A

A valid compensating control to reduce the volume of valuable information in the perimeter network that an attacker could gain using
active reconnaissance techniques is a control that demonstrates that firewall rules are peer reviewed for accuracy and approved
before deployment. This control can help ensure that the firewall rules are configured correctly and securely, and that they do not
allow unnecessary or unauthorized access to the perimeter network. The other options are not compensating controls or do not
address the risk of active reconnaissance. Reference: CompTIA Cybersecurity Analyst (CySA+) Certification Exam Objectives
(CS0-002), page 14; https://www.isaca.org/resources/isaca-journal/issues/2016/volume- 3/compensating-controls

PR #394

An incident response analyst notices multiple emails traversing the network that target only the administrators of the company. The
email contains a concealed URL that leads to an unknown website in another country.

Which of the following best describes what is happening? (Choose two.)

A. On-path attack

B. Obfuscated links

C. Domain Name System hijjacking

D. Address Resolution Protocol poisoning
E. Beaconinq

F. Social engineering attack



%ER. BF

i RE S «

Explanation

A social engineering attack is a type of cyberattack that relies on manipulating human psychology rather than exploiting technical
vulnerabilities. A social engineering attack may involve deceiving, persuading, or coercing users into performing actions that benefit
the attacker, such as clicking on malicious links, divulging sensitive information, or granting access to restricted resources. An
obfuscated link is a link that has been disguised or altered to hide its true destination or purpose. Obfuscated links are often used by
attackers to trick users into visiting malicious websites or downloading malware. In this case, an incident response analyst notices
multiple emails traversing the network that target only the administrators of the company. The email contains a concealed URL that
leads to an unknown website in another country. This indicates that the analyst is witnessing a social engineering attack using
obfuscated links.

=8 #395

You are a penetration tester who is reviewing the system hardening guidelines for a company. Hardening guidelines indicate the
following,

There must be one primary server or service per device.

Only default port should be used

Non- secure protocols should be disabled.

The corporate internet presence should be placed in a protected subnet

Instructions :

Using the available tools, discover devices on the corporate network and the services running on these devices.
You nwst determine

ip address of each device

The primary server or service each device

The protocols that should be disabled based on the hardening guidelines

ER:
FRRERR:

see the answer below in explanation:
Explanation
Answer below images

A computer screen with white text Description autormatically generated
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