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Cisco Securing Email with Cisco Email Security Appliance Sample Questions
(Q51-Q56):
NEW QUESTION # 51 
Users have been complaining of a higher volume of emails containing profanity. The network administrator will need to leverage
dictionaries and create specific conditions to reduce the number of inappropriate emails.
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Which two filters should be configured to a ddress this? (Choose two.)

A. content
B. spam
C. sender group
D. VOF
E. message

Answer: A,E

Explanation:
Message filter and content filter are two filters that should be configured to address this issue. Message filter and content filter are
rules that allow Cisco ESA to perform actions on messages based on predefined or custom conditions, such as headers, envelope,
body, attachments, etc.
To reduce the number of inappropriate emails containing profanity, the network administrator can create a dictionary that contains a
list of profane words or phrases and use it as a condition in a message filter or content filter that applies an action of "drop",
"quarantine", or "modify subject" on the matching messages.
The other options are not valid filters to address this issue, because they do not use dictionaries or conditions based on message
content.
References: User Guide for AsyncOS 15.0 for Cisco Secure Email Gateway, page 8-3 and page 8-7.

NEW QUESTION # 52 
An engineer must provide differentiated email filtering to executives within the organization Which two actions must be taken to
accomplish this task? (Choose two)

A. Create content filters for actions to take on messages that contain specific data
B. Define the default mail policies for incoming or outgoing messages
C. Enable the content-scanning features you want to use with mail policies
D. Upload a csv file containing the email addresses for the users for whom you want to create mail policies.
E. Defining the default mail policies for incoming or outgoing messages is not sufficient, as default mail policies apply to all
users and do not allow for differentiation based on user groups[4, p. 2].
F. Define an LDAP group query to specify users to whom the mail policy rules apply.

Answer: A,F

Explanation:
Define an LDAP group query to specify users to whom the mail policy rules apply. This way, you can create a custom group of
executive users and apply different mail policies to them based on their LDAP attributes[4, p. 2].
Create content filters for actions to take on messages that contain specific data. Content filters allow you to scan the message body
and attachments for keywords, phrases, or patterns that match your criteria and perform actions such as quarantine, encrypt, or
drop the message[4, p. 7].
The other options are not valid because:
C) Uploading a csv file containing the email addresses for the users for whom you want to create mail policies is not a supported
feature of Cisco Secure Email1.
D) Enabling the content-scanning features you want to use with mail policies is not necessary, as content scanning is enabled by
default for all incoming and outgoing messages[4, p. 6].

NEW QUESTION # 53 
What are two prerequisites for implementing undesirable URL protection in Cisco ESA? (Choose two.)

A. Enable antispam scanning.
B. Enable port bouncing.
C. Enable email relay.
D. Enable outbreak filters.
E. Enable antivirus scanning.

Answer: A,D

Explanation:



Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-
0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_01111.html

NEW QUESTION # 54 
Which two factors must be considered when message filter processing is configured? (Choose two.)

A. mail policies
B. lateral processing
C. message-filter order
D. MIME structure of the message
E. structure of the combined packet

Answer: C,D

Explanation:
Message-filter order and MIME structure of the message are two factors that must be considered when message filter processing is
configured on Cisco ESA. Message-filter order determines the sequence in which message filters are evaluated and applied to
incoming messages, which can affect the final outcome of the filtering process. MIME structure of the message determines how
message filters match against different parts of the message, such as headers, body, attachments, etc., which can affect the accuracy
and performance of the filtering process.
References: User Guide for AsyncOS 15.0 for Cisco Secure Email Gateway , page 3-3 and page 3-5.
Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/
b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_01000.html

NEW QUESTION # 55 
Which type of attack is prevented by configuring file reputation filtering and file analysis features?

A. backscatter
B. zero-day
C. denial of service
D. phishing

Answer: B

Explanation:
Explanation/Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/
b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_010000.html#con_1809885

NEW QUESTION # 56
......
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