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Oracle Cloud Infrastructure 2025 Developer Professional Sample Questions
(Q67-Q72):

NEW QUESTION # 67
Youneed to push a new Docker container image to a repository in the Oracle Cloud Infrastructure (OCI) Registry. Which
mechanism must you use to provide authentication?

A. Generate an Auth Token to complete the authentication via the OCI CLI

B. Generate an API signing key to complete the authentication via the Docker CLI.
C. Generate an Auth Token to complete the authentication via the Docker CLI.

D. Generate an API signing key to complete the authentication via the OCI CLI.

Answer: C

Explanation:
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To push a new Docker container image to a repository in OCI Registry, you need to use an Auth Token to complete the
authentication via the Docker CLI1. An Auth Token is a secure, auto-generated password that you can use to authenticate with
OCI services such as OCI Registryl. You can generate an Auth Token in the Console by following these steps1:

In the top-right comer of the Console, open the Profile menu and then click User settings to view the details.

On the Auth Tokens page, click Generate Token.

Enter a friendly description for the auth token. Avoid entering confidential information.

Click Generate Token. The new auth token is displayed.

Copy the auth token immediately to a secure location from where you can retrieve it later, because you won't see the auth token
again in the Console.

Close the Generate Token dialog, After generating an Auth Token, you need to log in to OCI Registry by entering docker login
<region-key>.ocir.io in a terminal window on the client machine running Docker, where <region-key> corresponds to the key for
the OCI Registry region you're usingl. When prompted for a username, enter your username in the format <tenancy-
namespace>/<username>, where <tenancy-namespace> is the auto-generated Object Storage namespace string of your tenancy].
‘When prompted for a password, enter the Auth Token you copied earlier].

NEW QUESTION # 68
Oracle Functions monitors all deployed finctions and collects and reports various metrics. Which is NOT available when viewing the
Application metrics in the Oracle Cloud Infrastructure (OCI) Console?

A. The number of retries made by the finction before failing due to an error.

B. The length of time a function runs for.

C. The number of requests to nvoke a finction that failed with an error response.
D. The number of requests to nvoke a function that failed due to throttling,

Answer: A

Explanation:

The option that is NOT available when viewing the Application metrics in the Oracle Cloud Infrastructure (OCI) Console is: "The
number of retries made by the function before failing due to an error." When viewing the Application metrics in the OCI Console for
Oracle Functions, you can typically see metrics related to the performance and usage of your functions. These metrics provide
insights into how your functions are performing and being utilized. The following metrics are usually available: The number of requests
to invoke a function that failed due to throttling: This metric indicates the number of requests that were not processed by the finction
due to reaching the configured concurrency limit or throttling settings. The length of time a function runs for: This metric represents
the duration of each function invocation, measuring the time it takes for the finction to complete its execution. The number of
requests to invoke a finction that failed with an error response: This metric counts the number of requests that encountered an error
during the finction invocation, resulting in a failed response. However, the number of retries made by the function before failing due
to an error is not typically available as part of the Application metrics in the OCI Console. The retries made by the function are
usually handled at the mvoker level, and the specific details of retries may not be captured as part of the application-level metrics. It's
important to note that the availability of metrics and their specific details may vary depending on the version and configuration of
Oracle Functions and the monitoring setup. It is recommended to refer to the Oracle Functions documentation and consult the
official documentation for accurate and up-to-date information on available metrics.

NEW QUESTION # 69
Which kubectl command syntax is valid for implementing a rolling update deployment strategy in Kubernetes? (Choose the best
answer.)

A. kubectl update <deployment-name> --image=image:v2

B. kubectl update -¢ <container> --iniage=image: v2

C. kubectl rolling-update <deployment-name> --image=image:v2
D. kubectl upgrade -¢ <container> --image=image:v2

Answer: C

Explanation:

The correct syntax for implementing a rolling update deployment strategy in Kubernetes using the kubect] command is: kubectl
rolling-update <deployment-name> --image=image:v2 This command initiates a rolling update of the specified deployment by
updating the container image to image:v2. The rolling update strategy ensures that the new version of the application is gradually
deployed while maintaining availability and minimizing downtime.



NEW QUESTION # 70

Your team has been tasked with debugging a Cloud Native application developed using the following Oracle Cloud Infrastructure
(OCI) services: Object Storage, Events, Functions, API Gateway, and Autonomous Database. Which of these is NOT a valid
option for troubleshooting issues in OCI? (Choose the best answer.)

¢ A Leverage OCI Cloud Guard to extract and visualize the debug logs generated by your application.

B. Trace performance issues In the Application Performance Monitoring service by enabling Function traces.

C. Use OCI Service Connector Hub to configure a service connector to automatically send logs to the OCI Logging
Analytics service.

¢ D. View service metric information from the OCI Monitoring service.

¢ E. Configure the application to send logs to the OCI Logging service.

Answer: B

Explanation:

To troubleshoot issues in OCI, the option that is not valid is: Trace performance issues in the Application Performance Monitoring
service by enabling Function traces. While the Application Performance Monitoring service in OCI allows you to monitor and trace
the performance of your applications, it is specifically designed for monitoring OCI Functions (serverless functions) and does not
directly apply to all types of applications. The other options mentioned, such as configuring logs in the OCI Logging service,
leveraging OCI Cloud Guard for debug logs, viewing service metrics in the OCI Monitoring service, and using OCI Service
Comnector Hub for log forwarding, are valid options for troubleshooting and monitoring applications in OCI.

NEW QUESTION # 71
A service you are deploying to Oracle Cloud Infrastructure (OCI) Container Engine for Kubernetes (OKE) uses a docker image
froma private repository in OCI Registry (OCIR). Which configuration is necessary to provide access to this repository from OKE?

e A. Add a generic secret on the cluster containing your identity credentials. Then specify a registryCredentials property in the
deployment manifest.

¢ B. Create a docker-registry secret for OCIR with API key credentials on the cluster, and specify the imagePullSecret
property in the application deployment manifest.

e C. Create a dynamic group for nodes in the cluster, and a policy that allows the dynamic group to read reposttories in the
samme compartment.

e D. Create a docker-registry secret for OCIR with identity Auth Token on the cluster, and specify the imagePullSecret
property in the application deployment manifest.

Answer: D

Explanation:

The necessary configuration to provide access to a private repository in OCI Registry (OCIR) from OCI Container Engine for
Kubernetes (OKE) is to create a docker-registry secret for OCIR with an identity Auth Token on the cluster and specify the
imagePullSecret property in the application deployment manifest. Here's the breakdown of the steps: Create a docker-registry secret
for OCIR with an identity Auth Token: In order to authenticate with the private repository in OCIR, you need to create a secret in
your OKE cluster that contains the necessary credentials. This can be done by generating an identity Auth Token from the OCI
Console and creating a secret in the cluster using the kubectl command. Specify the imagePullSecret property in the application
deployment manifest: In your application's deployment manifest (such as a Kubernetes Deployment or StatefulSet YAML file), you
need to include the imagePullSecret property and specify the name of the secret you created i the previous step. This allows the
OKE cluster to use the credentials from the secret to pull the docker image from the private repository in OCIR during deployment.
By following these steps, you can ensure that your OKE cluster has the necessary access to the private repository in OCIR, and
your application can successfully pull the required docker image during deployment.

NEW QUESTION # 72
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