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HM #60
What is a security group?

A. A set of network interfaces and individual SGMs assigned to a logical group.

B. A set of objects in SmartConsole that are responsible for enforcing an access policy.
C. A set of appliances of the same model that are collectively managed by the MHO.
D. A solution for Security Gateway redundancy and Load Sharing,

Ef#: D

BRI :

Explanation

Security groups are used to simplify management and policy enforcement across multiple devices or network segments, often
offering redundancy and load balancing features

B #e61
HealthCheck Point

e A performs a system health check and is meant to replace both a CPInfo and the health check script.

¢ B. canbe used to let you visualize the Firewall topology for the SG and view live statistics, which includes throughput,
problemnotes, and CPU utilization.

e C. is a self-updatable suite of tools for MHOs with the capability to assess the health of the system and provide a timeline of
critical and informative events that might have occurred in a production system.

e D. is a selfupdatable suite of tools for SGMs with the capability to assess the health of the system, visualize the Firewall
topology, provide a timeline of critical and informative events that might have occurred in a production system.

IEf#: D

AR

Explanation

HealthCheck Point (HCP) is a tool that can perform various tests and checks on the system components of the Security Group
Modules (SGMs), such as hardware, software, network, clock,ARP, and more. It can also display the performance statistics of the
SGMes, such as throughput, packet rate, CPU utilization, memory usage, and more. Additionally, HCP can provide a graphical
representation of the Firewall topology for the Security Group, showing the connections and statuses of the SGMs and the
Orchestrators. Furthermore, HCP can generate a report of the critical and informative events that occurred on the system, such as
configuration changes, errors, warnings, and alerts. HCP can help identify and troubleshoot any issues or errors that may affect the
system functionality or performance.

References =

*HealthCheck Point (HCP) Release Updates - Check Point Software 1

*Professional Services Healthcheck - Check Point Software 2

*HealthCheck Point - Check Point CheckMates 3
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R #62
What is the Correction Layer?

¢ A Correction Layer is a mechanism which handles asymmetric connections in multi-appliance system For exanple, in case of
NAT

¢ B. Correction Layer is a mechanism which activated in case of asymmetric routing

e C. Correction Layer is a daemon which corrects errors on Backplane interfaces

¢ D. Correction Layer is a Layer of GAIA OS which corrects misspelled commands and allows them to execute

EfE: A

TR

The Correction Layer is a Maestro component that ensures that packets from the same connection are handled by the same Security
Group Module (SGM) in a multi-appliance system This is especially important when NAT is involved, as packets sent from the
client to the server can be distributed to a different SGM than packets from the same session sent from the server to the client. The
Correction Layer must then forward the packet to the correct SGM.

References:

*NAT and the Correction Layer on a Security Gateway - Check Point Software 1

*Solved: Maestro queries - Check Point CheckMates

M #63
‘What command can be run to show which SGM s selected to receive traffic?

A. dxlcalc
B. asg monitor
C. g tepdump
D. asgcalc

Ef#: D

fERL:

The asg calc command is a tool to show which SGM is selected to receive traffic based on the distribution mode and the packet
parameters. It takes the port number, the source IP, the destination IP, and optionally the source port and the destination port as
arguments and returns the SGM ID and the hash value. For example, asg calc 1 10.0.0.1 20.0.0.2 1234 80 will show which SGM
will receive the traffic from 10.0.0.1:1234 to

20.0.0.2:80 on port 1.

References

*Check Pomt Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson4.1: asg calc, page 4-5

*Check Point R81 Maestro Administration Guide, Chapter 4: Using the Command Line Interface and WebUI, Section: asg calc,
page 4-5

*asg calc - Check Point Software

E Y #64
Maestro allows running commands globally in Expert mode by using global prefixes, such as:

A. global
B. g all
C.all

D. asgall

EfE: B

AR :

The g all prefix is used to run commands globally in Expert mode on all Security Group Members of the current Security Group.
For example, g_all cpstop will stop the Check Point services on all SGMs. The other prefixes are not valid for global commands in
Expert mode.

References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,



Lesson 4.3: Global Commands, page 4-11

*Check Point R81 Maestro Administration Guide, Chapter 4: Using the Command Line Interface and WebUI, Section: Global
Commands, page 4-9

*Global Expert Mode Commands - Check Point CheckMates
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