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Z| &l CCNP Security 300-725 F 2 M EE A (Q52-Q57):

A2 #52
Which two configuration options can be configured when invalid certificates are processed with the HTTPS proxy on WSA
enabled? (Choose two.)

e A allow
e B. drop
e C.block
e D. monitor
e E. redirect

4. BD

A2 #53
What are all of the available options for configuring an exception to blocking for referred content?

e A selected embedded/referred except, all embedded/referred, and selected embedded/referred
¢ B. selected embedded/referred and all embedded/referred except

e C. allembedded/referred, selected embedded/referred, and all embedded/referred except

e D. all embedded/referred and all embedded/referred except

HE: C
ME:

Explanation/Reference: https//www.cisco.convc/en/us/td/docs/security/wsa/wsal 1-7/user _guide/
b WSA UserGuide 11 7/b WSA UserGuide 11 7 chapter 01001.html (procedure)

AE #54
Which two parameters are mandatory to control access to websites with proxy authentication on a Cisco WSA? (Choose two.)

A. External Authentication

B. Identity Enabled Authentication
C. Authentication Realm

D. Transparent User Identification
E. Credential Encryption

H": CE
CF

httpsy//www.cisco.comvc/en/us/td/docs/security/wsa/wsal 1-
7/user_guide/b WSA UserGuide 11 _7/b WSA UserGuide 11 7 appendix 010111.html

HE #55
Which two types of reports are scheduled on the Cisco WSA to analyze traffic? (Choose two.)

A. application visibility

B. URL categories

C. host statistics

D. Layer 3 traffic monitor
E. system capacity

od

o AD



Y.
https//www.cisco.comv'c/en/us/td/docs/security/wsa/wsal 1-
O/user_guide/b WSA UserGuide/lb WSA UserGuide chapter 010101.pdf(8)

EE #56
What is required on the Cisco WSA when an AMP file reputation server private cloud is configured?

A. public and private keys from the server

B. private key to decrypt messages

C. private key from the server to encrypt messages
D. public key from the server
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