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H A #238
A security analyst reviews the daily logs and notices the following suspicious activity:

The analyst investigates the firewall logs and identities the following;
Which of the following steps should the security analyst take next to resolve this issue? (Select two).

A. Check the running processes to confirmif a backdoor connection has been established.

B. Block all outbound comnections from the IP address 10.150.71.151.

C. Contact John Smith and request the Ethernet cable attached to the desktop be unplugged

D. Block all inbound connections on port 4444 and block the IP address 201.101.25.121.

E. Upgrade the Windows x64 operating system on John Smith's computer to the latest version.
F. Submit an IT support ticket and request Kali Linux be uninstalled from John Smith's computer

iEﬁ: A\ D

A -

Given the suspicious activity and Kali Limix's association with penetration testing and hacking tools, the security analyst should block
all mbound connections on port 4444, as it is commonly used for malicious purposes, and block the IP address that's potentially the
source of the intrusion. Additionally, checking the running processes on John Smith's computer is crucial to determine if a backdoor
or unauthorized connection has been established.

Incident response and threat mitigation steps such as these are part of the security protocols discussed in the CompTIA Cloud+
certification.

R #239
A project team that handles sensitive data analysis recently onboarded three new employees.
Which of the following should the PM do first?

A. Execute an analysis of the sensitive data

B. Check enployee security clearance

C. Train the new employees to handle sensitive data

D. Allow access to the internet on corporate computers

EfE: B

L2

‘When onboarding new staff who will handle sensitive data, the PM must first verify their security clearance or authorization. Only
authorized personnel should access sensitive systenms or datasets. Training follows after confirming clearance. Data analysis itself
should never begn until security requirements are validated.

R #240
A project manager is taking notes along with gathering feedback about a prior project in order to consider known issues with a
project enhancement. Which of the following best describes the plan that the project team is working on?

A. A plan for capturing issues and conflicts in a project's knowledge base

B. A plan for avoiding potential issues that may arise during project execution

C. A plan for addressing and resolving identified issues once the project has been completed
D. A plan for documenting the outcomes of the project

IEf#: B
A -

The team is leveraging lessons learned to create a preventive plan for avoiding issues in the upcoming project enhancement. This falls


https://www.passtest.jp/CV0-004-exam.html

under risk management and compliance, ensuring previous failures do not repeat.
Reference: CompTIA Project+ PK0-005 - Lessons Learmed & Risk Avoidance; CompTIA Cloud+ CV0-004 Governance, Risk
& Compliance domain.

P #241
Which of'the following service options would provide the best availability for critical applications in the event of a disaster?

A. Availability zones
B. Mutticloud tenancy

C. Edge computing
D. Cloud bursting

Ef#: A

A -

Availability zones provide the best availability for critical applications in the event of a disaster. They are distinct locations within a
cloud region that are engineered to be isolated from failures in other availability zones, thus providing redundancy and failover
capabilities, which is essential for maintaining high availability of critical applications.

Reference: The concept of availability zones and their importance in disaster recovery and high availability is covered under the
domain of Management and Technical Operations in the CompTIA Cloud+ objectives.

H #242

An admmnistrator used a script that worked in the past to create and tag five virtual machines. All of the virtual machines have been
created: however, the administrator sees the following results: { tags: [ ] } Which of'the following is the most likely reason for this
result?

e A API throttling

¢ B. Service quotas

e C. Compatibility issues

¢ D. Command deprecation

IEf#: D

fiR .-

The most likely reason for the script creating virtual machines without tags, despite working in the past, is command deprecation.
Cloud service providers update their APIs and CLI commands over time, and a previously used command to tag resources might no
longer be valid. References: Understanding cloud service APIs and the importance of keeping up with updates is part of cloud
technical operations covered in CompTIA Cloud+.
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