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Fortinet FCP - FortiWeb 7.4 Administrator Sample Questions (Q151-Q156):

NEW QUESTION # 151
Which statement about local user accounts is true?

e A. They can be used for SSO.
¢ B. They nwst be assigned, regardless of any other authentication.
e (. They are best suited for large environments with many users.
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¢ D. They cannot be used for site publishing.

Answer: D

NEW QUESTION # 152
‘When viewing the attack logs on FortiWeb, which client [P address is shown when you are using XFF header rules?

A. Client real IP

B. FortiGate local IP
C. FortiWeb IP

D. FortiGate public IP

Answer: A

NEW QUESTION # 153
‘Which inmplementation is best suited for a deployment that must meet compliance criteria?

A. SSL Inspection with FortiWeb in Transparency mode

B. SSL Inspection with FrotiWeb in Reverse Proxy mode
C. SSL Offloading with FortiWeb in Transparency Mode
D. SSL Offloading with FortiWeb in reverse proxy mode

Answer: B

NEW QUESTION # 154
In which two ways does FortiWeb handle traffic that does not match any defined policies? (Choose two.)

A. In offline protection mode, the traffic is dropped with a TCP reset.

B. In reverse-proxy mode, the traffic is denied.

C. In transparent mode, the traffic is passed through.

D. In true transparent mode, ip-forward should be enabled to deny the traffic.

Answer: B,C

NEW QUESTION # 155
Refer to the exhibits.
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‘What will happen when a client attempts a mousedown cross- SIte scripting O(SS) attack against the site
http7//my.blog.org/userll/blog. php and FortiWeb is enforcing the highlighted signature?

A. The connection will be blocked as an XSS attack.

B. The connection will be stripped of the mousedown JavaScript code.
C. The connection will be allowed.

D. FortiWeb will report the new mousedown attack to FortiGuard.

Answer: C

Explanation:

In the provided configuration, the signature exception has been set for the URL httpz//my.blog.org/user1 V. This means that any
request to this specific URL will bypass the signature ID 01000001, which is designed to block cross-site scripting (XSS) attacks
using the mousedown event. As the request comes from the URL http://my.blog.org/userll/blog,php, which does not match the
exception rule for http://my.blog.org/user1V, the attack will be allowed through.

Therefore, the connection will be allowed because the exception rule bypasses protection for the specified URL.

NEW QUESTION # 156

Computers are changing our life day by day. We can do many things on computers. Technology changes the world. If you have
dreamto be a different people, obtaining a Fortinet certification will be the first step. FCP_ FWB_AD-7.4 learning materials will be
useful for you. As you can see the Forbes World's Billionaires List shows people starting bare-handed are mostly engaging in IT
field. FCP_FWB_AD-7.4 Learning Materials may be the first step to help you a different road to success.
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