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Thema Einzelheiten

¢ Testing and monitoring of a cybersecurity program: This domain assesses the abilities of Security Auditors

and Conpliance Officers in testing and monitoring the effectiveness of cybersecurity programs. Candidates
Thema 1 learn to design and conduct audits, continuous monitoring, performance measurement, and apply continual
improvement practices to mamtain NIS 2 Directive compliance.

¢ Fundamental concepts and definitions of NIS 2 Directive: This section of the exam measures the skills of
Cybersecurity Professionals and I'T Managers and covers the basic concepts and definitions related to the

Thema 2 NIS 2 Directive. Candidates gain understanding of the directive’s scope, objectives, key terms, and

foundational requirements essential to lead implementation efforts effectively within organizations.

¢ Cybersecurity controls, incident management, and crisis management: This domain focuses on Security

Operations Managers and Incident Response Coordinators and involves implementing cybersecurity
Therma 3 controls, managing incident response activities, and handling crisis situations. It ensures organizations are
prepared to prevent, detect, respond to, and recover from cybersecurity incidents effectively.

¢ Planning of NIS 2 Directive requirements implementation: This domain targets Project Managers and

Implementation Specialists focusing on how to initiate and plan the rollout of NIS 2 Directive requirements.
Thema 4 It includes using best practices and methodologies to align organizational processes and cybersecurity
programs with the directive’s mandates.

e (Cybersecurity roles and responsibilities and risk management: This section measures the expertise of

Security Leaders and Risk Managers in defining and managing cybersecurity roles and responsibilities. It
Thema 5 also covers comprehensive risk management processes, including identifying, assessing, and mitigating
cybersecurity risks in line with NIS 2 requirements.
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62. Frage

Scenario 1:

into incidents that could result in substantial material or non-material damage. When it comes to identifying and mitigating risks, the
company has employed a standardized methodology. It conducts thorough risk identification processes across all operational levels,
deploys mechanisis for early risk detection, and adopts a uniform framework to ensure a consistent and effective incident response.
In alignment with its incident reporting plan, SecureTech reports on the initial stages of potential incidents, as well as after the
successful mitigation or resolution of the incidents.

Moreover, SecureTech has recognized the dynamic nature of cybersecurity, understanding the rapid technological evolution. In
response to the ever-evolving threats and to safeguard its operations, SecureTech took a proactive approach by implementing a
comprehensive set of guidelines that encompass best practices, effectively safeguarding its systems, networks, and data against
threats. The company invested heavily in cutting-edge threat detection and mitigation tools, which are continuously updated to tackle
emerging vulnerabilities. Regular security audits and penetration tests are conducted by third-party experts to ensure robustness
against potential breaches. The company also prioritizes the security of customers' sensitive information by employing encryption
protocols, conducting regular security assessments, and integrating multi-factor authentication across its platforms.

Based on the scenario above, answer the following question:

In which category SecureTech fit according to the NIS 2 Directive?

o A Fssential entities
o B. Critical entities
e C. Important entities

Antwort: A

63. Frage
According to the NIS 2 Directive, what is the default frequency at which peer reviews occur?

e A Every six months



¢ B. Every two years
¢ C. Every year

Antwort: B

64. Frage
During which phase of the key management life cycle can keys be manually adjusted to implement alternative algorithms?

¢ A. Key generation
¢ B. Key rotation
¢ C. Key backup or recovery

Antwort: B

65. Frage
What is the required frequency for Member States to update the register of entities?

¢ A Every six months
e B. Every two years
e C. Every year

Antwort: B

66. Frage
Which reporting method is best suited for presenting raw data in an easy-to-read format, including features like nested grouping,
rolling summaries, and dynamic drill-through or linking?

e A Scorecards or strategic dashboards
¢ B. Tactical and operational dashboards
e C. Reports

Antwort: C
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