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ASIS Certified Protection Professional 52 5 ASIS-CPP & B [/ (Q551-

Q556):
B #551

What type of glass would be better for a storefront in terms of resistance to breakage, resistance to heat or extreme cold and
resistance to overall deterioration?

B. Wired glass
C. Plate glass

EfE: A

E M #552

A. Bullet-resistant glass

D. Acrylic material
E. Laminated glass

The first step in securing sensitive information is to:

Ef: C
AR

A. prescreen and conduct background checks on all employees.
B. issue and enforce the use of clearance badges.

C. identify it and classify it by value.

D. restrict and control access to file roomns.

The first step in securing sensitive information is to identify and classify it by value. This process forns the foundation for
implementing appropriate protective measures.

* Key Steps in Identification and Classification:

* Determine the types of information assets (e.g., trade secrets, personal data, intellectual property).

* Classify information based on sensitivity, criticality, and regulatory requirements.

* Assign access controls and protection levels accordingly.

* Rationale: Without knowing what information is sensitive and its relative importance, organizations cannot effectively safeguard it.

CPP Context:

* Information Security Frameworks: Identification and classification are integral to standards like ISO

27001.




* Risk-Based Security Measures: Aligns protective efforts with the value and sensitivity of assets.

B #553

For a search warrant to be valid, it must conform to the following requirement(s):

A. Tt may be issued only for certain objects.

B. The place to be searched and things to be seized must be particularly described.
C. It must be issued on probable cause.

D. Nore of'the above.

E. All of the above.

IEf#: E

M #554
The single most important safeguard for preventing internal theft is probably:

A. Interviewing an applicant's references

B. Upgrading the screening of new employees
C. An extensive personal history search

D. The personal interview

E. Use of the polygraph

Ef#: B

B #555
What factors should be considered when using the Internet to link organization offices?

e A Service providers, confidentiality, and hacker attacks
¢ B. Authentication, service providers, and ease

¢ C. Confidentiality, integrity, and availability

e D. Ease, applications, and overall security

Ef#: C

fiR .-

When using the Internet to link organizational offices, the focus should be on confidentiality, integrity, and availability (CIA), which
form the core principles of information security.

* Confidentiality:

* Ensures that sensitive information is accessed only by authorized personnel.

* Use encryption and secure authentication protocols.

* Protects data from unauthorized alteration during transmission.

* Employ data validation and hashing techniques.

* Availability:

* Ensures reliable access to information and network services.

* Use redundancy and robust network infrastructure to prevent downtime.

* A: While important, service providers and hacker attacks are specific risks rather than overarching principles.
* B: Ease and applications focus on usability but do not address comprehensive security.

* C: Authentication is a component of confidentiality, not a separate principle.

Key Considerations:Why Other Options Are Incorrect:ASIS CPP References:

* Domain 4: Information SecurityDiscusses the CIA triad as the foundation of secure information systerns.

E M #556
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