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Cisco 100-160 Exam Syllabus Topics:

Topic

Details

Topic 1

Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systens

Topic 2

Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician
and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systerns.

Topic 3

Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.

Topic 4

Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
and focuses on understanding network-level protections, including firewalls, VPN, and intrusion detection
prevention systens, providing insight into how threats are mitigated within network environments.
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¢ Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
and includes securing individual devices, understanding protections such as antivirus, patching, and access

Topic 5
o control at the endpoint level, essential for maintaining device integrity.
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Cisco Certified Support Technician (CCST) Cybersecurity Sample Questions
(Q316-Q321):

NEW QUESTION # 316
Which of the following describes the purpose of a VPN (Virtual Private Network)?

A. To improve network performance and reduce latency

B. To provide secure remote access to a private network over the internet
C. To control and filter network traffic based on predefined policies

D. To segment a network into multiple smaller networks

Answer: B

Explanation:

A VPN (Virtual Private Network) is a technology that enables secure and encrypted communication over a public network, such as
the internet. It allows users to establish a secure connection to a private network from remote locations. By encrypting the
commumnication, a VPN ensures confidentiality and integrity of the data transmitted between the remote user and the private network,
making it a suitable solution for secure remote access.

NEW QUESTION # 317

You are going to perform a penetration test on a company LAN. As part of your preparation, you access the company's websites,
view webpage source code, and run internet searches to uncover domain information. You also use social media to gather details
about the company and its employees.

Which type of reconnaissance activities are you performing?

A. Invasive
B. Passive
C. Offine
D. Active

Answer: B

Explanation:

The CCST Cybersecurity Study Guide explains that reconnaissance is the process of collecting information about a target before
attempting exploitation.

"Passive reconnaissance is conducted without directly engaging with the target systems. Examples include reviewing public websites,
examining HTIML source code, querying public DNS records, and using social media to gather information. Since no packets are
sent directly to the target system, it reduces the risk of detection." (CCST Cybersecurity, Vulnerability Assessment and Risk
Management, Reconnaissance Techniques section, Cisco Networking Academy) Passive (A) is correct because all actions
described - viewing public pages, searching online, and checking social media - involve no direct interaction that could alert the
target.

Active (B) would involve direct probing, like port scans or vulnerability scans.
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Offline (C) is not an official reconnaissance classification in this context.
Invasive (D) is a general term and not used as a standard reconnaissance category in CCST material.

NEW QUESTION # 318
‘Which of'the following is not a component of risk management?

A. Risk elimination.
B. Risk assessment.
C. Risk monitoring,
D. Risk identification.

Answer: A

Explanation:

Risk elimination is not a component of risk management. Risk management involves identifying, assessing, and mitigating risks, as
well as monitoring and reviewing the effectiveness of risk controls. While it is ideal to elimnate risks entirely, it is not always feasible,
and the focus is often on minimizing or mitigating risks rather than eliminating them completely.

NEW QUESTION # 319
‘Which notation is used by IPv6?

A. Octal notation

B. Decimal notation

C. Hexadecimal notation
D. Binary notation

Answer: C

Explanation:
IPv6 addresses are expressed using hexadecimal notation. It consists of eight groups of four hexadecimal digits separated by colons,
e.g., 2001:0db8:85a3:0000:0000:8a2¢:0370:7334. Hexadecimal digits range from 0 to 9 and A to F.

NEW QUESTION # 320
Which of the following is a best practice for implementing strong password policies within an organization?

A. Requiring users to change their password every 90 days

B. Allowing users to reuse their previous passwords

C. Allowing users to choose their own passwords, regardless of complexity
D. Storing passwords in clear text in a central database

Answer: A

Explanation:

Option 1: Incorrect. Allowing users to choose their own passwords, regardless of complexity, can lead to weak passwords that are
easily guessed or cracked.

Option 2: Correct. Requiring users to change their password every 90 days helps to ensure that passwords are regularly updated
and less likely to be compromised.

Option 3: Incorrect. Storing passwords in clear text in a central database is a security risk as it exposes the passwords to potential
unauthorized access.

Option 4: Incorrect.

Allowing users to reuse their previous passwords increases the risk of unauthorized access as attackers may already be aware of the
user's previous passwords.

NEW QUESTION # 321
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